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Sent: Fri Mar 04 20:26:15 2011
Subject: Fw: 2011-03-04 CEG to ATF

Once more into the breech gentlemen.

FHek xRk RN

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above
in connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form ouiside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Depariment of Justice without express authorization is siricily prohibiied.

From: Downey, Brian (Judiciary-Rep)
To: Melson, Kenneth E.; Hoover, William J.

Cc: CEG (Judiciary-Rep) ; Foster, Jason (Judiciary-Rep) ; Leavitt, Tristan (Judiciary-Rep) ; 'Faith.Burton@usdoj.gov'
(Faith.Burton@usdoj.gov) ; Gaston, Molly (SMO) (Molly.Gaston@usdoj.gov) ; 'Edgar.Chen@usdoj.gov'
(Edgar.Chen@usdoj.gov)

Sent: Fri Mar 04 19:36:01 2011

Subject: 2011-03-04 CEG to ATF

Please find attached a letter from Senator Grassley. Please ensure that all formal correspondence
on this matter is sent electronically in PDF format to ceg@judiciary-repsenate.gov (cc’d above).
Please confirm receipt. Thanks.

Brian M. Downey

Investigator

Ranking Member Charles E. Grassley
U.S. Senate Committee on the Judiciary
Washington, DC

(P) 202-224-5225

(F) 202-224-3799
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From: [

Sent: Friday. March 04, 2011 8:26 PM

To: N N B B
Subject: Fw: 2011-03-04 CEG to ATF

Attachments: 2011-03-04 CEG to ATF .pdf

Importance: High

Once more into the breech gentiemen.....

edede e e ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above
in conneciion with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any atlached file(s) in any form outside of the Bureau of Aicohol, Tobacco, Firearms &
Explosives or the Department of Justice without express authorization is strictly prohibited.

From: Downey, Brian (Judiciary-Rep)
:“ Melson, Kenneth E.; Hoover, William J.
c- CFG (Judiciarv-Ren) - Foster, Jason (Judiciary-Rep) ; Leavitt, Tristan (Judiciary-Rep) ; 'Faith.Burton{{JXG)]
Gaston, Molly (SMO) Eﬂxa_ 'Edgar.Chen(@IGHIEG
Sent: Fri Mar 04 19:36:01 2011
Subject: 2011-03-04 CEG to ATF

Please find attached a letter from Senator Grassley. Please ensure that all formal correspondence
on this matter is sent electronically in PDF format to cezé@iudiciarv-rep.senate.zov (cc’d above).
Please confirm receipt. Thanks.

Brian M. Downey

Investigator

Ranking Member Charles E. Grassley
U.S. Senate Committee on the Judiciary
Washington, DC

(P) 202-224-5225

(F) 202-224-3799
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From:

Sent: Friday, March 12, 2010 7:34 PM

To: Phoe-Group VI

Subject: Monday Morning Meeting, Strike force 9:30am
To all;

It has been brought to my attention that there may be a schism developing amongst the group. This is the time we all
need to pull together not drift apart. We are all entitled to our respective (albeit different) opinions however we all
need to get along and realize that we have a mission to accomplish.

| am thrilied and proud that our Group is the first ATF Southwest Border Group in the country to be_
On that note | thank everyone for their efforts thus far and applaud the results we have achieved in a short amount of

time.

Whether you care or not people of rank and authority at HQ are paying close attention to this case and they also believe
we (P_hoenix Group Vi) are doing what they envisioned the Southwest Border Groups doing. It may sound cheesy but
we are “The tip of the ATF spear” when it comes to Southwest Border Firearms Trafficking.

We need to resolve our issues at this meeting. | will be damned if this case is going to suffer due to petty arguing,
rumors or other adolescent behavior.

| don’t know what all the issues are but we are all adults, we are all professionals, and we have a exciting opportunity to
use the biggest tool in our law enforcement tool box. If you don’t think this is fun you’re in the wrong line of work —
period! This is the pinnacle of domestic U.S. law enforcement techniques. After this the tool box is empty. Maybe the
Maricopa County Jail is hiring detention officers and you can get paid $30,000 {instead of $100,000) to serve iunch to
inmates all day.

One last point is that we have many of our brother and sister ATF agents coming into town to assist us on this case. We
have to put our best effort forward and lead by example. No one wants to leave their families behind, or leave their
case work behind to come help someone who does even appreciate their sacrifice.

We need to get over this bump in the road once and for all and get on with the mission at hand. This can be the most
fun you have with ATF, the only one limiting the amount of fun we have is you!

Group Supervisor
Phoenix Group VI

c02
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Operation The Fast and The Furious:

)

** Yellow ***

Hivaillance
Surveillance 1
Sunveillarice 2 ..
Surveillance 3%
Surveillance 4 * -
Surveillance 5

Forthe Weekof: |

[NIGHTMONITORING.

Schedule as of 3/2/2011
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Monitor 1
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For-the Week of: -

4/18110

Survelllance 7...

.o~ Forthe Week of: ' " 4/25/10

. “For the Week of:

" 4125/10

Surveillance 3

Surveillance 4

Sunveillance 5 -

Surveidance 10 -

Schedule as of 3/2/2011
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From: McDermond, James E.

Sent: Thursday, February 24, 2011 4:37 PM
To:“;_

Subject: Fw: Conference call to discuss CBS News piece from last night
Attachments: grassley atf 224 response.docx

Fyi. Let's get back to Faith this evening. We will talk.
James McDermond, Assistant Director - ATF

FREARNL

NOTICE: This e-mail message and any atiached files are intended sclely for the use of the addressee(s) named above
in connection with official business. This cormmunication may contain Controlled Unclassified Information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of ATF or the Department of Justice without express
authorization is strictly prohibited.

From: Burton, Faith (SMO)

To: Weinstein, Jason (CRM) ; O'Neil, David (ODAG) ; Moran, Molly (OAG) ; McDermond, James E.
Cc: Schmaler, Tracy (SMO) ; Smith, Brad (ODAG) ; Gaston, Molly (SMO)

Sent: Thu Feb 24 16:20:56 2011

Subject: RE: Conference call to discuss CBS News piece from last night

Here's our current draft response (o Grassiey; we'll circulate more broadly shortly,

From: Weinstein, Jason (CRM)

Cants Thiiraday Eahriians 24 2011 19-C2 DN
ST HUioUdy, rCuiudiy &%, £4udl 1£.2J 11

To: O'Neil, David (ODAG); Burton, Faith (SMO); Moran, Molly (OAG)
Cc: Schmaler, Tracy (SMO); Smith, Brad (ODAG)
Subject: RE: Conference call to discuss CBS News piece from last night

Given the raally short notice, perhaps we can connect a faw minutes bafore this afternoaon’s call, which is about to
e movedio d

From: O'Neil, David (ODAG) [mailto:David.O'Neil@usdoj.gov]

Sent: Thursday, February 24, 2011 12:32 PM

To: Weinstein, Jason; Burton, Faith (SMO); Moran, Molly (OAG)

Cc: Schmaler, Tracy (SMO); Smith, Brad (ODAG)

Subject: Re: Conference call to discuss CBS News piece from last night

From: O'Neil, David (ODAG)

Sent: Thursday, February 24, 2011 12:29 PM

To: Weinstein, Jason (CRM); Burton, Faith (SMO); Moran, Molly (OAG)
Cc: Schmaler, Tracy (SMO)

Subject: Re: Conference call to discuss CBS News piece from last night

Alse adding Brad Smith

From: Weinstein, Jason (CRM)
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Sent: Thursday, February 24, 2011 12:24 PM
To: Weinstein, Jason (CRM); Burton, Faith (SMO); Moran, Molly (OAG); O'Neil, David (ODAG)
Cc: Schmaler, Tracy (SMO)
Subject: RE: Conference caii to discuss CBS News piece from iast night

Meant to include Tracy

From: Weinstein, Jason

Sent: Thursday, February 24, 2011 12:23 PM

To: Burton, Faith (SMO); Moran, Molly (OAG) (SMO); 'O'Neil, David (ODAG)'
Subject: FW: Conference call to discuss CBS News piece from last night

fjust joined a saparately scheduled call betwesn ATF MO and ATF Phoenix. Would love to discuss separately from
the farger group if you're free ~ et me know and VH send you a conf &

From: Weinstein, Jason

Sent: Thursday, February 24, 2011 12:06 PM

To: Moran, Molly (OAG) (SMO); Burton, Faith (SMO); Newell, William D. (ATF); Burke, Dennis (USAAZ); Wilkinson,
Monty (OAG)

Cc: Sweeney, Laura (SMO); O'Neil, David (ODAG); Schmaler, Tracy (SMO); Spencer, Lashawna

Subject: RE: Conference call to discuss CBS News piece from last night

Let’s say 3:30. Pl ask La Shawna to send arcund dial-in info.

From: Moran, Molly (OAG) [mailto:mm
Sent: Thursday, February 24, 2011 11:
To: Burton, Faith (SMO); Weinstein, Jason; Newell, William D. (ATF); Burke, Dennis (USAAZ); Wilkinson, Monty (OAG)

Cc: Sweeney, Laura (SMO); O'Neil, David (ODAG); Schmaler, Tracy (SMO)
Subject: RE: Conference call to discuss CBS News piece from last night

Any time except 2 -3 pm today works for me.  Adding Monty.

Sent: Thursday, February 24, 2011 11:37 AM

To: Weinstein, Jason (CRM); Newell, William D. (ATF); Burke, Dennis (USAAZ)
Cc: Sweeney, Laura (SMO); Moran, Molly (OAG); O'Neil, David (ODAG)
Subject: RE: Conference cali to discuss CBS News piece from last night

Y avadlable any time betwesn 2 and 4:30 pm today.

From: Weinstein, Jason (CRM)

Sent: Thursday, February 24, 2011 11:08 AM

To: Newell, William D. (ATF); Burke, Dennis (USAAZ)

Cc: Sweeney, Laura (SMO); Moran, Molly (OAG); Burton, Faith (SMO); O'Neil, David (ODAG)
Subject: Conference call to discuss CBS News piece from last night

Importance: High

i/ Aveww chenews com/fvidesfwatch/?id=7357550n & tagzcontentMain; contentBody

I’'m available any time except 1:30-3pm. Let me know what works for you and I’ll set it up.
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Jason M. Weinstein

Deputy Assistant Attorney General
Criminal Division

U.S. Department of Justice

950 Pennsylvania Avenue, NW
Washington, D.C. 20530

Office: (202) 305-9827

(D) (6)



U.S, Department of Justice o4

Bureau of Alcohol, Tobacco,
Firearms and Explosives

Agsictant Director

Washington, DC 20226
o -
MEMORANDUM TO: All Special Agents
‘ Office of Field Operations

FROM: Assistant Director
(Field Operations)

SUBJECT: Guidance on Firearms Trafficking Investigations

This memo serves to reinforce the importance of adhering to Bureau of Alcohol, Tobacco,
Firearms and Explosives (ATF) and Department of Justice (DOJ) policy on firearms trafficking
investigations and to reiterate the DOJ-wide position that component law enforcement agencies
must not plan or conduct undercover operations in which firearms are crossing the U.S. border.
DOJ guidance further requires that if a law enforcement official has any knowledge that guns are
about to cross the border, he/she must take immediate action to prevent that from occurring, even
if doing so will jeopardize an investigation.

ATF guidance is contained in the Firearms Enforcement Program Order, ATF O 3310.4B; in the
Firearms Trafficking Investigation Guide, ATF P 3317.1; and in the September 2010 document
entitled “Project Gunrunner — A Cartel Focused Strategy.” ATF O 3310.4B outlines policy and
discusses a number of investigative techniques consistent with the DOJ-wide guidance. ATF P
3317.1 contains, among other resources, an investigative checklist for international trafficking-
in-arms cases in Section X, as well as a detailed outline of firearms trafficking indicators in
Section V. “Project Gunrunner — A Cartel Focused Strategy™ notes practical considerations that
may require bringing investigations to a conclusion or dictate a change in investigative tactics
prior to the identification of persons directly affiliated with drug trafficking organizations.

Field Special Agents in Charge are also reminded that they must closely monitor and approve
high volume trafficking investigations and must assess the associated risks. Lastly, field
divisions should continue to coordinate with the U.S. Attorney’s Offices for the districts in which
they conduct operations to ensure a mutual understanding of the criteria for both prosecutions
and seizures,

FOR ATF INTERNAL USE ONLY
UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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From:

Sent: Thursday, March 10, 2011 7:28 AM

To: Sweeney, Laura (SMO); ’Tracy.Schmaler (6)
CC:

Subject: Re: Urgent -- Fast and Furious Case

| meant to sai...... why can't we say the below

Chief
ATF Public Affairs Division

LRSS 22 2

NOTICE: This e-mail message and any aitached files are intended solely for the use of the addressee(s) named abowve
in connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Department of Justice without express authorization is strictly prohibited.

I
To: Sweeney, Laura (SMO); Tracy.Schmale{{s)X(8)]
cc: I

Sent: Thu Mar 10 07:17:53 2011
Subject: Re: Urgent -- Fast and Furious Case

Why can we say;

ATF did not authorize the transfer of firearms from Arizona 10 Mexico in the fast and Furious investigation and sought to
identify, disrupt and dismantle a very active firearms trafficking cell of a violent carte! while being ever cognizant of US
citizens second amendment right.

Chief
ATF Public Affairs Division

P e ok e e

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above
in connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Department of Justice without express authorization is strictly prohibited.

From: Sweeney, Laura (SMO
To: Schmaler, Tracy (SMO) ;
Sent: Thu Mar 10 06:34:13 2011

Subject: Fw: Urgent -- Fast and Furious Case

Don't know if this going to be a productve chain - see below, Want me to go back 1o it loop you in Tracy?




From: Restrepo, Daniel A. [mailto
Sent: Thursday, March 10, 2011 06:22 AM

: 'PascualC@state.gov' <PascualC@state.gov>; Breuer, Lanny A. (CRM), a (SMO);_
(ATF); Melson, F); O'Reilly, Kevin M. <Kevin_M._QO'Reill Avery, Heidi E.

<Heidi_E._AveryW Cogswell, Patricia <Patricia_Cogswell Kendaii, Sarah M.

<Sarah_M._Kenda IIIIIININEGEGEE

Cc: 'rooneymm@state.gov' <rooneymm@state.gov>; 'jacobsonrs@state.gov' <jacobsonrs@state.gov>;

'Feeley)D@state.gov' <FeeleylD@state.gov>; 'williamsjha@state.gov' <williamsjha@state.gov>
Subject: Re: Urgent -- Fast and Furious Case

+ Heidi Avery, Patty Cogswell, and Sarah Kendall

; Restrepo, Daniel A.; O'Reilly, Kevin M.
Cc: Rooney, Matthew M <RooneyMM@state.gov>; Jacobson, Roberta S <JacobsonRS@state.gov>; Feeley, John D
(Mexico City) <FeeleylD@state.gov>; Williams, James H (Mexico City) <williamsjha@state.gov>
Sent: Thu Mar 10 03:04:05 2011
Subject: Fw: Urgent -- Fast and Furious Case

Help! See below.

This message has heen sent via BlackBeiry

From: I

To: Pascual, Carios (Mexico City)
Sent: Thu Mar 10 01:52:52 2011
Subject: Urgent -- Fast and Furious Case

Colleagues,
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Many thanks.

Carlos

Our original points:

mail follows.

On Thu, Mar 10, 2011 at 1:42 AM, Pascual, Carios (Mexico City) <! V> Wrote:
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- From:

i To: Pascual, Carlos (Mexico City)
: Cc: Feeley, John D (Mexico City)
i Sent: Thu Mar 10 00:35:24 2011
. Subject: draft

E Carlos, following this evening's meeting
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From:

Sent: Thursday, March 10, 2011 7:17 AM

To: Sweeney, Laura (SMO); ’Tracy.Schmale_
cc

Subject: Re: Urgent -- Fast and Furious Case

Why can we say;

ATF did not authorize the transfer of firearms from Arizona 10 Mexico in the fast and Furious investigation and sought to
identify, disrupt and dismantle a very active firearms trafficking celi of a viclent cariel while being ever cognizant of US
citizens second amendment right.

Chief
ATF Public Affairs Division

LRSS 22 2

NOTICE: This e-mail message and any aitached files are intended solely for the use of the addressee(s) named above
in connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Depariment of Justice without express authorization is strictly prohibited.

From: Sweeney, Laura (SM_

To: Schmaler, Tracy (SMO)
Sent: Thu Mar 10 06:34:13 2011
Subject: Fw: Urgent -- Fast and Furious Case

don't know if this going to be a productive cham - see below, Want me to go back to i, loop you in Tracy’

From Restrepo, Damel A [mallto Daniel A Restrepo@nss €0p. gov]

Sent: Thursday, March 10, 2011 06:22 AM

To: 'PascualC@state.gov' <PascualC@state.gov>; Breuer, Lanny A. (CRM); Sweeney, Laura (SMO); || GG
-(ATF); Melson, Kenneth E. (ATF); O'Reilly, Kevin M. <Kevin_M._O'Reilly@nss.eop.gov>; Avery, Heidi E.
<Heidi_E._Avery@nss.eop.gov>; Cogsweli, Patricia <Patricia_Cogsweil@nss.eop.gov>; Kendaii, Sarah M.
<Sarah_M._Kendall@nss.eop.gov>

Cc: 'rooneymm@state.gov' <rooneymm@state.gov>; 'jacobsonrs@state.gov' <jacobsonrs@state.gov>;
'Feeley)D@state.gov' <FeeleylD@state.gov>; 'williamsjha@state.gov' <williamsjha@state.gov>

Subject: Re: Urgent -- Fast and Furious Case

+ Heidi Avery, Patty Cogswell, and Sarah Kendall

From: Pascual, Carlos (Mexico City) <PascualC@state. gov>
To: Lanny.Breuer <Lanny.Br

<Laura.Sweeneyz
Ken.MeIsonh<Ken.Melson ; Restrepo, Daniel A.; O'Reilly, Kevin M.

Cc: Rooney, Matthew M <RooneyMM@state.gov>; Jacobson, Roberta S <JacobsonRS@state.gov>; Feeley, John D
(Mexico City) <FeeleylD@state.gov>; Williams, James H (Mexico City) <williamsjha@state.gov>
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Sent: Thu Mar 10 03:04:05 2011
Subject: Fw: Urgent -- Fast and Furious Case

Help! See below.

From:

To: Pascual, Carlos (Mexico City)

Sent: Thu Mar 10 01:52:52 2011
Subject: Urgent -- Fast and Furious Case

Colleagues,
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Many thanks.
Carlos

Our original points:

B i oiows.

On Thu, Mar 10, 2011 at 1:42 AM, Pascual, Carlos (Mexico City) <PascualC{@state. gov> wrote:

This message has been sent via BlackBerry

: From:
i To: Pascual, Carlos (Mexico City)
i Cc: Feeley, John D (Mexico City)
¢ Sent: Thu Mar 10 00:35:24 2011
- Subject: draft

arlos, following this evening's meeting
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® Project Gunrunner, implemented in 2006 as ATF’s southwest border strategy, works in
conjunction with its domestic and international law enforcement partners to identify,
disrupt and dismantle the firearms trafficking infrastructure of criminal organizations
operating in Mexico and along the border.

¢ Though primarily a border strategy, Project Gunrunner has targeted and prosecuted
firearms trafficking organizations in all parts of the United States, from Minnesota to
Florida to all our border states, where ATF tracing data and intelligence has provided
valuable leads in identifying individuals bent on providing guns to the cartels.

® Today, there are over 4,600 open Project Gunrunner investigations throughout the
United States looking into the firearm traffickers that bring such violence to Mexico.

® Since its 2006 inception, ATF’s Project Gunrunner investigations have seized in excess
of 10,000 firearms and 1.1 million rounds of ammunition destined for Mexico.

¢ In December 2009, ATF deployed Spanish eTrace, which allows our Mexican law
enforcement partners and other Spanish-speaking nations to enter information about
recovered crime guns into ATF’s National Tracing Center. eTrace allows law
enforcement representatives to electronically submit firearm trace requests, to retrieve
completed trace results and to query firearm trace-related data in a real-time environment.

® Project Gunrunner proves that valuable investigative information is obtained when all
crime guns are traced. Numerous illegal purchasers have been found and trafficking
networks investigated and prosecuted.

® Since 2009, ATF has tripled its Project Gunrunner personnel in Mexico which has
increased its capabilities for intelligence sharing and scene response. As a result, the
Government of Mexico is able to perfect additional cases and prosecute offenders.

® As part of ATF’s Project Gunrunner contributions within the Merida initiative, ATF
continues to train Government of Mexico officials in firearms and explosives
identification, firearms tracing procedures, post blast investigations, crisis negotiations,
and canine explosive training.

® ATF has partnered with the Government of Mexico to create the Combined Explosives
Investigation Team (CEIT). This team is a deployable, bi-national unit composed of
Mexican law enforcement officers, ATF Special Agents, and ATF Explosives
Enforcement Officers. The team responds to, and investigates, the rapidly increasing
number of incidents involving the use or recovery of improvised explosive devices
(IED’s) and Vehicle Bourne Improvised Explosive Devices (VBIED’s) in Mexico.

® ATF personnel attached to the CEIT’s are specialist Explosive Enforcement Officers
(EEQO’s), physically located in various U.S. consular offices throughout Mexico. This
allows broader coverage and a more rapid response wherever the scenes may be.
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ATEF has partnered with Immigration and Customs Enforcement (ICE) and the
Government of Mexico to form the DC Arms Group. Based in Washington, DC, this
group is a multi-agency effort to coordinate strategic efforts of the participating agencies.

Further Project Gunrunner statistics, FY 2006 — 2010 (only that information coded as
Project Gunrunner, not ATF as a whole):

o 2,451 defendants have been recommended for prosecution.

o 809 defendants are serving an average of 104 months in prison and an additional
260 are under the supervision of the court for an average of 39 months

o 300 defendants have been convicted and await their sentence.

o 1,573 defendants (64% of all defendants recommended for prosecution) faced
charges related to firearms trafficking.

o ATF conducted 11,745 firearms licensee compliance inspections.

o ATF Industry Operations Investigators (IOIs) identified 92,871 firearms that FFLs
could not locate in inventory or account for by sale or other disposition. By
working with industry members, IOIs located either the firearms or records to
confirm the disposition of 76,436, or 82% of the missing firearms.

o ATF’s IOIs reviewed over 1.75 million firearm transaction records to both
validate their correct and accurate completion as well as glean investigative leads
regarding patterns of purchases.

The cornerstone of Project Gunrunner is intelligence-driven firearms trafficking
investigations. ATF gathers intelligence from FFL’s, ballistic and forensic analysis, and
tracing data, in addition to using traditional intelligence sources and methods. This
information is shared with our partners from DEA, ICE, CBP, and our Mexican
counterparts to form a multi-layered approach to disrupting firearms trafficking and drug-
related violence.

Project Gunrunner’s objective is to deny Mexican drug cartels the “tools of the trade,”
which they employ to murder civilians, as well as political, military, and law enforcement
figures, in order to strengthen their grip on the lucrative drug and firearms routes into and
out of the United States. To this end, the Administration has looked to ATF to find
solutions to shut down the firearms trafficking organizations affiliated with the Mexican
cartels, and to reduce the violence associated with cartel activity on both sides of the
border.

Based on its combined regulatory and criminal enforcement authorities, ATF has the
unique expertise required to investigate domestic and international weapons trafficking,
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and the unparalleled capabilities and resources to develop actionable intelligence
regarding the illegal trafficking of firearms and explosives.

In April 2009, ATF developed the Gun Runner Impact Team (GRIT) initiative as a
supplement to Project Gunrunner to aggressively target and disrupt groups and
organizations responsible for the trafficking of firearms to Mexico. The GRIT initiative,
designed to be intelligence driven and investigative in nature, focuses on investigating a
large number of firearms trafficking leads based on trace information from firearms
recovered in Mexico and information obtained from the inspection of Federal firearms
licensees (FFLs). GRITs deployments to Houston in 2009 and Phoenix in 2010 involved
surges in ATF personnel of 80-100 employees for 100-120 days.

Expansion:

In 2009, ATF established new offices dedicated to Project Gunrunner firearms trafficking
investigations in McAllen, Texas, El Centro, California, and Las Cruces, New Mexico,
including a satellite office in Roswell, New Mexico. ATF also added new Gunrunner
teams in Phoenix and Houston and added 12 new industry operations investigators (10Is)
to Southwest border offices. In addition, a total of four special agents were located in
consulate offices in Juarez and Tijuana, Mexico to provide investigative support to the
government of Mexico.

These new Gunrunner offices are based both on ATF tracing and intelligence data, and
that of National Drug Intelligence Center (NDIC) data confirming Mexican cartel centers
of activity in the United States.

As of August 2010, ATF has 224 special agents, 165 IOIs and 32 support staff assigned
to Project Gunrunner in the four contiguous Southwest Border States. ATF is currently
staffing two new Gunrunner offices in El Paso, Texas and Tucson, Arizona, with plans
for 2011 to open new Gunrunner offices in Sierra Vista, Arizona and Brownsville, Texas.
Additional expansion plans for Mexico include the opening of three new offices located
in Hermosillo, Guadalajara and Mérida, as well as adding additional staff to the ATF
Mexico Country Office (MCO) in Mexico City.

ATEF has established an ES-1811, Country Attaché in Mexico City, Mexico. The SES-
level Attaché will work closely with the AD and DAD, Field Operations, the Chief of the
International Affairs Office, the Southwest border SACs, and others on matters pertaining
to Mexico. The Attaché will significantly assist in developing overall strategies, goals,
and objectives for ATF representation and operational activity in Mexico; conduct studies
of criminal activities; and develop criteria for measuring and evaluating
accomplishments, results, and effectiveness.
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Deployment of eTrace in Mexico

® cTrace provides for the electronic exchange of crime gun incident-related data in a secure
Web-based environment. eTrace allows law enforcement officials to electronically
submit their trace requests to ATF, monitor the progress of traces, retrieve completed
trace results, and to query firearm race related data in a real-time environment.

® Opver 50 countries around the world trace firearms through ATF, and approximately 30
countries utilize the full benefits of eTrace.

¢ In December 2009, ATF deployed a Spanish version of eTrace to Mexico. This will
improve Mexico’s law enforcement tracing results and will assist Mexican authorities in
developing investigative leads in their native language.

® In addition, eTrace will enable ATF and Mexican authorities to timely share intelligence
and investigative leads, and undertake joint action in the investigations of cross-border
firearms traffickers.

® ATF continues to work with the Government of Mexico to make firearms tracing in that
country more comprehensive, thereby ensuring the accurate tracing of all known
recovered/seized firearms.
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From: N

Sent: Tuesday, April 26, 2011 11:45 AM
To: McDermond. James E.

CC :— Office of Legislative Affairs

Subject: fyi

Rep. Darrell Issa (R-CA), Chairman of the House Committee on Oversight and Government Reform,
answers questions regarding ATF's '‘Project Gunrunner', the Committee's role in investing 'Project
Gunrunner', and the issuance of a subpoena to the ATF for documents relating to 'Project
Gunrunner' and 'Operation Fast and Furious'.

hitp:/ioversight house.aov/

Link to the video:

o fvanor voutube comawalehPve XaghUDOWiB&isalurexplaver embeddediai=117

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs
mobile1)
mobile2)
202.648 office)
202.648.9708 (fax)

WA A

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation into an extensive gun-trafficking enterprise. Operation Fast and
Furious is part of ATF’s initiative Project Gunrunner, which deals with weapons trafficking along
the U.S. Southwest Border. As of March 2010, Project Gunrunner led to the arrest of 1,397
defendants — 850 of which had been convicted — and the seizure of more than 6,688 firearms.

The Fast and Furious investigation was opened over a year ago and approved by the ATF
Phoenix Field Division and the United States Attorney's Office for the District of Arizona,
consistent with established procedures for such matters. The investigation was subsequently
approved by the multi-agency Organized Crime and Drug Enforcement Task Force Program.
The purpose of the investigation is to dismantle a transnational organization believed to be
responsible for trafficking weapons into Mexico, in part by prosecuting its leadership. The
investigation is led by a dedicated team of federal prosecutors and ATF agents. To date, this
investigation has resulted in an indictment charging 20 defendants with conspiracy to purchase
hundreds of firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex international firearms
trafficking organization, and the investigation is still ongoing. Without the perseverance of this
multi-agency task force, this sophisticated criminal network would still be trafficking hundreds
of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any of the particular details of Operation Fast and Furious.



Employee 5 209

From: [N
: Thursd

ril 21,2011 10:40 AM

CC:
Subject: FW: Letter to Marseille
Attachments: Mexico letter.docx

Use this draft laiter by Director Melson as the platform for your narrativie. Apparently it is a response letter. Meld
vour narrative info with his letter and make sure to note any information we may need to verify for complets
ACCUr ALY,

Dieputy Chief
ATE ~ Pubilic Affairs Division

Direct .m-
Mair) 202

NOTICE: This e-mail message and any attached files are intended soiely for the use of the addressee(s)
named above in connection with officiai business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without

....... HE S A PP | e I o e amamtl en nccm o aia

appropriate approval. Any review, use, or dissemination of this e-mail iniéssage aina any attached ﬁ:F“:(S)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: McDermond, James E.

Sent: Th April 21, 2011 10:35 AM
To:

Subject: FW: Letter to Marseille

Attached is the draft letter created by the Director. Please compare your narrative to this
draft.
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Jim
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NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Hoover, William J.

Sent: Wednesday, April 20, 2011 7:21 AM
To: McDermond, James E.

Subject: FW: Letter to Marisella

Him,

Please see the attached from the Director re our conversation last night. This is his shot at
the narrative,

Thank you,
Billy

Widliam J. Hoover

Deputy Director

Bureau of Alcohol, Tobacco, Firearms & BExplosives
O} 202-648-8710

REEmEEE NOTICE: This electronic transmission is confidential and intended only for the person{s} to whom it is
addressed. If you have received this transmission in error, please notify the sender by return e-mail and destroy
this message in its entirety {including all attachments).

WA Rk kR

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.



Sent: Tuesday, April 19, 2011 9:58 PM
To: Hoover, William J.

Cc: Melson, Kenneth E.

Subject: Letter to Mariseila

this could be a start. All except a small part taken from DOJ responses to Congress. Ken.
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation of an extensive gun-trafficking enterprise. Operation Fast and
Furious is a part of Project Gunrunner, a broad ATF initiative to deal with weapons trafficking
along the Southwest Border. As of March 2010, Project Gunrunner had led to the arrest of
1,397 defendants --850 of which had been convicted--and the seizure of over 6,688 firearms.

Operation Fast and Furious was opened over a year ago and approved by the ATF Phoenix Field
Office and the United States Attorney's Office for the District of Arizona, consistent with
established procedures for such matters. The investigation was subsequently approved by the
multi-agency Organized Crime and Drug Enforcement Task Force Program. The purpose of the
investigation is to dismantle a transnational organization believed to be responsible for
trafficking weapons into Mexico, in part by prosecuting its leadership. The investigation is led
by a dedicated team of Federal prosecutors and ATF agents. To date, this investigation has
resulted in an indictment charging 20 defendants with conspiracy to purchase hundreds of
firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex, international
firearms trafficking case, and the investigation has not concluded. Without the perseverance of
this multi-agency task force, this sophisticated criminal network would still be trafficking
hundreds of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any particular details of Operation Fast and Furious.
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From: [
Sent: Wednesday, April 20, 2011 11:22 PM
To:ﬂ_

Subject: Fw: Briefing Requests on Gunrunner

WA

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

To:
Sent: Wed Apr 20 16:19:15 2011
Subject: FW: Briefing Requests on Gunrunner

-we;e there any updated Gunrunner talking points drafted?

ATF Mationai Comginator
Sowthwesi Border/Project Gunnunnar

{202}

el

rrom: [N

To: Burton, Faith (SMO); W. ill MO); Weich, Ron (SMO); Gaston, Molly (SMO

Cc: McDermond, James E.;MAxelrod, Matthew (ODAG) (SMO);_ Kornegay, Zina R.
Sent: Mon Apr 11 11:51:33 2011

Subject: RE: Briefing Requests on Gunrunner

We are awaiting some direction regarding

Realize that the lion’s share of these “requests” are the Grassley/Issa letters. The multiple
requests you see from Lugar and Warner are just “stap/e-ons” where they are forwarding a constituent’s
concems (emails) for a response. | believe we have forwarded all of these to OLA.

Has the Lamar Smith response letter issued?

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives

(mobile1)
(mobile2)
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(office)
(fax)
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NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictiy prohibited.

From: Burton, Faith (SMO) [mailto{{K(S)]

Sent: Mon April 11, 2011 11:42 AM
To: Wade, Jill C (SMO); Weich, Ron (SMO); Gaston, Molly (SMO)
Cc: McDermond, James E. IR / :</rod, Matthew (ODAG) (SMO)

Subject: RE: Briefing Requests on Gunrunner

-adding Mati Axelrod, who has the lead on these issues. How have you responddad (o these requests — other
than the brigfings to SIC statf we provided?

From: I ")
Sent: Monday, April 11, 2011 11:37 AM

To: Wade, Jill C (SMO); Weich, Ron (SMO); Burton, Faith (SMO); Gaston, Molly (SMO)
Cc: McDermond, James E. (ATF); ATF)

Subject: FW: Briefing Requests on Gunrunner

Here is an updatad st of congrassionals/briefing requests related to Project Gunrunner and/or the Fast & Furious
case as of Apr 1ith, Schilf and Chu were added due to verbal requesis to ATF that were not captured in Capitol
Corraspond previously. Other members in bold reprecsent recently received written requests.

Member Date of Reguest
Represaniative Fliot Engel 11/35/2010
Senator Charles Grasslay 02/09/2011
Senator Charles Grasslay 02/16/2011
Senater Charles Grasslay 03/04/2011
Senator Charles Grasslay 03/01/2011
Senator Charles Grasslay 0172772011

Senator Charles Grasslay 01/31/2011
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Reprasentative Adam Schiff
Senator Mark Warner
Senator Mark Warner
Senator Mark Warner
Representative Larmar Smith
Senator Richard Lugar
Senator Richard Lugar
Senator Richard Lugar
Senator Richard Lugar
Senator Richard Lugar
Senator Richard Lugar
Senator Richard Lugar
Representalive Judy Chu
Senator Patrick Leahy
Represantative Darreli lssa
Representative Frank Wolf
Senator Susan Colling

GR/OB/201
02/11/201%
0R/17/201%
Ba£0A/2011

03/09/2011
02/24/3011
03/17/2011
03/17/2011
03/17/2011
03/17/2011
(3/26/2031
03/25/3011

03/03/2011

03/09/2011
03/16/2011

0372372011

03/31/2011

227



From:

sent : Enaployeab,, npril 20, 2011 11:10:49 AM 233
To: Weich.  _Ron MO) : Agrast, Mark D. (SMO); 'Molly.Gasto_ Burton, Faith
(SMQ) ; ; McDermond, James E.

Subject: Issa Letter?

Did Issa send a new letter?

Ak kA kk

NOTICE: This e-mail mescage and any attached files are intended solely for the use of the
addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, or
dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alccohol, Tokaccce, Firearms & Explosives or the Department of Justice without
express authorization is strictly prohibited.
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation of an extensive gun-trafficking enterprise. Operation Fast and
Furious is a part of Project Gunrunner, a broad ATF initiative to deal with weapons trafficking
along the Southwest Border. As of March 2010, Project Gunrunner had led to the arrest of
1,397 defendants --850 of which had been convicted--and the seizure of over 6,688 firearms.

Operation Fast and Furious was opened over a year ago and approved by the ATF Phoenix Field
Office and the United States Attorney's Office for the District of Arizona, consistent with
established procedures for such matters. The investigation was subsequently approved by the
multi-agency Organized Crime and Drug Enforcement Task Force Program. The purpose of the
investigation is to dismantle a transnational organization believed to be responsible for
trafficking weapons into Mexico, in part by prosecuting its leadership. The investigation is led
by a dedicated team of Federal prosecutors and ATF agents. To date, this investigation has
resulted in an indictment charging 20 defendants with conspiracy to purchase hundreds of
firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex, international
firearms trafficking case, and the investigation has not concluded. Without the perseverance of
this multi-agency task force, this sophisticated criminal network would still be trafficking
hundreds of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any particular details of Operation Fast and Furious.
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PATRICK J. LEAHY, VERMONT, CHAIRMAN

HERB KOHL, WISCONSIN CHARLES E. GRASSLEY, IOWA

DIANNE FEINSTEIN, CALIFORNIA ORRIN G. HATCH, UTAH

CHARLES E. SCHUMER, NEW YORK JON KYL, ARIZONA

RICHARD J. DURBIN, ILLINOIS JEFF SESSIONS, ALABAMA .

SHELDON WHITEHOUSE, RHODE ISLAND LINDSEY O. GRAHAM, SOUTH CAROLINA

AMY KLOBUCHAR, MINNESOTA JOHN CORNYN, TEXAS nl tﬂt& mat[
AL FRANKEN, MINNESOTA MICHAEL S. LEE, UTAH

CHRISTOPHER A. COONS, DELAWARE TOM COBURN, OKLAHOMA COMMITTEE ON THE JUDICIARY

RICHARD BLUMENTHAL, CONNECTICUT
WASHINGTON, DC 20510-6275

BRuCE A. CoHeN, Chief C ! and Staff Dij
KoLAN L. Davis, Republican Chief Counsel and Staff Director

April 13, 2011
VIA ELECTRONIC TRANSMISSION

The Honorable Eric H. Holder, Jr.
Attorney General

U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Holder:

At approximately 1:30 p.m. yesterday, my staff learned that the Justice
Department was making four documents available at 2:00 pm for Chairman Darrell
Issa’s staff to review regarding the controversy over ATF’s Project Gunrunner, Operation
Fast and Furious, and the death of Border Patrol Agent Brian Terry. These documents
are among those I requested in February of this year. Yet, the Justice Department
refused to make them available for my staff to review. In fact, the Justice Department
has produced not one single page of documents in response to my inquiries.

Thus far, I have not requested that Chairman Leahy join in any document
requests, consider any subpoenas, or schedule any hearings into this matter in the
Senate Judiciary Committee. Any such request would be unnecessary and duplicative of
the process on the House side, so long as any documents provided there are also
provided to the Senate Judiciary Committee at the same time.

The Department’s failure to cooperate with my requests is especially troubling in
light of the February 4, 2011, reply to my initial letter. In that reply, the Justice
Department took the position that those allegations were “false” and specifically denied
“that ATF ‘sanctioned’ or otherwise knowingly allowed the sale of assault weapons” to
straw purchasers. The letter further claimed that “ATF makes every effort to interdict
weapons that have been purchased illegally and prevent their transportation to Mexico.”

I already provided evidence contradicting that denial in my February 9 and
March 3 letters. In addition, attached you will find further documentation undermining
the Department’s assertion. Specifically, the documents are emails between ATF
officials and a Federal Firearms Licensee (FFL) in Arizona. These emails demonstrate
that ATF instructed gun dealers to engage in suspicious sales despite the dealers’
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The Honorable Eric H. Holder, Jr.

April 13, 2011

Page2of 4

concerns. The emails refer to meetings between the FFL and the U.S. Attorney’s office to
address the concerns being raised by the FFL. ATF supervisor David Voth wrote on
April 13, 2010:

I understand that the frequency with which some individuals under
investigation by our office have been purchasing firearms from your
business has caused concerns for you. ... However, if it helps put you at
ease we (ATF) are continually monitoring these suspects using a variety of
investigative techniques which I cannot go into [in] detail.t

In response, the gun dealer expresses concern about potential future liability and sought
something in writing to address the issue explicitly:

For us, we were hoping to put together something like a letter of
understanding to alleviate concerns of some type of recourse against us
down the road for selling these items. We just want to make sure we are
cooperating with ATF and that we are not viewed as selling to bad guys.>

Following this email, the ATF arranged a meeting between the FFL and the U.S.
Attorney’s office. According to the FFL, the U.S. Attorney’s office scheduled a follow-up
meeting with the FFL, but asked that the FFL’s attorney not be present.3

At the meeting on May 13, 2010, the U.S. Attorney’s office declined to provide
anything in writing but assured the gun dealer in even stronger terms that there were
safeguards in place to prevent further distribution of the weapons after being purchased
from his business.4 As we now know, those assurances proved to be untrue. On June
17, 2010, the gun dealer wrote to the ATF to again express concerns after seeing a report
on Fox News about firearms and the border:

The segment, if the information was correct, is disturbing to me. When
you, [the Assistant U.S. Attorney], and I met on May 13th, I shared my
concerns with you guys that I wanted to make sure that none of the
firearms that were sold per our conversation with you and various ATF
agents could or would ever end up south of the border or in the hands of
the bad guys. ... I want to help ATF with its investigation but not at the risk
of agents’ safety because I have some very close friends that are U.S.
Border Patrol agents in southern AZ[.]5

t Email from ATF Group VII Supervisor David Voth to Cooperating FFL, Apr. 13, 2010 (Attached).
2 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Apr. 13, 2010 (Attached).
3 Telephone interview with Cooperating FFL, Apr. 5, 2011.

41d.

5 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Jun. 17, 2010 (Attached).
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Incredibly, the FFL sent this email six months before guns from the same ATF operation
were found at the scene of Border Patrol Agent Brian Terry’s murder. So, not only were
the ATF agents who later blew the whistle predicting that this operation would end in
tragedy, so were the gun dealers—even as ATF urged them to make the sales.

Furthermore, according to the FFL, there were “one or two” occasions on which
his employees actually witnessed and recorded with surveillance cameras an exchange
of money between the straw purchaser and another individual on the premises.®
Despite this actual knowledge of a straw purchase, the dealer said ATF officials wanted
him to proceed with the transaction.” However, his employees refused to process the
sale.8

In light of this new evidence, the Justice Department’s claim that the ATF never
knowingly sanctioned or allowed the sale of assault weapons to straw purchasers is
simply not credible. As you know, I have multiple document and information requests
pending with various components of the Justice Department. Unfortunately, however,
it appears that senior Department officials are not allowing the components to respond
fully and directly.

Please provide written answers to the following questions by no later than April
20, 2011:

1. Do you stand by the assertion in the Department’s reply that the ATF
whistleblower allegations are “false” and specifically that ATF did not
sanction or otherwise knowingly allow the sale of assault weapons to straw
purchasers? If so, please explain why in light of the mounting evidence to
the contrary.

2. Will you commit to providing the Senate Judiciary Committee with
documents, or access to documents, simultaneously with the House
Committee on Oversight and Government Reform? If not, please explain
why not.

¢ Telephone interview with Cooperating FFL, Apr. 5, 2011.
7 Id.
8 Id.
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If you have any questions regarding this request, please have your staff contact Jason
Foster at (202) 224-5225. Thank you for your prompt attention these important issues.

Sincerely,

Charles E. Grassley
Ranking Member

Attachment

cc:  Chairman Patrick Leahy
U.S. Senate Committee on the Judiciary

Chairman Darrell Issa
U.S. House Committee on Oversight and Government Reform
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Ongoing ATF investigation

6 messages

’ Sdoi Tue, Apr 13, 2010 at 9:24 AM
Cooperaung FFL

ATF Agent @usdoj.gov>,
ATF Agent Dusdoj.gov>

ATE Agent 2usdoj.gov>,

Cooperating FFL

I understand that the frequency with which some individuals under investigation by our office have been
purchasing firearms from your business has caused concerns for you. | totally understand and am not in a
position to tell you how to run your business. However, if it helps put you at ease we (ATF) are continually
monitoring these suspects using a variety of investigative techniques which | cannot go into detail. We are
working in conjunction with the United States Attorney’s Office (Federal Prosecutors) to secure the most
comprehensive case involving the different facets of this organization. If it puts you at ease | can schedule a
meeting with the Attorney handling the case and myself to further discuss this issue. Just know that we
¢annot instruct you on how to run your business but your continued cooperation with our office has greatly
aided the investigation thus far.

Thanks again and please let me know how | can be of service to you.

Respectiully,

Group Supervisor

Phoenix Group VII

60—

Cooperating FFL

Tue, Apr 13, 2010 at 1:29 PM

: ( L.gov>
(®feff Coopcrating FFL ATF Agent @Qusdoj.gov>,

@usdo].gov>, ATF Agent Qusdoj.gov>,

Agent

Cooperating FFL
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Let me start by saying thank you for the email and as always we will do what we can to continue to work with
you and the ATF on Project Gun Runner. Qur goal is to develop a system to get you (ATF) what you need in
the most efficient manner possible. For us, we were hoping to put together something like a letter of
understanding to alleviate concemns of some type of recourse againt us down the road for selling these items.
We just want to make sure we are cooperating with ATF and that we are not viewed as selling to bad guys. If
you and the case Attorney are free to meet some time this week or next, that would be great. | am out of
town Friday of this week and have meetings Thursday afternoon but am open other than that and | am open

hext week. Please let me know what would work best for you.
Thank you again and | lock forward to meeting.

Respectiully,

Cooperating FFL

Mail Delivery Subsystem <mailer-daemon@googlemail.com> Tue, Apr 13, 2010 at 1:29 PM
To: [

Delivery to the following recipient failed permanently:

Technical details of permanent failure:

Message rejected. Please visit http://www.google.com/mail/help/bulk mail.htmi to review our Butk Email
Senders Guidelines.
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gra=m  Cooneratine FFL

{
Td Dusdoi.go

[®feg _ooperaung rr ATF Agent
ATF Agent [@WUST0).Q0V>

(@usdoj.gov>
' ATF Agent (@usdoj.gov>,

Cooperating FFL

Let me start by saying thank you for the email and as always we will do what
we can ta continue to work with you and the ATF on Project Gun Runner. Our
goal is to develop a system to get you (ATF) what you need in the most
efficient manner possible. For us, we were hoping to put together

something like a letter of understanding to alleviate concerns of some type

of recourse againt us down the road for selling these items. We just want

to make sure we are cooperating with ATF and that we are not viewed

as selling to bad guys. If you and the case Attorney are free to meet some
time this week or next, that would be great. | am out of town Friday of

this week and have meetings Thursday afternoon but am open other than that
and | am open next week. Please let me know what would work best for you.

Thank you again and I look forward to meeting.

Fespectiully,
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Tue, Apr 13,2010 at 1:31 PM

——————— Forwarded message

Sl Cooperating FFL

gent

- =TT 10] Thu, Apr 15, 2010 at 9:23 AM
e Cooperating

O Cooporating FFL | ATragom YIS rr Agent
—@U3d°j~9°">, ATF Agent @usdoj.gov>

Cooperating FFL

We at ATF consideto be our alley in Project Gunrunner SWB Initiative

and appreciate your cooperation with us in regards to this (and all) law enforcement matters. | have
inquired from the Assistant United States Attorney (AUSA) handling this case as to his availability to
meet with you next week. He is checking his schedule and | expect to hear from him soon.
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Thanks again and please contact me any time with questions or concerns,

Group Supervisor

Phoenix Group VI

co2- [

, 2010 1:30 PM

(Bl Cooperating FrL, ATF Agent ATF Agent 4 ATF Agent Cooperating FFL
Subject: Re: Ongoing ATF investigation

Thu, Apr 15,2010 at 10:39 AM

[@usdoj.gov>
(T leiNe ol ATH Agent
@usdo].gov>, @usdoj.gov>

Thank you for the kind words and the continued support. We will continue handling the transactions as we
have in the past untii we meet. If there is anything you need in the interim please don't hesitate to ask.

See you soon.

Respectfuily,

“ooperating FF

Y 2 '
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Fox News report

J messages

Cooperating FFL Thu, Jun 17, 2010 at 11:56 AM
) ausdoj.govs

I hope this email finds you well.

As per our discussion about over communicating | wanted to share some concerns that came up.

Tuesday night | watched a segment of a Fox News report about firearms and the border. The segment, if the
information was correct, is disturbing to me. When you, Emory and | met on May 13th | shared my concerns
with you guys that | wanted to make sure that none of the firearms that were sold per our conversation with
you and various ATF agents could or would ever end up south of the border or in the hands of the bad guys. |
guess | am looking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
it is an ongoing investigation so there is limited information you can share with me. But as | said in our
meeting, | want to help ATF with its investigation but not at the risk of agents safety because | have some
very close friends that are US Border Patrol agents in southern AZ as well as my concern for all the agents

safety that protect our country. If possible please email me back and share with me any reassurances that
you can.

As always thank you for your time and | send this email with all respect and a hart felt concern to do the right
thing.

Respectfully,
Cooperating FFL

Fri, Jun 18, 2010 at 2:25 PM
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with
you. If possible | have [

next Tuesday, June 22, 2010. Any
chance you are available that day around 10:00-10:30 am?

Thanks,

From: Cooperating FFL

Segt. e 17,2010 1156 AM
To
Subject: Fox News report

Cooperating FFL Mon, Jun 21, 2010 at 9:34 PM
8 Coonerating FFL

I am back intown. If you are still free to meet on the 22nd round 10 and there for a few
hours. Please stop by if you are avaitable, if not let me know when we can reschedule.

Thank you,

Cooperating FFL

Sent from my Verizon Wireless BlackBerry
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From: I

Sent: Thursday, April 14, 2011 9:11 AM
To:ﬁ_

Subject: FW: Lamar Smith
Attachments: Chairman Smith Response - 4 4 11.pdf

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs

mobile1)
mobile2)
202 (office)

202.648.9708 (fax)

WA K KA

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent: Wednesday, April 13, 2011 3:!! !H

To:mMO); Weich, Ron (SMO)
Cc:

Subject: RE: Lamar Smith

Sent: Wednesday, April 13, 2011 2:53 PM

To: ; a\Veich, Ron (SMO)
Cc: (ATF)
Subject: Lamar Smi

Did OLA respond to this?

DOJ- Bureau of Alcohol, Tobacco, Firearms & Explosives
Chief - Office of Legislative Affairs

(mobile1)

(mobile2)
202 (office)
202.648.9708 (fax)




From:

sent : Employeap, ril 14, 2011 9:09:43 AM 304

Subject: FW: Emailing: 2011-04-13 CEG to DOJ (ATF)

-13 CEG to DOJ (ATF) .pdf

m
1=

chments: 2011-0

fyi

DOJ- Bureau of Alcohol, Tchacco, Firearms & Explosives
Chief - Office of Legislative Affairs

(mobilel)

(mobile2)

(office)

48,9708 (fax)

202,
202,

I

NOTICE: This e—mail message and any attached files are intended solely for the use of the
addressee (8) named above In conneclLlon wilth offlclal business. Thig communicallon may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, or
dissemination of this e—mail message and any attached file(s) in any form outside of the
Firearms & DExplosives or the Department of Justice without

re
express authorization ctly prohibited.

Qriginal Mes
nent Thursda April 34 AM

oubjecr Fw: Emailing: ZJll 04-13 CEG to DOJ (ATE)

Acting Chief of Staff
ALE uffice of the Director

B e

Bureau of Alcohol, Toba
i

NOTICE: This e—mail message and any attached files are intended solely for the use of the
addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any resview, use, or
dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobaccao, Firearms & Explosives or the Department of Justice without
express authorization is strictly prohibited.

————— Original Message —————
From: Axelrod, Matthew (ODAG) _
To: Burke, Dennis (USAAZ) A Cunningham, Patrick
<PCunningham@usa.doj.gov>; Melson, Kenneth E.;
J.
Sent: Wed Apr 13 22:37:
Subject: Fw: Emailing:

(USAAZ)

N6

***** Original Message —————

From: Gaston, Molly (SMO)

Sent: Wednesday, April 13, 2011 10:17 PM

To: Burton, Faith (SMO); Axelrod, Matthew (ODAG); Colborn, Paul P (SMO)
Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

Hoover, William



From: Foster, Jason (Judiciary-Rep) [mailto:Jason_Foster@judiclary-rep.senate.gov]

sent : Empleyead,, npril 13, 2011 09:44 P 305
To: Weich, Ron (SMO)

Cc: CEG (Judiciary-Rep) <CEG@judiciary-rep.senate.gov>; Virkstis, Matthew (Judiciary)
<Matthew_Virkstis@Jdudiciary-dem.senate.gov>; Castor, Stephen
{(Stephen.Castor@mail . house.gov) <Stephen.Castor@mail.house.gov>; Gaston, Molly (SMO)
Subject: Emailing: 2011-04-13 CEG to DCJ (ATF)

Ron,

I appreciate the invitaticon below, and I do need to discuss with you some process concerns
about the way forward on this. If there 1s a convenlent time for you tomorrow, please let
me know. Senator Grassley has asked me to personally convey some key points for
consideration.

Also, attached please find a letter from Senator Grassley to Attorney General Holder.
Please ensure that all cofficial correspondence 1s sent in electronic format to
ceg@judiciary rep.senate.gov (cc'd above). Thanks.

Cordially,
Jason A. Fosler
Chief Investigative Counsel

Charles E. Grassley, Ranking Member
Committee on the Judiciary

152 Dirksen Senate Office Building
United States Senate

Direct: (202) 224-7142

From: Weich, Ron (SMO) [mailto_

Sent: Tuesday, March 08, 2011 11:20 AM

To: Davis, Kolan (Judiciary-Rep)

Cec: Lari, Rita (Judiciary-Rep); Foster, Jason (Judiciary-Rep)
Subject: RE: Letter to Senator Grassley, 3/8/11

Fine, up to you. I just want you to know that I am always available to discuss process
concerns, even on matters where we can't get into substance.



Employee 5 306
PATRICK J. LEAHY, VERMONT, CHAIRMAN

HERB KOHL, WISCONSIN CHARLES E. GRASSLEY, IOWA

DIANNE FEINSTEIN, CALIFORNIA ORRIN G. HATCH, UTAH
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BRuCE A. CoHeN, Chief C ! and Staff Dij
KoLAN L. Davis, Republican Chief Counsel and Staff Director

April 13, 2011
VIA ELECTRONIC TRANSMISSION

The Honorable Eric H. Holder, Jr.
Attorney General

U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Holder:

At approximately 1:30 p.m. yesterday, my staff learned that the Justice
Department was making four documents available at 2:00 pm for Chairman Darrell
Issa’s staff to review regarding the controversy over ATF’s Project Gunrunner, Operation
Fast and Furious, and the death of Border Patrol Agent Brian Terry. These documents
are among those I requested in February of this year. Yet, the Justice Department
refused to make them available for my staff to review. In fact, the Justice Department
has produced not one single page of documents in response to my inquiries.

Thus far, I have not requested that Chairman Leahy join in any document
requests, consider any subpoenas, or schedule any hearings into this matter in the
Senate Judiciary Committee. Any such request would be unnecessary and duplicative of
the process on the House side, so long as any documents provided there are also
provided to the Senate Judiciary Committee at the same time.

The Department’s failure to cooperate with my requests is especially troubling in
light of the February 4, 2011, reply to my initial letter. In that reply, the Justice
Department took the position that those allegations were “false” and specifically denied
“that ATF ‘sanctioned’ or otherwise knowingly allowed the sale of assault weapons” to
straw purchasers. The letter further claimed that “ATF makes every effort to interdict
weapons that have been purchased illegally and prevent their transportation to Mexico.”

I already provided evidence contradicting that denial in my February 9 and
March 3 letters. In addition, attached you will find further documentation undermining
the Department’s assertion. Specifically, the documents are emails between ATF
officials and a Federal Firearms Licensee (FFL) in Arizona. These emails demonstrate
that ATF instructed gun dealers to engage in suspicious sales despite the dealers’
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concerns. The emails refer to meetings between the FFL and the U.S. Attorney’s office to
address the concerns being raised by the FFL. ATF supervisor David Voth wrote on
April 13, 2010:

I understand that the frequency with which some individuals under
investigation by our office have been purchasing firearms from your
business has caused concerns for you. ... However, if it helps put you at
ease we (ATF) are continually monitoring these suspects using a variety of
investigative techniques which I cannot go into [in] detail.t

In response, the gun dealer expresses concern about potential future liability and sought
something in writing to address the issue explicitly:

For us, we were hoping to put together something like a letter of
understanding to alleviate concerns of some type of recourse against us
down the road for selling these items. We just want to make sure we are
cooperating with ATF and that we are not viewed as selling to bad guys.>

Following this email, the ATF arranged a meeting between the FFL and the U.S.
Attorney’s office. According to the FFL, the U.S. Attorney’s office scheduled a follow-up
meeting with the FFL, but asked that the FFL’s attorney not be present.3

At the meeting on May 13, 2010, the U.S. Attorney’s office declined to provide
anything in writing but assured the gun dealer in even stronger terms that there were
safeguards in place to prevent further distribution of the weapons after being purchased
from his business.4 As we now know, those assurances proved to be untrue. On June
17, 2010, the gun dealer wrote to the ATF to again express concerns after seeing a report
on Fox News about firearms and the border:

The segment, if the information was correct, is disturbing to me. When
you, [the Assistant U.S. Attorney], and I met on May 13th, I shared my
concerns with you guys that I wanted to make sure that none of the
firearms that were sold per our conversation with you and various ATF
agents could or would ever end up south of the border or in the hands of
the bad guys. ... I want to help ATF with its investigation but not at the risk
of agents’ safety because I have some very close friends that are U.S.
Border Patrol agents in southern AZ[.]5

t Email from ATF Group VII Supervisor David Voth to Cooperating FFL, Apr. 13, 2010 (Attached).
2 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Apr. 13, 2010 (Attached).
3 Telephone interview with Cooperating FFL, Apr. 5, 2011.

41d.

5 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Jun. 17, 2010 (Attached).
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Incredibly, the FFL sent this email six months before guns from the same ATF operation
were found at the scene of Border Patrol Agent Brian Terry’s murder. So, not only were
the ATF agents who later blew the whistle predicting that this operation would end in
tragedy, so were the gun dealers—even as ATF urged them to make the sales.

Furthermore, according to the FFL, there were “one or two” occasions on which
his employees actually witnessed and recorded with surveillance cameras an exchange
of money between the straw purchaser and another individual on the premises.®
Despite this actual knowledge of a straw purchase, the dealer said ATF officials wanted
him to proceed with the transaction.” However, his employees refused to process the
sale.8

In light of this new evidence, the Justice Department’s claim that the ATF never
knowingly sanctioned or allowed the sale of assault weapons to straw purchasers is
simply not credible. As you know, I have multiple document and information requests
pending with various components of the Justice Department. Unfortunately, however,
it appears that senior Department officials are not allowing the components to respond
fully and directly.

Please provide written answers to the following questions by no later than April
20, 2011:

1. Do you stand by the assertion in the Department’s reply that the ATF
whistleblower allegations are “false” and specifically that ATF did not
sanction or otherwise knowingly allow the sale of assault weapons to straw
purchasers? If so, please explain why in light of the mounting evidence to
the contrary.

2. Will you commit to providing the Senate Judiciary Committee with
documents, or access to documents, simultaneously with the House
Committee on Oversight and Government Reform? If not, please explain
why not.

¢ Telephone interview with Cooperating FFL, Apr. 5, 2011.
7 Id.
8 Id.
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If you have any questions regarding this request, please have your staff contact Jason
Foster at (202) 224-5225. Thank you for your prompt attention these important issues.

Sincerely,

Charles E. Grassley
Ranking Member

Attachment

cc:  Chairman Patrick Leahy
U.S. Senate Committee on the Judiciary

Chairman Darrell Issa
U.S. House Committee on Oversight and Government Reform
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Ongoing ATF investigation

6 messages

- Tue, Apr 13, 2010 at 9:24 AM
Cooperating

ATF Agent
ATF Agent

@usdoj.govs, ATE Agent 2usdoj.gov>,

@usdoj.gov>

Cooperating FFL

I understand that the frequency with which some individuals under investigation by our office have been
purchasing firearms from your business has caused concerns for you. | totally understand and am not in a
position to tell you how to run your business. However, if it helps put you at ease we (ATF) are continually
monitoring these suspects using a variety of investigative techniques which | cannot go into detail. We are
working in conjunction with the United States Attorney’s Office (Federal Prosecutors) to secure the most
comprehensive case involving the different facets of this organization. If it puts you at ease | can schedule a
meeting with the Attorney handling the case and myself to further discuss this issue. Just know that we

¢annot instruct you on how to run your business but your continued cooperation with our office has greatly
aided the investigation thus far.

Thanks again and please let me know how | can be of service to you.

Respectiully,

Group Supervisor

Phoenix Group VII

60—

Coopcerating FFL

Tue, Apr 13, 2010 at 1:29 PM

| ( L.gov>
[®feff COOpcTaung FrL ATF Agent Dusdoj.gov>,
@usdo].gov>, ATF Agent Qusdoj.gov>,

Agent

Cooperating FFL
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mployee 5

Let me start by saying thank you for the email and as always we will do what we can to continue to work with
you and the ATF on Project Gun Runner. Qur goal is to develop a system to get you (ATF) what you need in
the most efficient manner possible. For us, we were hoping to put together something like a letter of
understanding to alleviate concemns of some type of recourse againt us down the road for selling these items.
We just want to make sure we are cooperating with ATF and that we are not viewed as selling to bad guys. If
you and the case Attorney are free to meet some time this week or next, that would be great. | am out of
town Friday of this week and have meetings Thursday afternoon but am open other than that and | am open

hext week. Please let me know what would work best for you.
Thank you again and | lock forward to meeting.

Respectiully,

Cooperating FFL

Mail Delivery Subsystem <mailer-daemon@googlemail.com> Tue, Apr 13, 2010 at 1:29 PM
To: [

Delivery to the following recipient failed permanently:

Technical details of permanent failure:

Message rejected. Please visit http://www.google.com/mail/help/bulk mail.htmi to review our Butk Email
Senders Guidelines.
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g Cooperating FFL

To: DUSAO! a6

(®fed Cooperating FFL ATF Agent
ATF Agent

Cooperating FFL

(@usdoj.gov>

([@USA0L.qov>, ATF Agent (@usdoj.gov>,

Let me start by saying thank you for the email and as always we will do what
we can ta continue to work with you and the ATF on Project Gun Runner. Our
goal is to develop a system to get you (ATF) what you need in the most
efficient manner possible. For us, we were hoping to put together

something like a letter of understanding to alleviate concerns of some type

of recourse againt us down the road for selling these items. We just want

to make sure we are cooperating with ATF and that we are not viewed

as selling to bad guys. If you and the case Attorney are free to meet some
time this week or next, that would be great. | am out of town Friday of

this week and have meetings Thursday afternoon but am open other than that
and | am open next week. Please let me know what would work best for you.

Thank you again and I look forward to meeting.

Fespectiully,
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Tue, Apr 13,2010 at 1:31 PM

——————— Forwarded message ——-----—-

Sl Cooperating FFL
Date: Tue, A
Subject: Re:
To:
[ofey Cooperating FEL

Cooperating FFL

ent
ATF Agent

[ - Dusdoj.gqov> Thu, Apl’ 15, 2010 at 9:23 AM
e (oopcrating

O Cooporating FFL | ATragom YIS rr Agent
—@U3d°j~9°">, ATF Agent @usdoj.gov>

Cooperating FFL

We at ATF consideto be our alley in Project Gunrunner SWB Initiative
and appreciate your cooperation with us in regards to this (and all) law enforcement matters. | have

inquired from the Assistant United States Attorney (AUSA) handling this case as to his availability to
meet with you next week. He is checking his schedule and | expect to hear from him soon.
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Thanks again and please contact me any time with questions or concerns,

Group Supervisor

Phoenix Group VI

co2- [

(S Cooperating FFL

, 2010 1:30 PM

CC:W ATF Agent ATF Agent 4 ATF Agent Cooperating FFL
Subject: Re: Ongoing ATF investigation

| opertPTL Thu, Apr 15, 2010 at 10:39 AM
0 T ) S (0] gOV>
Cc: (T leiNelo P — A TH-Agent

usdoj.gov>, @usdoj.gov>

Thank you for the kind words and the continued support. We will continue handling the transactions as we
have in the past untii we meet. If there is anything you need in the interim please don't hesitate to ask.

See you soon.

Respectfuily,

“ooperating FF

Y 2 '
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Fox News report

J messages

Cooperating FFL

Thu, Jun 17, 2010 at 11:56 AM
ausdoj.qovs

I hope this email finds you well.

As per our discussion about over com

municating | wanted to share some concerns that came up.
Tuesday night | watched a segment o

fa Fox News report about firearms and the border. The segment, if the
information was correct, is disturbing to me. When you, Emory and | met on May 13th | shared my concerns
with you guys that | wanted to make sure that none of the firearms that were sold per our conversation with
you and various ATF agents could or would ever end up south of the border or in the hands of the bad guys. |
guess | am looking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
it is an ongoing investigation so there is limited information you can share with me. But as | said in our
meeting, | want to help ATF with its investigation but not at the risk of agents safety because | have some
very close friends that are US Border Patrol agents in southern AZ as well as my concern for all the agents

safety that protect our country. If possible please email me back and share with me any reassurances that
you can.

As always thank you for your time and | send this email with all

respect and a hart felt concern to do the right
thing.

Respectfully,
Cooperating FFL

@ Coopcraung FFL
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with
you. If possible | have [

next Tuesday, June 22, 2010. Any
chance you are available that day around 10:00-10:30 am?

Thanks,

From: Cooperating FFL

Sent- Thursdav_inne 17, 2010 11:56 AM
To:
Subject: Fox News report

Cooperating FFL
Cooperating FFL

Mon, Jun 21, 2010 at 9:34 PM

To:
I

I am back intown. If you are still free to meet on the 22nd round 10 and there for a few
hours. Please stop by if you are avaitable, if not let me know when we can reschedule.

@usdoj.gov>

Thank you,

Cooperating FFL

Sent from my Verizon Wireless BlackBerry

From:
Date: Fri, 18 Jun 2010 17:
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Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

-

Attachments: 2011-04-13 CEG to DOJ (ATF) .pdE

L

Deputy Chief
Legislative Affairs Division
Bureau of ATF

B e
NOTICE: This e—mail message and any attached files are intended solely for the use of the
addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, or
dissemination ol Lhis e-mall message and any altached [lle(s) In any [orm oulside ol Lhe
Bureau of Alcohol, Tobaccce, Firearms & Explosives or the Department of Justice without
express authorization is strictly prohibited.

fffff Original Message —————

To: H ; McDermond, James E.
Sent: Thu Apr 14 (07:34:21 2
Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

Acting Chief of Staff
ATF Office of the Director

KoxdHH kK

NOTICE: This e—mail message and any attached es are intended solely for the use of the
addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, or
dissemination of this email message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacce, Firearms & Explosives or the Department of Justice without
express authorizatlion 1s strictly prohibited.

————— Original Message —————
Axelrod, Matthew (ODAC)

Cunningham, Patrick (USAAZ)

Melscn, Kenneth E.; Hoover, William

J.
Sent: Wed Apr 13 22:37:10 2011
Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

————— Original Me
From: Gaston, Mol
Sent: Wednesday, i1 13, 2011 10:17 PM

To: Burton, Faith (SMO); Axelrod, Matthew (ODAG); Colborn, Paul P (SMO)

Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

~~~~~ Original Message —————

From: Foster, Jason (Judiciary-Rep) [mailto:dason_Foster@judiciary-rep.senate.gov]
Sent: Wednesday, April 13, 2011 09:44 PM

To: Welch, Ron (SMO)



Cc: CEG (Judiciary-Rep) <CEG@judiclary-rep.senate.gov>; Virkstis, Matthew (Judiclary)
<Mat . Epployee & i s@iudiciary-dem.senate.gov>; Castor, Stephen 318
(Stephen.Castor@mall . house.gov) <Stephen.Castor@mail.house.gov>; Gaston, Molly (SMO)
Subject: Emailing: 2011-04-13 CEG to DOJ (ATF)

Ron,

I appreciate the invitaticn belcow, and I do need to discuss with you some process concerns
about the way forward on this. If there is a convenient time for you tomorrow, please let
me know. Senator Grassley has asked me to personally convey some Key points for
consideration.

Also, attached please find a letter from Senator Grassley to Attorney General Holder.
Please ensure that all official correspondence 1s sent in electronic format to
ceg@judiciary—rep.senate.gov (cc'd above). Thanks.

Cordially,
Jason A. Foster
Chief Investigative Counsel

Charles E. Grassley, Rankling Member
Committee on the Judiciary

152 Dirksen Senate Office Building
United States Senate

Direct: (202) 224-7142

From: Weich, Ron (SMO) [mailtow

Sent: Tuesday, March 08, 2011 I*ET20 A

To: Davis, Kolan (Judiciary-Rep)

Cc: Lari, Rita (Judiciarv-Rep); Foster, Jason (Judiciary-Rep)
Subject: RE: Letter to Senator Grassley, 3/8/11

Fine, up to you. I just want you to know that I am always available to discuss process
concerns, even on matters where we can't get into substance.
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April 13, 2011
VIA ELECTRONIC TRANSMISSION

The Honorable Eric H. Holder, Jr.
Attorney General

U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Holder:

At approximately 1:30 p.m. yesterday, my staff learned that the Justice
Department was making four documents available at 2:00 pm for Chairman Darrell
Issa’s staff to review regarding the controversy over ATF’s Project Gunrunner, Operation
Fast and Furious, and the death of Border Patrol Agent Brian Terry. These documents
are among those I requested in February of this year. Yet, the Justice Department
refused to make them available for my staff to review. In fact, the Justice Department
has produced not one single page of documents in response to my inquiries.

Thus far, I have not requested that Chairman Leahy join in any document
requests, consider any subpoenas, or schedule any hearings into this matter in the
Senate Judiciary Committee. Any such request would be unnecessary and duplicative of
the process on the House side, so long as any documents provided there are also
provided to the Senate Judiciary Committee at the same time.

The Department’s failure to cooperate with my requests is especially troubling in
light of the February 4, 2011, reply to my initial letter. In that reply, the Justice
Department took the position that those allegations were “false” and specifically denied
“that ATF ‘sanctioned’ or otherwise knowingly allowed the sale of assault weapons” to
straw purchasers. The letter further claimed that “ATF makes every effort to interdict
weapons that have been purchased illegally and prevent their transportation to Mexico.”

I already provided evidence contradicting that denial in my February 9 and
March 3 letters. In addition, attached you will find further documentation undermining
the Department’s assertion. Specifically, the documents are emails between ATF
officials and a Federal Firearms Licensee (FFL) in Arizona. These emails demonstrate
that ATF instructed gun dealers to engage in suspicious sales despite the dealers’
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concerns. The emails refer to meetings between the FFL and the U.S. Attorney’s office to
address the concerns being raised by the FFL. ATF supervisor David Voth wrote on
April 13, 2010:

I understand that the frequency with which some individuals under
investigation by our office have been purchasing firearms from your
business has caused concerns for you. ... However, if it helps put you at
ease we (ATF) are continually monitoring these suspects using a variety of
investigative techniques which I cannot go into [in] detail.t

In response, the gun dealer expresses concern about potential future liability and sought
something in writing to address the issue explicitly:

For us, we were hoping to put together something like a letter of
understanding to alleviate concerns of some type of recourse against us
down the road for selling these items. We just want to make sure we are
cooperating with ATF and that we are not viewed as selling to bad guys.>

Following this email, the ATF arranged a meeting between the FFL and the U.S.
Attorney’s office. According to the FFL, the U.S. Attorney’s office scheduled a follow-up
meeting with the FFL, but asked that the FFL’s attorney not be present.3

At the meeting on May 13, 2010, the U.S. Attorney’s office declined to provide
anything in writing but assured the gun dealer in even stronger terms that there were
safeguards in place to prevent further distribution of the weapons after being purchased
from his business.4 As we now know, those assurances proved to be untrue. On June
17, 2010, the gun dealer wrote to the ATF to again express concerns after seeing a report
on Fox News about firearms and the border:

The segment, if the information was correct, is disturbing to me. When
you, [the Assistant U.S. Attorney], and I met on May 13th, I shared my
concerns with you guys that I wanted to make sure that none of the
firearms that were sold per our conversation with you and various ATF
agents could or would ever end up south of the border or in the hands of
the bad guys. ... I want to help ATF with its investigation but not at the risk
of agents’ safety because I have some very close friends that are U.S.
Border Patrol agents in southern AZ[.]5

t Email from ATF Group VII Supervisor David Voth to Cooperating FFL, Apr. 13, 2010 (Attached).
2 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Apr. 13, 2010 (Attached).
3 Telephone interview with Cooperating FFL, Apr. 5, 2011.

41d.

5 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Jun. 17, 2010 (Attached).
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Incredibly, the FFL sent this email six months before guns from the same ATF operation
were found at the scene of Border Patrol Agent Brian Terry’s murder. So, not only were
the ATF agents who later blew the whistle predicting that this operation would end in
tragedy, so were the gun dealers—even as ATF urged them to make the sales.

Furthermore, according to the FFL, there were “one or two” occasions on which
his employees actually witnessed and recorded with surveillance cameras an exchange
of money between the straw purchaser and another individual on the premises.®
Despite this actual knowledge of a straw purchase, the dealer said ATF officials wanted
him to proceed with the transaction.” However, his employees refused to process the
sale.8

In light of this new evidence, the Justice Department’s claim that the ATF never
knowingly sanctioned or allowed the sale of assault weapons to straw purchasers is
simply not credible. As you know, I have multiple document and information requests
pending with various components of the Justice Department. Unfortunately, however,
it appears that senior Department officials are not allowing the components to respond
fully and directly.

Please provide written answers to the following questions by no later than April
20, 2011:

1. Do you stand by the assertion in the Department’s reply that the ATF
whistleblower allegations are “false” and specifically that ATF did not
sanction or otherwise knowingly allow the sale of assault weapons to straw
purchasers? If so, please explain why in light of the mounting evidence to
the contrary.

2. Will you commit to providing the Senate Judiciary Committee with
documents, or access to documents, simultaneously with the House
Committee on Oversight and Government Reform? If not, please explain
why not.

¢ Telephone interview with Cooperating FFL, Apr. 5, 2011.
7 Id.
8 Id.
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If you have any questions regarding this request, please have your staff contact Jason
Foster at (202) 224-5225. Thank you for your prompt attention these important issues.

Sincerely,

Charles E. Grassley
Ranking Member

Attachment

cc:  Chairman Patrick Leahy
U.S. Senate Committee on the Judiciary

Chairman Darrell Issa
U.S. House Committee on Oversight and Government Reform
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Ongoing ATF investigation

6 messages

Tue, Apr 13, 2010 at 9:24 AM
“ooperating

ATF Agent @usdoj.gov>,
ATF Agent Dusdoj.gov>

ATE Agent 2usdoj.gov>,

Cooperating FFL

I understand that the frequency with which some individuals under investigation by our office have been
purchasing firearms from your business has caused concerns for you. | totally understand and am not in a
position to tell you how to run your business. However, if it helps put you at ease we (ATF) are continually
monitoring these suspects using a variety of investigative techniques which | cannot go into detail. We are
working in conjunction with the United States Attorney’s Office (Federal Prosecutors) to secure the most
comprehensive case involving the different facets of this organization. If it puts you at ease | can schedule a
meeting with the Attorney handling the case and myself to further discuss this issue. Just know that we

¢annot instruct you on how to run your business but your continued cooperation with our office has greatly
aided the investigation thus far.

Thanks again and please let me know how | can be of service to you.

Respectiully,

Group Supervisor

Phoenix Group VII

60—

Coopcerating FFL

Tue, Apr 13, 2010 at 1:29 PM

: ( [.QOV>
(O] Coopcraling ATF Agent Qusdoj.gov>,
@usdo].gov>, ATF Agent 2usdoj.gov>,

Agent

Cooperating FFL




. ' Page 2 of 5
. E 324

mployee 5

Let me start by saying thank you for the email and as always we will do what we can to continue to work with
you and the ATF on Project Gun Runner. Qur goal is to develop a system to get you (ATF) what you need in
the most efficient manner possible. For us, we were hoping to put together something like a letter of
understanding to alleviate concemns of some type of recourse againt us down the road for selling these items.
We just want to make sure we are cooperating with ATF and that we are not viewed as selling to bad guys. If
you and the case Attorney are free to meet some time this week or next, that would be great. | am out of
town Friday of this week and have meetings Thursday afternoon but am open other than that and | am open

hext week. Please let me know what would work best for you.
Thank you again and | lock forward to meeting.

Respectiully,

Cooperating FFL

Mail Delivery Subsystem <mailer-daemon@googlemail.com> Tue, Apr 13, 2010 at 1:29 PM
To: [

Delivery to the following recipient failed permanently:

Technical details of permanent failure:

Message rejected. Please visit http://www.google.com/mail/help/bulk mail.htmi to review our Butk Email
Senders Guidelines.
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&emi  Cooperating FFL

To: Dusdoi.go

(&4 Cooperating FFL | ATF Agent 401 0ovs
AT Agent @usdoLgov>, ATF Agent @usdoi.gov>,
Cooperating FFL

Let me start by saying thank you for the email and as always we will do what
we can ta continue to work with you and the ATF on Project Gun Runner. Our
goal is to develop a system to get you (ATF) what you need in the most
efficient manner possible. For us, we were hoping to put together

something like a letter of understanding to alleviate concerns of some type

of recourse againt us down the road for selling these items. We just want

to make sure we are cooperating with ATF and that we are not viewed

as selling to bad guys. If you and the case Attorney are free to meet some
time this week or next, that would be great. | am out of town Friday of

this week and have meetings Thursday afternoon but am open other than that
and | am open next week. Please let me know what would work best for you.

Thank you again and I look forward to meeting.

Fespectiully,
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Tue, Apr 13,2010 at 1:31 PM

——————— Forwarded message -—--------
Sl Cooperating FFL

Date: Tue, A
Subject:

gent

Thu, Apr 15, 2010 at 9:23 AM
To:
O Cooperating FFL— 1 ATFAgent ———— — GNCIIICEIR ATF Agent
y  CHOEREREIT ATF Agent @usdoj.gov>

Cooperating FFL

We at ATF consideto be our alley in Project Gunrunner SWB Initiative

and appreciate your cooperation with us in regards to this (and all) law enforcement matters. | have
inquired from the Assistant United States Attorney (AUSA) handling this case as to his availability to
meet with you next week. He is checking his schedule and | expect to hear from him soon.
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Thanks again and please contact me any time with questions or concerns,

Group Supervisor

Phoenix Group VIl

co2- [

(S Cooperating FFL
Sent: Tuesdav_Anri| 13, 2010 1:30 PM

To
ATF Agent ATF Agent 4 ATF Agent Cooperating FFL

Cc:
Subject: Re: Ongoing ATF investigation

W Thu, Apr 15, 2010 at 10:39 AM
T
sdo

[¢) usdoj.gov>
Cc: mwun: usdoj.gov>, ATF-Agent
usao].gov>, @usdoj.gov>

Thank you for the kind words and the continued support. We will continue handling the transactions as we
have in the past untii we meet. If there is anything you need in the interim please don't hesitate to ask.

See you soon.

Respectfuily,

“ooperating FF

Y 2 '



o — Page 1 of2

Employee 5

328

Fox News report

J messages

Cooperating FFL Thu, Jun 17, 2010 at 11:56 AM
ausdoj.govs

I hope this email finds you well.

As per our discussion about over communicating | wanted to share some concerns that came up.

Tuesday night | watched a segment of a Fox News report about firearms and the border. The segment, if the
information was correct, is disturbing to me. When you, Emory and | met on May 13th | shared my concerns
with you guys that | wanted to make sure that none of the firearms that were sold per our conversation with
you and various ATF agents could or would ever end up south of the border or in the hands of the bad guys. |
guess | am looking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
it is an ongoing investigation so there is limited information you can share with me. But as | said in our
meeting, | want to help ATF with its investigation but not at the risk of agents safety because | have some
very close friends that are US Border Patrol agents in southern AZ as well as my concern for all the agents

safety that protect our country. If possible please email me back and share with me any reassurances that
you can.

As always thank you for your time and | send this email with all respect and a hart felt concern to do the right
thing.

Respectfully,
Cooperating FFL

Fri, Jun 18, 2010 at 2:25 PM
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with
you. If possible | have [

next Tuesday, June 22, 2010. Any
chance you are available that day around 10:00-10:30 am?

Thanks,

From: Cooperating FFL

Sent- Thirsdav _ine 17, 2010 11:56 AM
To:
Subject: Fox News report

Cooperating FFL
Cooperating FFL

Mon, Jun 21, 2010 at 9:34 PM

To:

I am back intown. If you are still free to meet on the 22nd round 10 and there for a few
hours. Please stop by if you are avaitable, if not let me know when we can reschedule.

@usdoj.gov>

Thank you,

Cooperating FFL

Sent from my Verizon Wireless BlackBerry

From:
Date: Fri, 18 Jun 2010 17:




From: McDermond, James E.

sent : Employeay, april 14, 2011 8:05:51 AM 330
To:
Subject:

FW: Emailing: 2011-04-13 CEG to DOJ (ATF)

Attachments: 2011-04-13 CEG to DOJ (ATEF) .pdf

KHKH T KK

NOTICE: This e-maill messace and any attached files are intended solely for the use of the
addressee (s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, oOr
dissemination of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobaccoe, Firearms & Explosives or the Department ¢f Justice without

express authorization is strictly prohibited.
77777 Original Message—————
Sent: Thursday, April 14, 2011 7:34 AM

To: _; McDermond, James E.
Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

Acting Chief of Staff
ATF Office of the Director
0: 202

~.,

Kok ok ok ok kK

NOTICE: This e-mail message and any attached files are intended solely for the use of the
addressee {s) named above in connection with official business. This communication may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use, or
dissemination of this e-mail message and any attached file(s) in any form outside of the
rearms & Explosives or the Department c¢f Justice without

(=

ly prohibited.

Bureau of Alcohol, Tobacce, Fi

express authorizatilion is stric
fffff Original Message —————

From: Axelrod, Matthew (ODAC) A

To: Burke, Dennis (USAAZ)

(b)(6) ; Melson, Kenneth E.;

J.

Sent: Wed Apr 13 22:37:10 2011

Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

Cunningham, Patrick (USAAZ)

Hoover, William

77777 Original Message ————-—

From: Gaston, Molly (SMO)

Sent: Wednesday, April 13, 2011 10:17 PM

To: Burton, Faith (SMO); Axelrod, Matthew (ODAG); Colborn, Paul P (SMO)
L1

;
Subject: Fw: Emailing: 2011-04-13 CEG to DOJ (ATF)

***** Original Message —————

From: Foster, Jason (Judiciary Rep) [mailto:Jason_Foster@judiciary-rep.senate.gov]
Sent: Wednesday, April 13, 2011 09:44 PM

To: Weich, Ron (SMO)

Cc: CEG (Judiciary-Rep) <CEG@judiciliary-rep.senate.gov>; Virkstis, Matthew (Judiciary)
<Matthew_Virkstis@Judiciary-dem.senate.gov>; Castor, Stephen
(Stephen.Castor@mail ., house.gov) <Stephen.Castor@mail.house.gov>; Gaston, Molly (SMOD)

Subject: Emaliling: 2011-04-13 CEG to DOJ (ATF)
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I appreciate the invitation belcow, and I do need to discuss with you some process concerns
about the way forward on this. If there is a convenient time for you tomorrow, please let
me know. Senator Grassley has asked me to personally convey some key points for
consideration.

Also, attached please find a letter from Senator Grassley to Attorney General Holder.
Please ensure that all official correspondence is sent in electronic format to
ceg@judiciary-rep.senate.gov (cc'd above). Thanks.

Cordially,
Jason A. Foster
Chief Investigative Counsel

Charles E. Grassley, Ranking Member
Committee on the Judiciary

152 Dirksen Senate Office Building
United States Senate

N

Direcl: (202) 224-714

Sent: Tuesday, March 08, 2011 11:20 AM
To: Davis, Kolan (Judiciary Rep)

Cec: Lari, Rita (Judiciary-Rep); Foster, Jason (Judiciary-Rep)
Subject: RE: Letter to Senator Grassley, 3/8/11

Fine, up to you. I just want you to know that I am always available to discuss process
concerns, even on matters where we can't get into substance.



Employee 5 332
PATRICK J. LEAHY, VERMONT, CHAIRMAN

HERB KOHL, WISCONSIN CHARLES E. GRASSLEY, IOWA

DIANNE FEINSTEIN, CALIFORNIA ORRIN G. HATCH, UTAH
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WASHINGTON, DC 20510-6275

BRuCE A. CoHeN, Chief C ! and Staff Dij
KoLAN L. Davis, Republican Chief Counsel and Staff Director

April 13, 2011
VIA ELECTRONIC TRANSMISSION

The Honorable Eric H. Holder, Jr.
Attorney General

U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Holder:

At approximately 1:30 p.m. yesterday, my staff learned that the Justice
Department was making four documents available at 2:00 pm for Chairman Darrell
Issa’s staff to review regarding the controversy over ATF’s Project Gunrunner, Operation
Fast and Furious, and the death of Border Patrol Agent Brian Terry. These documents
are among those I requested in February of this year. Yet, the Justice Department
refused to make them available for my staff to review. In fact, the Justice Department
has produced not one single page of documents in response to my inquiries.

Thus far, I have not requested that Chairman Leahy join in any document
requests, consider any subpoenas, or schedule any hearings into this matter in the
Senate Judiciary Committee. Any such request would be unnecessary and duplicative of
the process on the House side, so long as any documents provided there are also
provided to the Senate Judiciary Committee at the same time.

The Department’s failure to cooperate with my requests is especially troubling in
light of the February 4, 2011, reply to my initial letter. In that reply, the Justice
Department took the position that those allegations were “false” and specifically denied
“that ATF ‘sanctioned’ or otherwise knowingly allowed the sale of assault weapons” to
straw purchasers. The letter further claimed that “ATF makes every effort to interdict
weapons that have been purchased illegally and prevent their transportation to Mexico.”

I already provided evidence contradicting that denial in my February 9 and
March 3 letters. In addition, attached you will find further documentation undermining
the Department’s assertion. Specifically, the documents are emails between ATF
officials and a Federal Firearms Licensee (FFL) in Arizona. These emails demonstrate
that ATF instructed gun dealers to engage in suspicious sales despite the dealers’
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concerns. The emails refer to meetings between the FFL and the U.S. Attorney’s office to
address the concerns being raised by the FFL. ATF supervisor David Voth wrote on
April 13, 2010:

I understand that the frequency with which some individuals under
investigation by our office have been purchasing firearms from your
business has caused concerns for you. ... However, if it helps put you at
ease we (ATF) are continually monitoring these suspects using a variety of
investigative techniques which I cannot go into [in] detail.t

In response, the gun dealer expresses concern about potential future liability and sought
something in writing to address the issue explicitly:

For us, we were hoping to put together something like a letter of
understanding to alleviate concerns of some type of recourse against us
down the road for selling these items. We just want to make sure we are
cooperating with ATF and that we are not viewed as selling to bad guys.>

Following this email, the ATF arranged a meeting between the FFL and the U.S.
Attorney’s office. According to the FFL, the U.S. Attorney’s office scheduled a follow-up
meeting with the FFL, but asked that the FFL’s attorney not be present.3

At the meeting on May 13, 2010, the U.S. Attorney’s office declined to provide
anything in writing but assured the gun dealer in even stronger terms that there were
safeguards in place to prevent further distribution of the weapons after being purchased
from his business.4 As we now know, those assurances proved to be untrue. On June
17, 2010, the gun dealer wrote to the ATF to again express concerns after seeing a report
on Fox News about firearms and the border:

The segment, if the information was correct, is disturbing to me. When
you, [the Assistant U.S. Attorney], and I met on May 13th, I shared my
concerns with you guys that I wanted to make sure that none of the
firearms that were sold per our conversation with you and various ATF
agents could or would ever end up south of the border or in the hands of
the bad guys. ... I want to help ATF with its investigation but not at the risk
of agents’ safety because I have some very close friends that are U.S.
Border Patrol agents in southern AZ[.]5

t Email from ATF Group VII Supervisor David Voth to Cooperating FFL, Apr. 13, 2010 (Attached).
2 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Apr. 13, 2010 (Attached).
3 Telephone interview with Cooperating FFL, Apr. 5, 2011.

41d.

5 Email from Cooperating FFL to ATF Group VII Supervisor David Voth, Jun. 17, 2010 (Attached).
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Incredibly, the FFL sent this email six months before guns from the same ATF operation
were found at the scene of Border Patrol Agent Brian Terry’s murder. So, not only were
the ATF agents who later blew the whistle predicting that this operation would end in
tragedy, so were the gun dealers—even as ATF urged them to make the sales.

Furthermore, according to the FFL, there were “one or two” occasions on which
his employees actually witnessed and recorded with surveillance cameras an exchange
of money between the straw purchaser and another individual on the premises.®
Despite this actual knowledge of a straw purchase, the dealer said ATF officials wanted
him to proceed with the transaction.” However, his employees refused to process the
sale.8

In light of this new evidence, the Justice Department’s claim that the ATF never
knowingly sanctioned or allowed the sale of assault weapons to straw purchasers is
simply not credible. As you know, I have multiple document and information requests
pending with various components of the Justice Department. Unfortunately, however,
it appears that senior Department officials are not allowing the components to respond
fully and directly.

Please provide written answers to the following questions by no later than April
20, 2011:

1. Do you stand by the assertion in the Department’s reply that the ATF
whistleblower allegations are “false” and specifically that ATF did not
sanction or otherwise knowingly allow the sale of assault weapons to straw
purchasers? If so, please explain why in light of the mounting evidence to
the contrary.

2. Will you commit to providing the Senate Judiciary Committee with
documents, or access to documents, simultaneously with the House
Committee on Oversight and Government Reform? If not, please explain
why not.

¢ Telephone interview with Cooperating FFL, Apr. 5, 2011.
7 Id.
8 Id.
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If you have any questions regarding this request, please have your staff contact Jason
Foster at (202) 224-5225. Thank you for your prompt attention these important issues.

Sincerely,

Charles E. Grassley
Ranking Member

Attachment

cc:  Chairman Patrick Leahy
U.S. Senate Committee on the Judiciary

Chairman Darrell Issa
U.S. House Committee on Oversight and Government Reform
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Ongoing ATF investigation

6 messages

=FFL Tue, Apr 13, 2010 at 9:24 AM
Coopcrating

ATF Agent @usdoj.gov>,
ATF Agent Dusdoj.gov>

ATE Agent 2usdoj.gov>,

Cooperating FFL

I understand that the frequency with which some individuals under investigation by our office have been
purchasing firearms from your business has caused concerns for you. | totally understand and am not in a
position to tell you how to run your business. However, if it helps put you at ease we (ATF) are continually
monitoring these suspects using a variety of investigative techniques which | cannot go into detail. We are
working in conjunction with the United States Attorney’s Office (Federal Prosecutors) to secure the most
comprehensive case involving the different facets of this organization. If it puts you at ease | can schedule a
meeting with the Attorney handling the case and myself to further discuss this issue. Just know that we

¢annot instruct you on how to run your business but your continued cooperation with our office has greatly
aided the investigation thus far.

Thanks again and please let me know how | can be of service to you.

Respectiully,

Group Supervisor

Phoenix Group VII

60—

Coopcerating FFL

Tue, Apr 13, 2010 at 1:29 PM

( .aov>
Cooperating FFL ATF Agent Dusdoj.gov>,

@usdo].gov>, ATF Agent 2usdoj.gov>,

Agent

Cooperating FFL
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Let me start by saying thank you for the email and as always we will do what we can to continue to work with
you and the ATF on Project Gun Runner. Qur goal is to develop a system to get you (ATF) what you need in
the most efficient manner possible. For us, we were hoping to put together something like a letter of
understanding to alleviate concemns of some type of recourse againt us down the road for selling these items.
We just want to make sure we are cooperating with ATF and that we are not viewed as selling to bad guys. If
you and the case Attorney are free to meet some time this week or next, that would be great. | am out of
town Friday of this week and have meetings Thursday afternoon but am open other than that and | am open

hext week. Please let me know what would work best for you.
Thank you again and | lock forward to meeting.

Respectiully,

Cooperating FFL

Mail Delivery Subsystem <mailer-daemon@googlemail.com> Tue, Apr 13, 2010 at 1:29 PM
To: [

Delivery to the following recipient failed permanently:

Technical details of permanent failure:

Message rejected. Please visit http://www.google.com/mail/help/bulk mail.htmi to review our Butk Email
Senders Guidelines.
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& Cooperating FFL

To 4 Dusdoi.go

(®fed Cooperating FFL | ATF Agent 401 0ovs
AT Agent @usdoLgov>, ATF Agent @usdoi.gov>,
Cooperating FFL

Let me start by saying thank you for the email and as always we will do what
we can ta continue to work with you and the ATF on Project Gun Runner. Our
goal is to develop a system to get you (ATF) what you need in the most
efficient manner possible. For us, we were hoping to put together

something like a letter of understanding to alleviate concerns of some type

of recourse againt us down the road for selling these items. We just want

to make sure we are cooperating with ATF and that we are not viewed

as selling to bad guys. If you and the case Attorney are free to meet some
time this week or next, that would be great. | am out of town Friday of

this week and have meetings Thursday afternoon but am open other than that
and | am open next week. Please let me know what would work best for you.

Thank you again and I look forward to meeting.

Fespectiully,
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Tue, Apr 13,2010 at 1:31 PM

——————— Forwarded message ——-----—-

Sl Cooperating FFL
Date: Tue, A
Subject: Re:
To: ]
[ofey Cooperating FEL

ent

c e FFL Thu, Apr 15, 2010 at 9:23 AM
B (oopcrating

O Cooporating FFL | ATragom YIS rr Agent
—@U3d°j~9°">, ATF Agent @usdoj.gov>

Cooperating FFL

We at ATF consideto be our alley in Project Gunrunner SWB Initiative
and appreciate your cooperation with us in regards to this (and all) law enforcement matters. | have

inquired from the Assistant United States Attorney (AUSA) handling this case as to his availability to
meet with you next week. He is checking his schedule and | expect to hear from him soon.
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Thanks again and please contact me any time with questions or concerns,

Group Supervisor

Phoenix Group VI

co2- [

(S Cooperating FFL

, 2010 1:30 PM

o Cooperating FFL ATF Agent ATF Agent 4 ATF Agent Cooperating FFL
Subject: Re: Ongoing ATF investigation

Cooperating FFL

Thu, Apr 15,2010 at 10:39 AM

io: [@usdoj.gov>
0ol Coopcrating FFI TR lo Mool ATF-Agent
QuSsdo].gov>, @usdoj.gov>

Thank you for the kind words and the continued support. We will continue handling the transactions as we
have in the past untii we meet. If there is anything you need in the interim please don't hesitate to ask.

See you soon.

Respectfuily,

“ooperating FF

Y 2 '
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Fox News report

J messages

Cooperating FFL Thu, Jun 17, 2010 at 11:56 AM
ausdoj.govs

I hope this email finds you well.

As per our discussion about over communicating | wanted to share some concerns that came up.

Tuesday night | watched a segment of a Fox News report about firearms and the border. The segment, if the
information was correct, is disturbing to me. When you, Emory and | met on May 13th | shared my concerns
with you guys that | wanted to make sure that none of the firearms that were sold per our conversation with
you and various ATF agents could or would ever end up south of the border or in the hands of the bad guys. |
guess | am looking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
it is an ongoing investigation so there is limited information you can share with me. But as | said in our
meeting, | want to help ATF with its investigation but not at the risk of agents safety because | have some
very close friends that are US Border Patrol agents in southern AZ as well as my concern for all the agents

safety that protect our country. If possible please email me back and share with me any reassurances that
you can.

As always thank you for your time and | send this email with all respect and a hart felt concern to do the right
thing.

Respectfully,
Cooperating FFL

Fri, Jun 18, 2010 at 2:25 PM
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with

you. If possible | have next Tuesday, June 22, 2010. Any
chance you are available that day around 10:00-10:30 am?

Thanks,

From: Cooperating FFL

Sent: Th ne 17,2010 11:56 AM

To:
Subject: Fox News report

Cooperating FFL
§  Cooperating FFL

N ©usdoj.gov>

Mon, Jun 21, 2010 at 9:34 PM

I'am back intown. If you are still free to meet on the 22nd_around 10 and there for a few
hours. Please stop by if you are avaitable, if not let me know when we can reschedule.

Thank you,

Cooperating FFL

Sent from my Verizon Wireless BlackBerry

From |- usdoi.gov>
Date: Fri, 18 Jun 2010 17:25:
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Office of Field Operations

Office of Enforcement Programs and Services

Office of Public and Governmental Affairs

Office of Strategic Intelligence and Information

Office of Professional Responsibility and Security Operations
Office of Management

Office of Science and Technology

Office of Professional Responsibility and Security Operations
Office of Chief Counsel

Office of Training and Professional Development

o o0 0o 0o 0 0O O O O O

Please provide the POC’s name to Assistant Director Melanie Stinnett by COB
on Friday April 1, 2011.

The POC is to ensure that all persons who may have information or a need to know about this
directive are appropriately notified and instructed on their responsibility in a timely fashion. Also,
the POC has the responsibility to notify Assistant Director Stinnett if (1) any additional ESI related
to this investigation is discovered; (2) personnel involved in this directive are leaving the division,
office, directorate or ATF; (3) the division, office or directorate will perform imminent data
destruction; (4) the directorate will replace or discard equipment preserving ESI in this matter.

Of particular importance will be ensuring that no ESI is erased through routine destruction. If any
ESI relating to Operation Fast and Furious has been purged as a result of routine destruction (i.e.,
the aging process, separation from employment, etc) please, to the extent possible, find the dates of
such purge and the information which would have been subject to destruction.

Please note that the failure to comply with this directive and/or the failure to maintain records,
documents and information could negatively impact the Bureau, therefore please err on the side of
retaining documents and information. Employees who fail to comply with their duties as outlined
above will be subject to disciplinary action up to and including removal. Please note that this
directive is in effect until you are notified that the hold has been terminated.

Thank you for your attention to this matter. If you have any questions concerning this directive,
please contact Assistant Director Melanie Stinnett.
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ESI PRESERVATION DIRECTIVE FOR ATF OPERATION FAST AND FURIOUS

Pursuant to ATF Order 1340.4 (Preserving and Producing Bureau Records, Documents and
Information Subject to the Legal Process) and the Preservation Directive issued on March 28,
2011, the Office of Chief Counsel (Litigation) requests your assistance in locating and retaining
electronically stored information (ESI) relevant to ATF’s firearms trafficking investigation
known as Operation Fast and Furious.

Information that is relevant to the operation includes, but is not limited to: (1) N-FORCE
records relating to Operation Fast and Furious, case number 785115-10-0004; (2) N-SPECT

records relating to Operation Fast and Furious and the following Federal Firearms Licensees:

_ (3) E-TRACE records relating to Operation Fast and

Furious; (4) Firearms Tracing System records relating to Operation Fast and Furious; and (5)
Any emails to/from the work accounts of all ATF Headquarters and Phoenix Field Division
personnel regarding Operation Fast and Furious, from the time period October 1, 2009 until the
present.

Any identifiable data on network drives (e.g., U:\drive; G:\drive; S:\drive) should be captured
immediately and copied to another drive for preservation. Three weeks from the date of this
Directive. please once again capture and copy this data to another drive for preservation. This
material does not replace any material that may have been previously captured and should be
identifiable by date that it was captured.

Of particular importance will be ensuring that no ESI is erased through routine destruction. If
any ESI related to the individuals named above and/or case number 785115-10-0004 has been
purged as a result of routine destruction (i.e., the aging process, separation from employment,
etc) please, to the extent possible, find the dates of such purge and the information which would
have been subject to destruction.

Note that this directive is in effect until the Office of Chief Counsel notifies you that the hold has
been terminated.

Thank you for your assistance in this matter. If you have any questions or concerns, please
contact Assistant Director Melanie Stinnett.
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From: |

Sent: Tuesday, April 12, 2011 10:18 PM
To:*; McDermond, James E.
o | JUESVESNY

Subject: Re: Draft letter to Issa for tomorrow

Division Chief Firearms Operations Division
202 Cell

EEEEE TS

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: NN

To: McDermond, James E.

cc: I B Choit, Mark R
Sent: Tue Apr 12 22:11:24 2011
Subject: Fw: Draft letter to Issa for tomorrow

Fyi. See below

WA

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Axelrod, Matthew (ODAG)

To: Burke, Dennis iUSAAZi i Cunningham, Patrick (USAAZ) ; Melson, Kenneth E.;_; Hoover,
William J.;

Cc: Burton, Faith (SMO); Colborn, Paul P (SMO); Gaston, Molly (SMO)

Sent: Tue Apr 12 19:22:39 2011

Subject: Draft ietter to Issa for tomorrow
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Attached is a draft letter responding to Chairman Issa’s letter of yesterday. We need to send it tomorrow, to

coincide with the return date of the subpoena. Please review for accuracy and get me any comments/edits
by noon tomorrow EST. Sorry for the quick turnaround time.
N -, 2

Matt

<<issa subpoena response 4-12-11.docx>>
Matthew S. Axelrod

Associate Deputy Attorney General
Office of the Deputy Attorney General
U.S. Department of Justice

Desk (b) (6)

cell (XS]
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From
Sent: Tuesday, April 12, 2011 10:11 PM

To: McDermond, James E.

cc: I I .\ - . I
Subject: Fw: Draft letter to Issa for tomorrow

Attachments: issa subpoena response 4-12-11.docx

Fvi. See below

e o %

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Aicohol, Tobacco, Firearms & Explosives or the Department of justice
without express authorization is strictly prohibited.

From: Axelrod, Matthew (ODAG)

To: Burke, Dennis iUSAAZi i Cunningham, Patrick (USAAZ) ; Melson, Kenneth E.. |  GTcKNNEGEGEGEGN; Hoo <,

William J.;

Cc: Burton, Faith (SMO); Colborn, Paul P (SMO); Gaston, Molly (SMO)
Sent: Tue Apr 12 19:22:39 2011

Subject: Draft letter to Issa for tomorrow

Attached is a draft letter responding to Chairman Issa’s letter of yesterday. We need to send it tomorrow, to
coincide with the return date of the subpoena. Please review for accuracy and get me any comments/edits
by noon tomorrow EST. Sorry for the quick turnaround time.
[ Thanks, all.

Matt

<<issa subpoena response 4-12-11.docx>>
Matthew S. Axelrod

Associate Deputy Attorney General
Office of the Deputy Attorney General

U.S. Department of Justice
Desk[(QXE)

cell (X))
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From: [
Sent: Monday, April 11, 2011 7:49 PM
To:ﬁ;_

Subject: Fw: Letter from Chairman Issa
Attachments: 4-11-2011 Letter.pdf

Fyi

MH AKX

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictiy prohibited.

From:
To: McDermond, James E.;
Weich, Ron (SMO)

cc.

_ Hoover, Wiiliam J.; Rubenstein, Steve R.;

Sent: Mon Apr :48:
Subject: Fw: Letter from Chairman Issa

Fyi. | have confirmed receipt.

From: Pinto, Ashok
To: Melson, Kenneth E.

Cc: I Guion, Faith (SMO); Gaston, Molly (SMO)
Sent: Mon Apr 11 18:24:28 2011

Subject: Letter from Chairman Issa

Dear Acting Director Melson:
Attached is a letter from Chairman Issa. Please confirm receipt of this message.
Sincerely,

Ashok Pinto

Ashok M. Pinfo

.S, House of Representatives

Committee on Oversight and Government Reform
Darredl Issa, Chatrman

{20823 225-5074



zrom: [ NG
sent : Empleyee Sipril 08,
ro: [ NG

Subject: FW: 2011-04-08 CEG to ATF (agent contacts)

2:31:57 PM 562

[ 38]
o
e}
=y

~

Attachments: 2011-04-08 CEG tao AT: (agent contacts).pdf

fyi

DOJ- Bureau of Alcohol, Tcbacco, Firearms & Explosives
Chief - Office of Legislative Affairs

(mobilel)

(mobile2)

02. (office)

02.648.9708 (fax)

ok KK E KK

NOTICE: This e—-mail message and any attached files are intended solely for the use of the
addressee (8) named above In conneclLlon wilh offlclal business. This communlicallon may
contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval., Any review, use, or
dissemination of this e—mail message and any attached file(s) in any form ocutside of the
Bureau of Alcohol, Tobacco, Firearms & LExplosives or the Department of Justice without
express authorization is strictly prohibited.
Original Message

rom: Foster, Jason (Judiciary-Rep) [mailto:Jason_Foster@judiciary-rep.senate.gov]
Sent: Friday, April 08, 2011 11:04 AM

To: Rasnake, Gregory R.; Hocver, William J.; Melson, Kenneth E.

Cc: CEG (Judiciary-Rep); Castor, Stephen (Stephen.Castor@mail.house.gov); Virkstis, Matthew
(Judiciary)
Subject: 2011-04-08 CEG to ATEF (agent contaclLs)

) ']

U

Please find attached a letter from Senator CGrassley. Please ensure that all formal
correspondence on this matter is sent electronically in PDF format to
ceg@judiciary-rep.senate.gov (cc'd above). Please confirm receipt, and contact me with any
questlions regarding this letter. Thanks.

Cordially,
Jason A. Foster
Chief Investigative Counsel

Charles E. CGrassley, Ranking Member
Committee on the Judiciary

152 Dirksen Senate Office Building
United States Senate

(202) 224-5225
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation into an extensive gun-trafficking enterprise. Operation Fast and
Furious is part of ATF’s initiative Project Gunrunner, which deals with weapons trafficking along
the U.S. Southwest Border. As of March 2010, Project Gunrunner led to the arrest of 1,397
defendants — 850 of which had been convicted — and the seizure of more than 6,688 firearms.

The Fast and Furious investigation was opened over a year ago and approved by the ATF
Phoenix Field Division and the United States Attorney's Office for the District of Arizona,
consistent with established procedures for such matters. The investigation was subsequently
approved by the multi-agency Organized Crime and Drug Enforcement Task Force Program.
The purpose of the investigation is to dismantle a transnational organization believed to be
responsible for trafficking weapons into Mexico, in part by prosecuting its leadership. The
investigation is led by a dedicated team of federal prosecutors and ATF agents. To date, this
investigation has resulted in an indictment charging 20 defendants with conspiracy to purchase
hundreds of firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex international firearms
trafficking organization, and the investigation is still ongoing. Without the perseverance of this
multi-agency task force, this sophisticated criminal network would still be trafficking hundreds
of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any of the particular details of Operation Fast and Furious.
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation into an extensive gun-trafficking enterprise. Operation Fast and
Furious is part of ATF’s initiative Project Gunrunner, which deals with weapons trafficking along
the U.S. Southwest Border. As of March 2010, Project Gunrunner led to the arrest of 1,397
defendants — 850 of which had been convicted — and the seizure of more than 6,688 firearms.

The Fast and Furious investigation was opened over a year ago and approved by the ATF
Phoenix Field Division and the United States Attorney's Office for the District of Arizona,
consistent with established procedures for such matters. The investigation was subsequently
approved by the multi-agency Organized Crime and Drug Enforcement Task Force Program.
The purpose of the investigation is to dismantle a transnational organization believed to be
responsible for trafficking weapons into Mexico, in part by prosecuting its leadership. The
investigation is led by a dedicated team of federal prosecutors and ATF agents. To date, this
investigation has resulted in an indictment charging 20 defendants with conspiracy to purchase
hundreds of firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex international firearms
trafficking organization, and the investigation is still ongoing. Without the perseverance of this
multi-agency task force, this sophisticated criminal network would still be trafficking hundreds
of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any of the particular details of Operation Fast and Furious.
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation of an extensive gun-trafficking enterprise. Operation Fast and
Furious is a part of Project Gunrunner, a broad ATF initiative to deal with weapons trafficking
along the Southwest Border. As of March 2010, Project Gunrunner had led to the arrest of
1,397 defendants --850 of which had been convicted--and the seizure of over 6,688 firearms.

Operation Fast and Furious was opened over a year ago and approved by the ATF Phoenix Field
Office and the United States Attorney's Office for the District of Arizona, consistent with
established procedures for such matters. The investigation was subsequently approved by the
multi-agency Organized Crime and Drug Enforcement Task Force Program. The purpose of the
investigation is to dismantle a transnational organization believed to be responsible for
trafficking weapons into Mexico, in part by prosecuting its leadership. The investigation is led
by a dedicated team of Federal prosecutors and ATF agents. To date, this investigation has
resulted in an indictment charging 20 defendants with conspiracy to purchase hundreds of
firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex, international
firearms trafficking case, and the investigation has not concluded. Without the perseverance of
this multi-agency task force, this sophisticated criminal network would still be trafficking
hundreds of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any particular details of Operation Fast and Furious.
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ONE HUNDRED TWELFTH CONGRESS

Congress of the United States

#House of Representatives

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
2157 RAYBURN HouUsE OFFICE BUILDING
WasHINGTON, DC 20515-6143

MaJoRiTy (202) 225-5074
FacsimiLe (202} 225-3974
MinoriTy  (202) 225-5061

http://oversight.house.gov

April 20, 2011

Bureau of Alcohol, Tobacco, Firearms, and Explosives
99 New York Avenue, NE

Washington, DC 20226

Dear Acting Director Melson:

ELIJAH E. CUMMING ARYLAND
RANKING MINOR{ EMBER

EDOLPHUS TOWNS, NEW YORK

CAROLYN B. MALONEY, NEW YORK

ELEANOR HOLMES NORTON,
DISTRICT OF COLUMBIA

DENNIS J. KUCINICH, OHIO

JOHN F. TIERNEY, MASSACHUSETTS

WM. LACY CLAY, MISSOUR!

STEPHEN F. LYNCH, MASSACHUSETTS

JIM COOPER, TENNESSEE

GERALD E. CONNDLLY, VIRGINIA

MIKE QUIGLEY, ILLINOIS

DANNY K. DAVIS, ILLINOIS

BRUCE L, BRALEY, IODWA

PETER WELCH, VERMONT

JOHN A. YARMUTH, KENTUCKY

CHRISTOPHER 8. MURPHY, CONNECTICUT

JACKIE SPEIER, CALIFQRNIA

The Committee on Oversight and Government Reform issued a subpoena to you on
March 31, 2011. The subpoena instructed you to produce documents pertaining to Project
Gunrunner and Operation Fast and Furious, conducted by the Bureau of Alcohol, Tobacco,
Firearms, and Explosives (ATF). I wrote to you on April 11,2011 to reiterate that, “[a]bsent a
valid assertion of executive privilege over the materials sought, I expect you to produce the

things identified in the March 31, 2011, subpoena’s schedule by the return date.”! The April 13,
2011 deadline for compliance has passed without production of any documents.

I am disappointed that you have failed to produce any documents that would meet your
legal obligations by the subpoena’s April 13th deadline. Instead of documents, after the deadline
passed, I received a letter from Assistant Attorney General Ronald Weich. Mr. Weich did not
assert a claim of executive privilege in withholding all documents from the Committee. Instead,
the Department’s response again restated its lack of production was due solely to the
Department’s internal policy relating to “ongoing law enforcement investigations,” “pending
criminal investigations,” “on-going criminal investigations,” and “open criminal investigative
files.”? Absent a claim of executive privilege, these vague assertions are not a valid basis for
your decision to withhold documents.

! etter from Rep. Darrell E. Issa, Chairman, H. Comm. on Oversight & Gov’t Reform (OGR), to Kenneth E.
Melson, Acting Director, ATF (Apr. 11, 2011).

2 Letter from Ronald Weich, Assistant Attomey General, DOJ, to Rep. Darrell E. Issa, OGR Chairman (Apr. 13,
2011) (hereinafter Weich Letter).
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Mr. Weich’s April 13, 2011 letter focuses almost exclusively on a general Department
policy regarding pending criminal investigations. It is unclear to which specific criminal
investigations Mr. Weich is referring. Such a blanket prohibition, if accepted, would conceal the
entirety of Project Gunrunner and Operation Fast and Furious from legitimate congressional
scrutiny. This is unacceptable. As a co-equal branch of government, Congress has a right, even
a constitutional obligation, to conduct oversight of the Executive Branch, including the
Department of Justice.

Over the past 85 years, the U.S. Supreme Court has consistently ruled the investigatory
power of Congress is essential to the legislative function,” and the Court has gradually expanded
that power." Pointedly, the Supreme Court has also weighed in on the Department of Justice’s
internal policy of withholding documents to Congress that pertain to open criminal
investigations:

It may be conceded that Congress is without authority to compel
disclosure for the purpose of aiding the prosecution of pending suits; but
the authority of that body, directly or through its committees to require
pertinent disclosures in aid of its own constitutional power is not abridged
becali_se the information sought to be elicited may also be of use in such
suits.

The Department’s internal policy to withhold documents from what it labels pending criminal
investigations may not deprive Congress from obtaining those same documents if they are
pertinent to a congressional investigation — particularly in a matter involving allegations that
reckless and inappropriate decisions by top Justice Department officials may have contributed to
the deaths of U.S. and Mexican citizens.

Let me be clear. The Committee is not seeking these documents from the Department of
Justice in furtherance of the prosecution of pending suits. Rather, we are seeking these
documents in furtherance of the proper use of our constitutional authority. Sometimes, we may
take a deferential approach to the Department when we are both investigating a third-party’s
wrongdoing. Here, however, we are not conducting a concurrent investigation with the
Department of Justice, but rather an independent investigation of the Department of Justice —
specifically, of allegations that the reckless and inappropriate decisions of Department officials
have created a serious public safety hazard. We are asking for documents that relate to decisions
such officials made. Congress is legally entitled to all of these documents.

There are several prominent éxamples of Congress investigating the conduct of the
Department of Justice while the Department proceeded simultaneously with criminal or civil
probes:

3 McGrain v. Daugherty, 273 U.S. 135 (1927).
* Watkins v. United States, 354 U.S. 178 (1957); Barenblatt v. United States, 360 U.S. 109 (1959).
* Sinclair v. United States, 279 U.S. 263 (1929).
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e Starting in 1922, Congress investigated “charges of misfeasance
and nonfeasance in the Department of Justice™ at the same time
that the Department of Justice failed to prosecute meritorious cases
against Department of Interior employees stemming from the
Teapot Dome Scandal.

e In 1992, a House subcommittee investigated a Department of
Justice plea bargain regarding environmental crimes committed by
the company that managed the Rocky Flats nuclear weapons
facility.’

e In 2004, the House Committee on Government Reform
investigated allegations that agents in the FBI's Boston regional
office knowingly permitted informants to commit nearly two dozen
murders while they were acting as informants. At the time of the
congressional investigation, cases were still pending against the
Department of Justice.®

In each of these instances, Congress was able to obtain a substantial amount of responsive
documents to aid its investigation. There is no constitutional, statutory, or case law authority that
permits the Department of Justice to withhold documents from Congress due to the pendency of
a criminal probe.

Assistant Attorney General Weich’s most recent letter also noted that the Department of
Justice “made available documents for review prior to [the subpoena deadline].” This
statement, however, is misleading. The Department made only four documents available for an
in camera review at Department of Justice headquarters. The viewing consisted of the following
materials:

1. Southwest Border Initiative Project Gunrunner, December 2007.
ATF’s Project Gunrunner and OCDETF (Organized Crime Drug Enforcement Task
Force).

3. Memorandum to all ADs and all Field Ops Personnel, from AD Field Ops.

4. Project Gunrunner — A Cartel Focused Strategy, September 2010.

These documents were quite general and largely unhelpful as none of them directly pertain to
Operation Fast and Furious. This is not surprising considering that the Department of Justice
believes it is “not in a position to disclose such documents, nor can [DOJ] confirm or deny the

® McGrain, 273 U.S. at 151.

’ See Environmental Crimes at the Rocky Flats Nuclear Weapons Facility: Hearings before the Subcomm. on
Investigations and Oversight of the House Committee on Science, Space, and Technology, 102nd Cong., 2d Sess.,
Vols. L and 1I (1992).

8 Everything Secret Degenerates: The FBI’s Use of Murderers as Informants, H. Rept. 108-414, 108th Cong., 2d
Sess. (2004).

? Weich Letter, supra note 2.
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existence of records in [its] ongoing investigative files.”'® Undeterred by the Department’s
refusal to produce documents, the Committee has been able to confirm independently that such
documents do in fact exist. Attached to this letter are several documents the Committec has
obtained indicating not only that the Department and ATF were aware that straw purchasers were
consistently and illegally buying assault rifles and other weapons, but that they also failed to
prevent their disappearance. Tragically, some of these weapons ATF represented it was tracking
ended up at crime scenes, including at the locations of the murders of Border Patrol Agent Brian
Terry and Immigrations and Customs Enforcement Officer Jaime Zapata.

Attachment 1 is a January 13, 2010 e-mail from an ATF employee containing a list of 42
names added to the Suspect Person Database. One of these names is Jaime Avila. Attachment 2
shows a Suspect Gun Summary for three WASR-10 rifles that Jaime Avila bought just three days
later, on January 16, 2010. These guns were entered into ATF’s database on January 19, 2010.
Attachment 3 is a Significant Information Report regarding the murder of Brian Terry. The
Report states that “[t]wo (2) of the AK-47 variant rifles purchased by AVILA on 01/16/2010
were recovered in the area during” the search after Terry’s murder. This document demonstrates
that ATF knew straw purchasers were acquiring weapons and failed to track those weapons. As
an apparent result, a U.S, federal agent lost his life.

, Attachment 4 shows the results of three Firearms Trace Summaries for Ranferi Osorio

and Kelvin Morrison, his neighbor. One of the weapons recovered at the murder scene of Jaime
Zapata was traced to a purchase made by Otilio Osorio, Ranferi’s brother.!! The Attachment
shows that not only did Ranferi Osorio and Kelvin Morrison purchase assault rifles, but these
weapons had shown up at crime scenes, as indicated by the “Time to Crime” section of the
Firearms Trace Summary. Both the Department and ATF knew that weapons were turning up at
crime scenes, yet did not act. This is even more egregious when read in conjunction with an e-
mail from Group VII Supervisor David Voth, as shown in Attachment 5. In the e-mail, Voth
says:

[W]ithout being dramatic we have a sense of urgency with regards to this
investigation, Our subjects purchased 359 firearms during the month of
March alone, to include numerous Barrett .50 caliber rifles. 1 believe we
are righteous in our plan to dismantle this entire organization and to rush
in to arrest any one person without taking in to account the entire scope of
the conspiracy would be ill advised to the overall good of the mission.

As a result of this “plan,” another U.S. federal agent may have also lost his life.

Attachment 6 presents a summary of the number of firecarms purchased with ATEF’s
knowledge during the pendency of Operation Fast and Furious. The amount of firearms is a
staggering 1,500 (minimum) heavy-duty weapons. Attachment 7 is an e-mail exchange between
a Federal Firearms Licensee (FFL) and ATF in which the FFL expresses concern over the

10 L etter from Assistant Attorney General Ronald Weich to OGR Chairman Darrell E. Issa (Apr. 8, 2011).
11 See Press Release, Department of Justice, Three Dallas-Area Men Arrested on Federal Firearms Charges Related
to Trafficking Firearms to a Mexican Drug Cartel (Mar. 1, 2011).
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frequency of guns sold, and the strong possibility guns sold to straw purchasers would end up in
Mexico or “in the hands of bad guys.” ATF, in conjunction with the Department of Justice,
assures the FFL that there are safeguards in place to prevent this from happening. This claim is
belied, however, by an e-mail (Attachment 8) showing that ATF knew that many of these 1,500
firearms would “eventually be used in criminal activity.” As clearly seen in Attachment 9, the
Group VII Supervisor was fully aware that violence in Mexico was extremely high, yet failed to
alter ATF’s approach. Attachment 10 is a forceful e-mail indicating that officials at ATF
headquarters were “paying close attention” to Fast and Furious. Contained in Attachment 11 are
detailed Reports of Investigation tracking suspected straw purchasers as part of Fast and Furious.
These reports preceded the murders of Brian Terry and Jaime Zapata by several months.

~ It is nearly unfathomable that our government would allow straw purchasers to illegally
acquire automatic weapons and transport them into Mexico, in furtherance of an ATF-led and -
inspired investigation. As I understand Department of Justice operations, such programs would
require the approval of top officials. The Committee’s experience in dealing with the
Department is that it is a deliberate, methodical organization and is not agile. As such, officials
at the highest levels of the Department more than likely made these decisions — with all due, if
misguided, consideration.

Efforts by the Department of Justice and ATF to stonewall the Committee in its
investigation by erroneously, but matter-of-factly, citing an internal department policy as a
preventative measure for denying access to documents have only enhanced suspicions that such
officials have played a role in reckless decisions that have put lives at risk. The Committee
continues to pursue this matter vigorously, in part, because concerned individuals have indicated
they do not have confidence in the Department’s ability to review the actions of its own top
officials. The attachments to this letter represent but a small sample of myriad relevant and
responsive documents.

The Committee’s request for documents has been pending since March 16, 2011.
Senator Charles Grassley’s requests have been pending since January. Even if a legal basis did
exist for withholding documents, the first step in evaluating this argument and the basis for a
meaningful conversation between the Committee and the Department of Justice would be the
production of a log of documents responsive to the subpoena with a specific explanation as to
why you cannot produce each document. The Department has failed to provide any such log.
Without such a log, the Committee is unable to consider the validity of any potential claim of
privilege.

While I am certainly sensitive to protecting the integrity of pending criminal
investigations, the Department has not provided information to substantiate its claims or
produced other documents unrelated to specific cases. Therefore, I am hereby informing you
that the Committee intends to enforce the subpoena issued to you on March 31, 2011. If you do
not comply with the subpoena, the Committee will be forced to commence contempt
proceedings.
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If you have any questions about this matter, please contact Ashok Pinto or Henry Kerner
of the Committee staff at (202) 225-5074.

D rell Issa
Chairman

Enclosures

cC! The Honorable Elijah E. Cummings, Ranking Member

The Honorable Charles E. Grassley, Ranking Member,
U.S. Senate, Committee on the Judiciary
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Sent: Wednesday, January 13, 2070 10:39 AM

To: . )

Ce: '

Subject: Suspact Person Entrles - IN# 7851 16-10 S (VCAB

Attachments Suspect Person Entries, - IN# 785115-10-Vlllk (VCA pdf, FTS Queries - IN#
786115-10.- SRV CAB# R .pd. OSI!-Survey Form (3) (2).pdf;
FIREARMSDATARESTRICTIONS - FY08.pdf

Dear ———

Per your request,--ave been added to the Suspect Person Database for IN# 7851 15-10-P Altached are
PDF files based bn queries executed In the Fitearms Tracing System (FTS), and a Suspect Person Information Report
revealing the information curmently entered Into the ‘Suspect Parson Database for this investigation. Please see balow for
a summary of ths Information found within the FT8. - '

By entering these subjects into the Suspect Person Database, querios of the FTS will be conducted on a monthly basis
and any new assoeciations will be forwarded to you. ' If you should have any questions or rieed assistance, please feel free
to contatt me at the number below.

When information is provided by e-mail, a copy is also provided to the Intelligence Group Supervisor and designated FIST
(Field Intslligence Suppaort Team) member. .

654
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C.
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Please be advised that the Consolidated Appropriatiors Act of 2009, Public L. 111-8, which bacame effective on Mareh 12, 2009,
resiricts the disclosure of any pari of the conlents of the Firearms Tracing Systen or any information required 10 be kept by Federal
Firearms Licensees. I'ur.vuanf 10 18 USC 923(g), or required to be reparted pursuant to 18 USC 923(g)(3) and 923(g)(7). -

The mformal:’on which is bemg providad per your request, is for official law enforcement yse only and may only be dimminated by
ihe Bireau of Alcofiol, Tobaceo, Firearms and Explosives (o a Federal, State, local, iribgi, or joreign law.enforcement agency, or a
Federal, State, or local prosecutor, solely in connection with and for use in a criminal iyvestigation or prosesution; or a Federdl
‘agency for a-national security or intelligence purpose. This disclosure restriction shall not be construed to prevent the sharing or
.exchange of suck information among and between Federal, State, local, or foreign low enforcement agencies, Federal, State, or local

..'IjJrOsecu:ors, and Federal national securily, intelligence, or counterterrorism officials; or the publication of statistical aggregate data -

viggarding firecrms traffickers and trafficking channels, firecrms misuse, felons, and,trafficking investigations, If you have questions
rvegarding these restrictions please contact ATF lagal counse! prior to disclosing tmy of the information provided in this

éorrespona’ence oﬂts;’de of ATF.

Please complete the attached OSIt Customer Sathfa tion Survey form. Click on the "Mail” box focated at the
bottorn of the form and then click an “Serd?y" Vg .

v

Sincerely,

Program Analyst .
Bureau of Alconol, Tobacca, Firearms and Explosives
Office of Strategic Intelligence and Information
Violent Crtme Dtelligence Division

Violent Crime Anulysis Branch
Main Office #: (304
Divect #: (204
Fox#: (304)

LI TN
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DEPARTMZENI‘ OF JUSTICE

SUBPECT GUN SUMMARY |
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U.S. Departoront ofwiee - Sigpificant InfoFmation Report '

anuofucohouohammmdmpmm L . Tt

Lo pamdiiwengio, T . : - x '
%’ i, FROM Phosaix Feld Division o , I
FMOFYI@l PﬁecnIxVIIPiathcha R Co R ' .
L CASEIFORMATION © ~,
CASR NU@ER{? 5_1f , v A . \'\.
. o . faM
’ L
smorsi“awmcgmnnmm‘mw L ' g

T » mi*monmmmcﬂm'x T,
© O Jroasy w,m-mm hros {3 AR, 47 vt s S & FRothie ores PFL, 0 Decomhor szoxo anemeshootmg
{5 Southerr ‘ArizopsJaw sitioteamont offiosisgdris’ mdumd_éssamkofthe area, Towo (2) oﬁlhe AKi-47

v« Geativobs WS, Borderi
' Vazisntﬁiiwgmmse & 01/14/3010 sette gayered u;memaunngztﬂssmﬁ

" O Deceatber 13, mm.nd ‘sébsequently intorvivwod mdanw(ndhxm ot phargos s;mmgﬁumms Iamary 16, 2010,
itted 20 ATF agerits that fié strawpurchesed these firearms ot an batidoaitied Hispanio wE& . .

ﬂmwmpumhm In
-mahcld ovcm(ghlmdm‘l?agm havcprepﬁicduormuualocmplaimfm ﬁvearmchsrgesxclaﬂngtethcstmpmhawox
,».mhrce (3) AX47 virtant rifles cn 01/16/2010 mdmrssmungﬁto a Federal Mﬁg:sh'&tctoduy{l?ﬂé/w) o
-" -—"l H
.‘. . #’
~ ‘/.
I" ‘\
/‘ ‘ 1
,', N \ B
. - : ' Py s
‘. .
e o '
. bige) of) S e T
’ 4



Employee 5 660

ATTACHMENT 4



Employee 5

DEPARTMENT OF JUSTICE
BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER

Phone:(300) . F2x:(G00)

Print Date:
FIREARMS TRACE SUMMARY

FOR OFFICIAL USE ONLY
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DEPARTMENT OF JUSTICE

BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER
Phone:(800) N  Fax:800) NN

Print Date:
FIREARMS TRACE SUMMARY
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DEPARTMENT OF JUSTICE

BUREAU OF ALCOHOIL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER
Phone:(300) [N Fax:o0) NN

Priut Date:
FIREARMS TRACE SUMMARY

FOR OFFICIAL USE ONLY
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From:

Bent; Friday, Aprl 02, 2010-10:31 AM

To: Hurlgy, Emory (USAAZY, Glitet!, Gearge T, Jr.

Cao Phoa-Group Vi

Subject: ‘Mo presssure but gerhaps an increased serise of wrgency...

R el R 4
958 killed in March 2010 {Most violent month since 2005)
@37 killed in January 2010
842 killed in December 2009

PR S RIS S S R SN I S

“ et me S oo Do C

187 murders in March, inciuding 11 policemen

thope this e-muail I5 well received I that it is not intended to imply anything other than that th: viclence In Mexico ts
savers and without balng dramatlc we have a serse of wrgency with regards to this Investigation. Qur subledts
puarchased 359 firearms during the month of March alone, to inclitde numerous Barrett S0 cafiber rifles, fhelieve we
are righteous i our plan to distmantle this entire arganization and to rush in to arrestany one parson without taking In
1o sceowdt the entire scope of the consplracy would he il advised o the overall good of the mission. |acknowledge that
wis graatlin agreement that 1o do 5 proderly tequires patience and plamming. by the event However thet there is
anything v can do o facilitate o Hrmely response or tamiaround by others we should communicate ous sense of wrgency
with ragard to THi matter.

Thanks for everyore’s tontinund stippart In this endeavor,

!roup &wisor

Phoenix Soup Vil
02
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Phoenix Group VII

(GRIT/SWB Firearms Trafficking)

8 a8t This OUDETF case is a large scale firearms
trafficking case with the firearms bemg 1*ecovm~ed either in the Republic of Mexico or on/near the
US/Mexico border (E1 Paso, TX, Nogales, AZ, Douglas AZ, ete) To date over l ‘300 ﬁrearms have
been purchased since Qctober 2009 for vvg 8
trafisactions at various Phoenix area FELs.

case against various individuels but more specifically o make the bigger connection to the
Mexican CartelDrug Trafficking Organization (DTO) obtaining these firearms for the best possible
case and the most severe charges when it is:tims fo ladict this case.
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—— Page 10f 5

Ongoihg ATF investigation

€ messages

S0 Tue, Apr 13, 2010 at 9:24 AM
Pl Cooperating FFL 7 Ap

ATF Agent @uUsdol.govs, ATF Agent
ATFE Agent BUSAdoLgove

Cooperaling FFL

DUstoj.govs,

| understand that the frequency with which soins individuals under investigation by our offive have been
purchasing firearms from your husiness has caused cancerns for you, |totally understand and am not in a
posifion to tell you how to run your business. Hawaver, if it helps put you at sase we (ATF) are continually
monitoring these suspects using a.variety of investigative technigues which I-sannot go into detail. We are
working in conjunction with the United States Attorney's Office (Federal Prosecutors) to seclrs the most
comprehansive case Involving the different facets of this organization. If it puts you at éase | can schedulg a
meeting with the Attorney handling the case and myself to {urther discuss this lssue. Just know that we

vannot instruct you on how ta run your business but yaur continued cooperation with our office has greatty
aided the investigation thus far.

Thanks again and please let me know how | can be of service tg you.

Respeotfully,

Group Supervisor

Pheenix Graup Vi

Cooperaiing FFL
TD: @ 0 Qo
[l Cooperating FIFL ATF Agent Dusdol.govs,
[LI500].goVvs, ATFE Agent @usdaj.govs,

Tue, Apr 13, 2010 at 1:29 PM

Cooperating FFL
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Let me start by saying tl]an’k you for the email and as always we wWill do what we tan to continue to work with
you.and the ATF on Project Gun Runner. Qur goell is to develup a system to get you {ATF) what you need in
the mast efficient manner possible. For us, we were hoping to put together something iike & letter of
understanding 1o glieviate concerns of some type of recoyrse againt us down the road for selling these itemns.
We just want to make sure we arg Cooperating with ATF and that we are not Viewed as selling ta bad guys. If

Respectiully,

Mail Delivery Subsystem <maller-daemon@googiemail,corms Tue, Apr 13, 2010 at 1:20 PM
Te! “

Dedivery to the following reciplent tailed permanenthys

Technical details of permanent failure;
Message rejected. Please visit hittp
Senders Guidelines.

il. il to review our Bulk Email
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mA | Cooperating FFL
To; ! D USHO], dovs
e Cooperating FFL | ATF Agent | @ustiol.aovs
ATF Agent : AUSA0),Q0V>, /\TFAgem Dusdol.qovs,

Cooperating FFL

Let me start by saying thank you for the emall and as aiways we will do what
we can ta continue to work with you and the ATF on Project Gun Runner, Our
goal is to develop a aystem 1o gét you (ATF) what you need in the most
efficient manner possibla. For us, we were hoping to put together

something like a letter of understanding to alleviate congems of some type

of recolrse againt us down the road for selling these items. We Just want

1o make sure we are cooperating with ATF and that we ere not viewed

as selling to bad guys. if you and the rass Attorney are fres to meet some
time this week or next, thal would be great, | am out of town Friday of

this week and have meetings Thursday afternoon bist am open other than that
and ) am open next week. Please let me know what would work best for yau,

Thank you again and | look farward to mesting.

Respectiully,
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Cooperating FFL

Tue, Apr 13, 2010 at 1:31 PM

~ AtH-Agent

L Thu, Apr 15, 2010 at 9:23 AM
or

Ce: IV Y TI— o] o>,
o <0} 50> N Qusdd) gov>

Cooperating FFL

Cooperating FFL

We at ATF consider e Eiinay e to be our aliey in Project Gunrunner 8WB Initiative

and appreciate your cooperafion with us in regards to this (and all) law enforcement matters. | have
inquired from the Assistant United States Attorney (AUSA) handiing this case as to his availabllity to
meet with you next week. He is checking his schedule and | expect to hear from him soon,
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Thanks again and please contact me any fime with questions or concerns,

Group Supervisor
Phoenix Group V|

co2- I

From:

Sent 1113, 2010 1:30 PM
To|

(WRICooperating FFL | ATF Agent ATF Agent |

Subject: Re: Ongoing ATF Investigation

ATF Agent Cooperating FFL

Thu, Apr 15, 2010 at 10:39 AM

sdaj.gov>, RV E
' usdoj.gov>

Thank you for the kind words. and the continued suppart. We will cantinue handling the transactions as we
have in the past until we meet. If there is anything'you need in the Interim please don't hesitate to ask,

See you saori.

Respecifully,

“ooperating FFI

Y 711"
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Fox News report

3 messages

Thu, Jun 17, 2010 at 11:56 AM
o usdoj.govs

I hape this email finds you well.

As per our discussion about over communicating | warttsd to share some congerns that came up,
Tuesday night | waiched a sagment of & Fox News report about firearms and the borde

frearms that were soid per-our conversation with
you and various ATF agents could or would ever eng up south of the border or in the hands of the bad

guess.| aim laoking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
itis an ongolng investigation so there is limited infarmation you can share with me. But as | sald in our
meeting, | want 1o help ATF with its Investigation but not at the risk of agents safely hacause | have soms
very close friends that are US Borger Patro] agents in southern AZ as well as my concemn for all the agents

safety that protect our country. If possible please emall me back and share with me any reassurances that
you tan,

AS always thank you for your time and | send this emall with a)l respect and a hari feit coacern to do the right
thing.

Respsctfully,

Fri, Jun 18, 2010 at 2:25 PM
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with
you. If possible | have

v N am—— ot Tiesday, Junie 22, 2010. Any
chance you aro available that day around 10:00-10:30 am?

Thanks,

Fron;

Sent: Thursd ne 17, 2010 11:56 AM
To:ﬂ
Subject: Fox News report

Cooperating FFL
g Cooperating FFL

Mon, Jun 21, 2010 at 9:34 PM
—

@ustaj,goy>

i am back Intawn. if you are still free to meet on the 22nd arcund 10 and thare for a few
hours. Please stop by if you are available, if iot let me know when we can reschedule.

Thank you,

Cooperating FFL

Sent fram my Verizon Wirelass BlackBerry

From: | -
Date: Fri, 18 Jun 2010 1 7%

FEA T T

675
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From:
Sent;
To:
e : :

Bubject: e Dushect ‘atabases BLETGOTHIS
Aftachments: SGFR317 “pdf Suspect Person, doe:

Soea-wosnies, I

I am pot suge 1f you veeeived #n answer ho faseay anwixy én to the

“%uwmw Dﬁztﬁh&xem

The Buspery Persen Detabkase, this is Hendlied By the vmmm Crime
nalyeis Branchi {VEABY., T lave aftached & copy of both shbmisaion

Fomms for your seview and conpletism, For additmzwl information on

suspect “Parson”. plusse vcontach i— Tur

additional assistance at VOAE; phons 3534*—

Suspect Gun - Entries made to this program fee frearms that have “WAT" been recovered by
law enforeement but suspected to eventually be used in wiminal sctivity.

Onee the firaarms are entered In the system, you witl regelve & repart, sepresentative of the firearm
informatian that was provided. Forthe trace to be u "hit", all of the waspon knforrmation must wetel;
that Is, the manufacturer, weapon fype, ealiber and serlal aa:a«mharfﬁ: g NTC receives § Trace requast
Tror gy of the firearms submieted, e Suspect Gun Prograns will adyise o wpon email agiflcetion o
Ictsde Requestor infordatlon, 115 part of pur procedures of Susped Gunto obitdln the Suspect Bun
Case Status when s lnesaiing Trace ks submiltied tothe NTC oty an Achve Suapect Gun Uase, regardless
of the Trace requestor: At this point the trace will be hald pending apst weltten kerifiestion from the
SuspectGun cas: agent:

The Bugpect Gun Datdbase 14 beneficial 1o the i enfarcement in providing messtigative leads
when dealing with fresrms traffiéldng and strawe pamhascra, This information can also b
shated babween faw enforcement sgencies for comparing recoids or ongoing havestigatioas.
ﬂbecking frane tequasts against t}:ee Suspect-Gun Datubaszalso-saves vatuable tme o
progessing trace fequests. :

tyou are submitting a-Jarge st of firearms it would be best 1o bave an sttached Word or Excel document detaliingzhe
PR, Mentifying each firearhy {eomplete wespon-description), kchale the mm:haser HE avallablel, purchase gate [#
syallahle] and 71, lnvielved (if available) for the purchase.

Please be admeﬂm ’;w}Suspeci Gon Program reauires an. ac'km ATE tnvestleation purmber forentry: Inte the Suspect
Gun Dtabase GUn Dataliase isneral 14 sembers, gase 7650u5 0"2- gre nejonger accepted} Hso indicate. \Agethe
gr hotiha National‘fmcmg Cepter(NTC) ghan felease Trce, h SLory £ otherfequestons

indge sede that an %.lpL!ihxd Suspend Tun suhrmsw i fodrm hos Beon atterhed for futive subedistnes whilth cag be
taxed to S0 o pmaiicd directly 2o our Suspect Gun pmail Box through putlook at

At inforraaBien cagerding thiz Theft, Sislthle Sufe arelfor iy ather Troce mapests oo he sbtalnsd by viing g‘nme.
in the gvent e’ You do sre Bove Roress, weoest eun Be requesied by Sontaiting the B-Trooe Adnvsistraior ot 3
B - vim et o [ - i e 2vent that you tho hot fove twness, tecess ca be requasted hy
sonsacting the taw Brforcement Support Branch at 30 NINEE o s I

I8



ATTACHMENT 9

678



Employee 5

679
L I——-—
From; I
Sent; onday, May 03, 2010 11:13 AM
To: Phoe-Group Vit
Subject: Just an F¥l,..
b4 t viole onth durl Lald administration with ¥,231 sxecutions, Thisis
more than twice that accumtilated in the same month In 2009 {860 dead}and Tive times that of 2008 (270),
I
Group Supervisor
Phoenix Group ¥l
&0z
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From:

Bent: Friday, March 12, 2010 7:34 Pid

Tot Phos-Braup VI

Bubject: Monday Mombig Meeting, Strike force 9:30am
Toall

it has boen brought to mw attention that there may be 2 schism developing amongst the group. This Is the time we all
nized to pull together not drift agart, We are all entitled to our respective {albeit differerit) opinions however we all
need to get along and realize that we have a n¥ission 1o accompilsh,

tam thritfed ang proud that aur Group Is the Frst ATF Southwest Border Group In the sousntry to b JII B
On that note | thenk everyone for their afforks thus far and applaud the results we have achieved s a-short amount of
time,

Whether yau ¢are or not people of rank and authority at HG are paying those attention o this cuse and they also batleve
we {Phoenix Growp Vi) are dolng what they envisioned thie Southwest Border Groups daing, %t may sound cheesy bt
we are "The Hip of the ATF spear” w’fm ftcomes to Southwest Border Firearms Trafticking.

We reed io rasolve our issues st this omsatiing. | wilf bedamned if this case Is going to suffer due to petly arguing,
Fumors or sitier adolewent behavior,

‘fdon't krowe what all the fssues ars But wirare all aduits, we are alk professionals, and we have 2 gxeiting opporiunity to
use the biggesttool in ourfaw enforcetnent ool liox. Wyow don’t think this s fur yow're i the wrong e of work -
period| Thislsthé pinnacls of domiestic LS. b enforcement teclmigues. After this the tool baxlseinpty. Maybe the
Marcopa County Jail is hiring detentipn officers and you can get paid 530,000 {instead of $100,000) to serve lunch to
inmates all day,

One last peint is that we have many of our brother and sister ATF agents toming tnte taven ta assist us o this case, We
have to put our best effort forward and lead by example. No one wants to leave their familles behind, or leave thelr
case work behind to come hélp someone who doss ever appreciate thelr snerifica,

We nged To get over tils bump in the road once sad for all and get.on withy the mission athand, Thiz can be the most
fun ypu Have with ATF, the caly amé limiting the ameunt of fun we have i youl

Graup Supervisor
Phoaniz Group W

602 .



ATTACHMENT 11

682



Employee 5 683

ELS. Bepartment of Justice Report of Investigation
Buresy of Afcofial, Tobnoeo, Flrogemgand Bxplostvey )

Thie of Jnvestigation: . Invasiigation Nu 0 Report Numbar
—— 7RG i

BUMMARY OF EVENTS: . N

NARRATIVE;

TEepared by TRl e — '7 - ~ T-Signature: Bate:
Specinl Apeat, Phoenix VI Feld Office
T ¥le: Slgnatars: §:07

Group Stpervisar, Phoenty VI Fleld Qffles

Second level eviawar (optonsl): Bighaburs: “Pat:

T Tile:
Wiltimm B, Newell Specind Agentin Charge, Phoenix Field Division

Page L of 2 ATTF BF 31282 (135 }
For (Hsidl Uss Only
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Titls of avastigation: . 1 Tnvastipation Number: HeportNumbor:
I 78511590

i

L.

ATTACHMENTS:

1,

o)

EXHIBITS: '

1,

Piges 2012 ATFEF 3120341
Far Qificial Use Only
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U.5. Department of Justice Report of Investigation
Buau of Algolial, 'Tabreo, Firesrms and Explosives

]

Tileof Investigaticn: investigation Numter. Report Nuriber|
EE— ool |1

SUMMARY OF EVENT:

NARRATIVE:

Praparadby. ) Tite: ) F Slgnature; Date:
T Specisl Agent; Phoanix VI Piald Office
' Tite; Slonalure” Cab:
_ Gronp Superviser, Phosnix VIT Bield Office
“Gecond [ayel reviewer, (oplioal); Tillay ) _ Sighalure: Tris:
Willinm D, Neavell - - Speolsl Agenvin Charge, Phoenix Holdidiviaton | -
Poge 1 0i'2 ATE RE 3130 2 1

Far Offictal Tse Onty
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e TRveatightion Number- R Nahar
——— ' 75511540 Il i

Pope20t2 ATF BF 31202 {10 )
[Ror Ottt Lse Only
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U8, Depitvtatgsic pFJuktice. Report of Investigation
B of Akiohol, Tolincoo, Fhrasms and Explosives

Title of investgation: v Inyestigation Number: Repoit 7777
I [ Tostroto g i

SUMMARY OF EVENT:

NARRATIVE:
1

Propared by.- , Vlt_hf: . ) S N Signatiwe; Bsia:
& Rpeoinl Ageay, Phvaniz VE Ffield Office:
? Tl ) ) Signatute: Date:
“ Group Supervisi, Pheeatx VI Field Office
Beoond Havel Hniewer (opuonal: ' T, “Signatire; ‘Bate
William D. Newell Specinl Aggntin (hanie, Phoenik Fiel@ Divigion
Page 1 of2 ATF BE 21202 O

Por Offieiat 1se Only
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“ila of investgation: = :lﬂmﬂg_al],on“umbqr, “Report Kimer.
P 785116-10 i

ATTACHMENTS:

I._

EXHIBITS:

¥

Page Zof2 ~ ATEEP sue.:{u_
Far Official USe Only



DARRELL E. ISSA, CALIFORNIA

charzmployee 5

DAN BURTON, INDIANA

JOHN L. MICA, FLORIDA

TODD RUSSELL PLATTS, PENNSYLVANIA
MICHAEL R. TURNER, OHIO

PATRICK McHENRY, NORTH CARCLINA
JIM JORDAN, OHIO

JASON CHAFFETZ, UTAH

CONNIE MACK, FLORIDA
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April 20, 2011

Bureau of Alcohol, Tobacco, Firearms, and Explosives
99 New York Avenue, NE

Washington, DC 20226

Dear Acting Director Melson:

ELIJAH E. CUMMING ARYLAND
RANKING MINOR{ IMBER

EDOLPHUS TOWNS, NEW YORK

CAROLYN B. MALONEY, NEW YORK

ELEANOR HOLMES NORTON,
DISTRICT OF COLUMBIA

DENNIS J. KUCINICH, OHIO

JOHN F. TIERNEY, MASSACHUSETTS

WM. LACY CLAY, MISSOUR!

STEPHEN F. LYNCH, MASSACHUSETTS

JIM COOPER, TENNESSEE

GERALD E. CONNDLLY, VIRGINIA

MIKE QUIGLEY, ILLINOIS

DANNY K. DAVIS, ILLINOIS

BRUCE L, BRALEY, IODWA

PETER WELCH, VERMONT

JOHN A. YARMUTH, KENTUCKY

CHRISTOPHER 8. MURPHY, CONNECTICUT

JACKIE SPEIER, CALIFQRNIA

The Committee on Oversight and Government Reform issued a subpoena to you on
March 31, 2011. The subpoena instructed you to produce documents pertaining to Project
Gunrunner and Operation Fast and Furious, conducted by the Bureau of Alcohol, Tobacco,
Firearms, and Explosives (ATF). I wrote to you on April 11,2011 to reiterate that, “[a]bsent a
valid assertion of executive privilege over the materials sought, I expect you to produce the

things identified in the March 31, 2011, subpoena’s schedule by the return date.”! The April 13,
2011 deadline for compliance has passed without production of any documents.

I am disappointed that you have failed to produce any documents that would meet your
legal obligations by the subpoena’s April 13th deadline. Instead of documents, after the deadline
passed, I received a letter from Assistant Attorney General Ronald Weich. Mr. Weich did not
assert a claim of executive privilege in withholding all documents from the Committee. Instead,
the Department’s response again restated its lack of production was due solely to the
Department’s internal policy relating to “ongoing law enforcement investigations,” “pending
criminal investigations,” “on-going criminal investigations,” and “open criminal investigative
files.”? Absent a claim of executive privilege, these vague assertions are not a valid basis for
your decision to withhold documents.

! etter from Rep. Darrell E. Issa, Chairman, H. Comm. on Oversight & Gov’t Reform (OGR), to Kenneth E.
Melson, Acting Director, ATF (Apr. 11, 2011).

2 Letter from Ronald Weich, Assistant Attomey General, DOJ, to Rep. Darrell E. Issa, OGR Chairman (Apr. 13,
2011) (hereinafter Weich Letter).
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Mr. Weich’s April 13, 2011 letter focuses almost exclusively on a general Department
policy regarding pending criminal investigations. It is unclear to which specific criminal
investigations Mr. Weich is referring. Such a blanket prohibition, if accepted, would conceal the
entirety of Project Gunrunner and Operation Fast and Furious from legitimate congressional
scrutiny. This is unacceptable. As a co-equal branch of government, Congress has a right, even
a constitutional obligation, to conduct oversight of the Executive Branch, including the
Department of Justice.

Over the past 85 years, the U.S. Supreme Court has consistently ruled the investigatory
power of Congress is essential to the legislative function,” and the Court has gradually expanded
that power." Pointedly, the Supreme Court has also weighed in on the Department of Justice’s
internal policy of withholding documents to Congress that pertain to open criminal
investigations:

It may be conceded that Congress is without authority to compel
disclosure for the purpose of aiding the prosecution of pending suits; but
the authority of that body, directly or through its committees to require
pertinent disclosures in aid of its own constitutional power is not abridged
becali_se the information sought to be elicited may also be of use in such
suits.

The Department’s internal policy to withhold documents from what it labels pending criminal
investigations may not deprive Congress from obtaining those same documents if they are
pertinent to a congressional investigation — particularly in a matter involving allegations that
reckless and inappropriate decisions by top Justice Department officials may have contributed to
the deaths of U.S. and Mexican citizens.

Let me be clear. The Committee is not seeking these documents from the Department of
Justice in furtherance of the prosecution of pending suits. Rather, we are seeking these
documents in furtherance of the proper use of our constitutional authority. Sometimes, we may
take a deferential approach to the Department when we are both investigating a third-party’s
wrongdoing. Here, however, we are not conducting a concurrent investigation with the
Department of Justice, but rather an independent investigation of the Department of Justice —
specifically, of allegations that the reckless and inappropriate decisions of Department officials
have created a serious public safety hazard. We are asking for documents that relate to decisions
such officials made. Congress is legally entitled to all of these documents.

There are several prominent éxamples of Congress investigating the conduct of the
Department of Justice while the Department proceeded simultaneously with criminal or civil
probes:

3 McGrain v. Daugherty, 273 U.S. 135 (1927).
* Watkins v. United States, 354 U.S. 178 (1957); Barenblatt v. United States, 360 U.S. 109 (1959).
* Sinclair v. United States, 279 U.S. 263 (1929).
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e Starting in 1922, Congress investigated “charges of misfeasance
and nonfeasance in the Department of Justice™ at the same time
that the Department of Justice failed to prosecute meritorious cases
against Department of Interior employees stemming from the
Teapot Dome Scandal.

e In 1992, a House subcommittee investigated a Department of
Justice plea bargain regarding environmental crimes committed by
the company that managed the Rocky Flats nuclear weapons
facility.’

e In 2004, the House Committee on Government Reform
investigated allegations that agents in the FBI's Boston regional
office knowingly permitted informants to commit nearly two dozen
murders while they were acting as informants. At the time of the
congressional investigation, cases were still pending against the
Department of Justice.®

In each of these instances, Congress was able to obtain a substantial amount of responsive
documents to aid its investigation. There is no constitutional, statutory, or case law authority that
permits the Department of Justice to withhold documents from Congress due to the pendency of
a criminal probe.

Assistant Attorney General Weich’s most recent letter also noted that the Department of
Justice “made available documents for review prior to [the subpoena deadline].” This
statement, however, is misleading. The Department made only four documents available for an
in camera review at Department of Justice headquarters. The viewing consisted of the following
materials:

1. Southwest Border Initiative Project Gunrunner, December 2007.
ATF’s Project Gunrunner and OCDETF (Organized Crime Drug Enforcement Task
Force).

3. Memorandum to all ADs and all Field Ops Personnel, from AD Field Ops.

4. Project Gunrunner — A Cartel Focused Strategy, September 2010.

These documents were quite general and largely unhelpful as none of them directly pertain to
Operation Fast and Furious. This is not surprising considering that the Department of Justice
believes it is “not in a position to disclose such documents, nor can [DOJ] confirm or deny the

® McGrain, 273 U.S. at 151.

’ See Environmental Crimes at the Rocky Flats Nuclear Weapons Facility: Hearings before the Subcomm. on
Investigations and Oversight of the House Committee on Science, Space, and Technology, 102nd Cong., 2d Sess.,
Vols. L and 1I (1992).

8 Everything Secret Degenerates: The FBI’s Use of Murderers as Informants, H. Rept. 108-414, 108th Cong., 2d
Sess. (2004).

? Weich Letter, supra note 2.
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existence of records in [its] ongoing investigative files.”'® Undeterred by the Department’s
refusal to produce documents, the Committee has been able to confirm independently that such
documents do in fact exist. Attached to this letter are several documents the Committec has
obtained indicating not only that the Department and ATF were aware that straw purchasers were
consistently and illegally buying assault rifles and other weapons, but that they also failed to
prevent their disappearance. Tragically, some of these weapons ATF represented it was tracking
ended up at crime scenes, including at the locations of the murders of Border Patrol Agent Brian
Terry and Immigrations and Customs Enforcement Officer Jaime Zapata.

Attachment 1 is a January 13, 2010 e-mail from an ATF employee containing a list of 42
names added to the Suspect Person Database. One of these names is Jaime Avila. Attachment 2
shows a Suspect Gun Summary for three WASR-10 rifles that Jaime Avila bought just three days
later, on January 16, 2010. These guns were entered into ATF’s database on January 19, 2010.
Attachment 3 is a Significant Information Report regarding the murder of Brian Terry. The
Report states that “[t]wo (2) of the AK-47 variant rifles purchased by AVILA on 01/16/2010
were recovered in the area during” the search after Terry’s murder. This document demonstrates
that ATF knew straw purchasers were acquiring weapons and failed to track those weapons. As
an apparent result, a U.S, federal agent lost his life.

, Attachment 4 shows the results of three Firearms Trace Summaries for Ranferi Osorio

and Kelvin Morrison, his neighbor. One of the weapons recovered at the murder scene of Jaime
Zapata was traced to a purchase made by Otilio Osorio, Ranferi’s brother.!! The Attachment
shows that not only did Ranferi Osorio and Kelvin Morrison purchase assault rifles, but these
weapons had shown up at crime scenes, as indicated by the “Time to Crime” section of the
Firearms Trace Summary. Both the Department and ATF knew that weapons were turning up at
crime scenes, yet did not act. This is even more egregious when read in conjunction with an e-
mail from Group VII Supervisor David Voth, as shown in Attachment 5. In the e-mail, Voth
says:

[W]ithout being dramatic we have a sense of urgency with regards to this
investigation, Our subjects purchased 359 firearms during the month of
March alone, to include numerous Barrett .50 caliber rifles. 1 believe we
are righteous in our plan to dismantle this entire organization and to rush
in to arrest any one person without taking in to account the entire scope of
the conspiracy would be ill advised to the overall good of the mission.

As a result of this “plan,” another U.S. federal agent may have also lost his life.

Attachment 6 presents a summary of the number of firecarms purchased with ATEF’s
knowledge during the pendency of Operation Fast and Furious. The amount of firearms is a
staggering 1,500 (minimum) heavy-duty weapons. Attachment 7 is an e-mail exchange between
a Federal Firearms Licensee (FFL) and ATF in which the FFL expresses concern over the

10 L etter from Assistant Attorney General Ronald Weich to OGR Chairman Darrell E. Issa (Apr. 8, 2011).
11 See Press Release, Department of Justice, Three Dallas-Area Men Arrested on Federal Firearms Charges Related
to Trafficking Firearms to a Mexican Drug Cartel (Mar. 1, 2011).
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frequency of guns sold, and the strong possibility guns sold to straw purchasers would end up in
Mexico or “in the hands of bad guys.” ATF, in conjunction with the Department of Justice,
assures the FFL that there are safeguards in place to prevent this from happening. This claim is
belied, however, by an e-mail (Attachment 8) showing that ATF knew that many of these 1,500
firearms would “eventually be used in criminal activity.” As clearly seen in Attachment 9, the
Group VII Supervisor was fully aware that violence in Mexico was extremely high, yet failed to
alter ATF’s approach. Attachment 10 is a forceful e-mail indicating that officials at ATF
headquarters were “paying close attention” to Fast and Furious. Contained in Attachment 11 are
detailed Reports of Investigation tracking suspected straw purchasers as part of Fast and Furious.
These reports preceded the murders of Brian Terry and Jaime Zapata by several months.

~ It is nearly unfathomable that our government would allow straw purchasers to illegally
acquire automatic weapons and transport them into Mexico, in furtherance of an ATF-led and -
inspired investigation. As I understand Department of Justice operations, such programs would
require the approval of top officials. The Committee’s experience in dealing with the
Department is that it is a deliberate, methodical organization and is not agile. As such, officials
at the highest levels of the Department more than likely made these decisions — with all due, if
misguided, consideration.

Efforts by the Department of Justice and ATF to stonewall the Committee in its
investigation by erroneously, but matter-of-factly, citing an internal department policy as a
preventative measure for denying access to documents have only enhanced suspicions that such
officials have played a role in reckless decisions that have put lives at risk. The Committee
continues to pursue this matter vigorously, in part, because concerned individuals have indicated
they do not have confidence in the Department’s ability to review the actions of its own top
officials. The attachments to this letter represent but a small sample of myriad relevant and
responsive documents.

The Committee’s request for documents has been pending since March 16, 2011.
Senator Charles Grassley’s requests have been pending since January. Even if a legal basis did
exist for withholding documents, the first step in evaluating this argument and the basis for a
meaningful conversation between the Committee and the Department of Justice would be the
production of a log of documents responsive to the subpoena with a specific explanation as to
why you cannot produce each document. The Department has failed to provide any such log.
Without such a log, the Committee is unable to consider the validity of any potential claim of
privilege.

While I am certainly sensitive to protecting the integrity of pending criminal
investigations, the Department has not provided information to substantiate its claims or
produced other documents unrelated to specific cases. Therefore, I am hereby informing you
that the Committee intends to enforce the subpoena issued to you on March 31, 2011. If you do
not comply with the subpoena, the Committee will be forced to commence contempt
proceedings.
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If you have any questions about this matter, please contact Ashok Pinto or Henry Kerner
of the Committee staff at (202) 225-5074.

D rell Issa
Chairman

Enclosures

cC! The Honorable Elijah E. Cummings, Ranking Member

The Honorable Charles E. Grassley, Ranking Member,
U.S. Senate, Committee on the Judiciary
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Sent: Wednesday, January 13, 2010 10:39 AM

To: . )

Ce: '

Subject: Suspact Person Entrles - IN# 7851 16-10 S (VCAB

Attachments Suspect Person Entries, - IN# 785115-10-Vlllk (VCA pdf, FTS Queries - IN#
78611510 WR(VCAB/ . . OSII-Survey Form (3) (2).pdf:
FIREARMSDATARESTRICTIONS - FY00.pdf -

Dear ———

Per your request,-_wave been added to the Suspect Person Database for IN# 7851 15-10-’ Altached are
PDF files based bn queries executed In the Fitearms Tracing System (FTS), and a Suspect Person Information Report
revealing the information curmently entered Into the ‘Suspect Parson Database for this investigation. Please see balow for
a summary of ths Information found within the FT8. - '

By entering these subjects into the Suspect Person Database, querios of the FTS will be conducted on a monthly basis
and any new assoeciations will be forwarded to you. ' If you should have any questions or rieed assistance, please feel free
to contatt me at the number below.

When information is provided by e-mail, a copy is also provided to the Intelligence Group Supervisor and designated FIST
(Field Intslligence Suppaort Team) member. .

697
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Pl

C.

Please be advised that the Consolidated Appropriatiors Act of 2009, Public L. 111-8, which bacame effective on Mareh 12, 2009,
resiricts the disclosure of any pari of the conlents of the Firearms Tracing Systen or any information required 10 be kept by Federal
Firearms Licensees. I'ur.vuanf 10 18 USC 923(g), or required to be reparted pursuant to 18 USC 923(g)(3) and 923(g)(7). -

The mformal:’on which is bemg providad per your request, is for official law enforcement yse only and may only be dimminated by
ihe Bireau of Alcofiol, Tobaceo, Firearms and Explosives (o a Federal, State, local, iribgi, or joreign law.enforcement agency, or a
Federal, State, or local prosecutor, solely in connection with and for use in a criminal iyvestigation or prosesution; or a Federdl
‘agency for a-national security or intelligence purpose. This disclosure restriction shall not be construed to prevent the sharing or
.exchange of suck information among and between Federal, State, local, or foreign low enforcement agencies, Federal, State, or local

..'IjJrOsecu:ors, and Federal national securily, intelligence, or counterterrorism officials; or the publication of statistical aggregate data -

viggarding firecrms traffickers and trafficking channels, firecrms misuse, felons, and,trafficking investigations, If you have questions
rvegarding these restrictions please contact ATF lagal counse! prior to disclosing tmy of the information provided in this

éorrespona’ence oﬂts;’de of ATF.

Please complete the attached OSIt Customer Sathfa tion Survey form. Click on the "Mail” box focated at the
bottorn of the form and then click an “Serd?y" Vg .

v

Sincerely,

Program Analyst .
Bureau of Alconol, Tobacca, Firearms and Explosives
Office of Strategic Intelligence and Information
Violent Crtme Dtelligence Division

Violent Crime Anulysis Branch
Main Office #: (304
Divect #: (204
Fox#: (304)

LI TN
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U.S. Departoront ofwiee . Significant Information Report '
Buirepu ofuuhogrohammmdmmm L. Tt Sl boe

l.'nll.
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DEPARTMENT OF JUSTICE
BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER

Phone:(300) . F2x:(G00)

Print Date:
FIREARMS TRACE SUMMARY

FOR OFFICIAL USE ONLY
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DEPARTMENT OF JUSTICE

BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER
Phone:(800) N  Fax:800) NN

Print Date:
FIREARMS TRACE SUMMARY
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DEPARTMENT OF JUSTICE

BUREAU OF ALCOHOIL, TOBACCO, FIREARMS AND EXPLOSIVES
NATIONAL TRACING CENTER
Phone:(300) [N Fax:o0) NN

Priut Date:
FIREARMS TRACE SUMMARY
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From:

To: Hurlgy, Emory (USAAZY, Glitet!, Gearge T, Jr.

Cao Phoa-Group Vi

Subject: ‘Mo prassure But perhaps an inereased serise of argency..,

R el R 4
958 killed in March 2010 {Most violent month since 2005)
@37 killed in January 2010
842 killed in December 2009

PR S RIS S S R SN I S

“ et me S oo Do C

187 murders in March, inciuding 11 policemen

thope this e-muail I5 well received I that it is not intended to imply anything other than that th: viclence In Mexico ts
savers and without balng dramatlc we have a serse of wrgency with regards to this Investigation. Qur subledts
puarchased 359 firearms during the month of March alone, to inclitde numerous Barrett S0 cafiber rifles, fhelieve we
are righteous i our plan to distmantle this entire arganization and to rush in to arrestany one parson without taking In
1o sceowdt the entire scope of the consplracy would he il advised o the overall good of the mission. |acknowledge that
wis graatlin agreement that 1o do 5 proderly tequires patience and plamming. by the event However thet there is
anything v can do o facilitate o Hrmely response or tamiaround by others we should communicate ous sense of wrgency
with ragard to THi matter.

Thanks for everyore’s tontinund stippart In this endeavor,
Group Supervisor
Phoenix Soup Vil

o2
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Phoenix Group VII

(GRIT/SWB Firearms Trafficking)

8 a8t This OUDETF case is a large scale firearms
trafficking case with the firearms bemg 1*ecovm~ed either in the Republic of Mexico or on/near the
US/Mexico border (E1 Paso, TX, Nopales, AZ, Douglas, AZ, st} To date gver L, 500 ﬁrearms have

been purchased since Qctober 2009 for vver one millior
{ransdctions at various Phoenix area FRLs.

case against various individuels but more specifically o make the bigger connection to the
Mexican CartelDrug Trafficking Organization (DTO) obtaining these firearms for the best possible
case and the most severe charges when it is:tims fo ladict this case.
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Ongoihg ATF investigation

€ messages

Sdol Tue, Apr 13, 2010 at 9:24 AN
L Cooperating FFL 7
ATF Agent @usdol.gov>, ATF Agent
ATE Agent

DUstoj.govs,
BUSAdoLgove

Cooperaling FFL

| understand that the frequency with which soins individuals under investigation by our offive have been
purchasing firearms from your husiness has caused cancerns for you, |totally understand and am not in a
posifion to tell you how to run your business. Hawaver, if it helps put you at sase we (ATF) are continually
monitoring these suspects using a.variety of investigative technigues which I-sannot go into detail. We are
working in conjunction with the United States Attorney's Office (Federal Prosecutors) to seclrs the most
comprehansive case Involving the different facets of this organization. If it puts you at éase | can schedulg a
meeting with the Attorney handling the case and myself to {urther discuss this lssue. Just know that we

vannot instruct you on how ta run your business but yaur continued cooperation with our office has greatty
aided the investigation thus far.

Thanks again and please let me know how | can be of service tg you.

Respeotfully,

Group Supervisor

Pheenix Graup Vi

Cooperaiing FFL
TD: @ 0 Qo
[ Cooperating FFL ATF Agent Dusdal.govs,
[LI500].goVvs, ATFE Agent @usdaj.govs,

Tue, Apr 13, 2010 at 1:29 PM

Cooperating FFL
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Let me start by saying tl]an’k you for the email and as always we wWill do what we tan to continue to work with
you.and the ATF on Project Gun Runner. Qur goell is to develup a system to get you {ATF) what you need in
the mast efficient manner possible. For us, we were hoping to put together something iike & letter of
understanding 1o glieviate concerns of some type of recoyrse againt us down the road for selling these itemns.
We just want to make sure we arg Cooperating with ATF and that we are not Viewed as selling ta bad guys. If

Respectiully,

Mail Delivery Subsystem <maller-daemon@googiemail,corms Tue, Apr 13, 2010 at 1:20 PM
Te! “

Dedivery to the following reciplent tailed permanenthys

Technical details of permanent failure;
Message rejected. Please visit hittp
Senders Guidelines.

il. il to review our Bulk Email
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mA | Cooperating FFL
To: d @ SO0L gOv>
e Cooperating FFL | ATF Agent | @ustiol.aovs
ATF Agent : AUSA0),Q0V>, /\TFAgem Dusdol.qovs,

Cooperating FFL

Let me start by saying thank you for the emall and as aiways we will do what
we can ta continue to work with you and the ATF on Project Gun Runner, Our
goal is to develop a aystem 1o gét you (ATF) what you need in the most
efficient manner possibla. For us, we were hoping to put together

something like a letter of understanding to alleviate congems of some type

of recolrse againt us down the road for selling these items. We Just want

1o make sure we are cooperating with ATF and that we ere not viewed

as selling to bad guys. if you and the rass Attorney are fres to meet some
time this week or next, thal would be great, | am out of town Friday of

this week and have meetings Thursday afternoon bist am open other than that
and ) am open next week. Please let me know what would work best for yau,

Thank you again and | look farward to mesting.

Respectiully,
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Cooperating FFL

Tue, Apr 13, 2010 at 1:31 PM

~ AtH-Agent

U Thu, Apr 15, 2010 at 9:23 AM
Tor

Ce: IV Y TI— o] o>,
o <0} 50> N Qusdd) gov>

Cooperating FFL

Cooperating FFL

We at ATF consider e Eiinay e to be our aliey in Project Gunrunner 8WB Initiative

and appreciate your cooperafion with us in regards to this (and all) law enforcement matters. | have
inquired from the Assistant United States Attorney (AUSA) handiing this case as to his availabllity to
meet with you next week. He is checking his schedule and | expect to hear from him soon,
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Thanks again and please contact me any fime with questions or concerns,

Group Supervisor
Phoenix Group V|

co2- I

me
Sent: Tuesdav. nE , 2010 1:80 PM

To:
ATF Agent ATF Agent |

Cc:
Subject: Re: Ongoing ATF Investigation

ATF Agent Cooperating FFL

Cooperating FFL

Thu, Apr 15, 2010 at 10:39 AM

G I ) s doj.govs>
(84 Cooperating FEL CONIS  ATF Agent
usdo|.govs, usdaj.gov>

Than[c you for the kind words and the continued suppart. We will cantinue handling the transactions as we
have in the past until we meet. If there is anything'you need in the Interim please don't hesitate to ask,

See you saori.

Respecifully,

“ooperating FFI

Y 711"
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Fox News report

3 messages

Thu, Jun 17, 2010 at 11:56 AM
O usdoj.govs

I hape this email finds you well.

As per our discussion about over communicating | warttsd to share some congerns that came up,
Tuesday night | waiched a sagment of & Fox News report about firearms and the borde

frearms that were soid per-our conversation with
you and various ATF agents could or would ever eng up south of the border or in the hands of the bad

guess.| aim laoking for a bit of reassurance that the guns are not getting south or in the wrong hands. | know
itis an ongolng investigation so there is limited infarmation you can share with me. But as | sald in our
meeting, | want 1o help ATF with its Investigation but not at the risk of agents safely hacause | have soms
very close friends that are US Borger Patro] agents in southern AZ as well as my concemn for all the agents

safety that protect our country. If possible please emall me back and share with me any reassurances that
you tan,

AS always thank you for your time and | send this emall with a)l respect and a hari feit coacern to do the right
thing.

Respsctfully,

Fri, Jun 18, 2010 at 2:25 PM
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Cooperating FFL

Thanks for reaching out to me with your concerns. | would be happy to stop by and speak with
you. If possible | have

v N am—— ot Tiesday, Junie 22, 2010. Any
chance you aro available that day around 10:00-10:30 am?

Thanks,

From: | U
Sent: Thursd ne 17, 2010 11:56 AM
To:ﬂ

Subject: Fox News report

Cooperating FFL
Cooperating FFL

Mon, Jun 21, 2010 at 9:34 PM
@ustaj,goy>

i am back Intawn. if you are still free to meet on the 22nd arcund 10 and thare for a few
hours. Please stop by if you are available, if iot let me know when we can reschedule.

Thank you,

Cooperating FFL

Sent fram my Verizon Wirelass BlackBerry

From:
Date: Fri, 18 Jun 2010 1 7:

FEA T T

718
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From:
Sent;
To:
e : :

Bubject: e Dushect ‘atabases BLETGOTHIS
Aftachments: SGFR317 “pdf Suspect Person, doe:

Soea-wosnies, I

I am pot suge 1f you veeeived #n answer ho faseay anwixy én to the

“%uwmw Dﬁztﬁh&xem

The Buspery Persen Detabkase, this is Hendlied By the vmmm Crime
nalyeis Branchi {VEABY., T lave aftached & copy of both shbmisaion

Fomms for your seview and conpletism, For additmzwl information on

suspect “Parson”. plusse vcontach i— Tur

additional assistance at VOAE; phons 3534*—

Suspect Gun - Entries made to this program fee frearms that have “WAT" been recovered by
law enforeement but suspected to eventually be used in wiminal sctivity.

Onee the firaarms are entered In the system, you witl regelve & repart, sepresentative of the firearm
informatian that was provided. Forthe trace to be u "hit", all of the waspon knforrmation must wetel;
that Is, the manufacturer, weapon fype, ealiber and serlal aa:a«mharfﬁ: g NTC receives § Trace requast
Tror gy of the firearms submieted, e Suspect Gun Prograns will adyise o wpon email agiflcetion o
Ictsde Requestor infordatlon, 115 part of pur procedures of Susped Gunto obitdln the Suspect Bun
Case Status when s lnesaiing Trace ks submiltied tothe NTC oty an Achve Suapect Gun Uase, regardless
of the Trace requestor: At this point the trace will be hald pending apst weltten kerifiestion from the
SuspectGun cas: agent:

The Bugpect Gun Datdbase 14 beneficial 1o the i enfarcement in providing messtigative leads
when dealing with fresrms traffiéldng and strawe pamhascra, This information can also b
shated babween faw enforcement sgencies for comparing recoids or ongoing havestigatioas.
ﬂbecking frane tequasts against t}:ee Suspect-Gun Datubaszalso-saves vatuable tme o
progessing trace fequests. :

tyou are submitting a-Jarge st of firearms it would be best 1o bave an sttached Word or Excel document detaliingzhe
PR, Mentifying each firearhy {eomplete wespon-description), kchale the mm:haser HE avallablel, purchase gate [#
syallahle] and 71, lnvielved (if available) for the purchase.

Please be admeﬂm ’;w}Suspeci Gon Program reauires an. ac'km ATE tnvestleation purmber forentry: Inte the Suspect
Gun Dtabase GUn Dataliase isneral 14 sembers, gase 7650u5 0"2- gre nejonger accepted} Hso indicate. \Agethe
gr hotiha National‘fmcmg Cepter(NTC) ghan felease Trce, h SLory £ otherfequestons

indge sede that an %.lpL!ihxd Suspend Tun suhrmsw i fodrm hos Beon atterhed for futive subedistnes whilth cag be
taxed to S0 o pmaiicd directly 2o our Suspect Gun pmail Box through putlook at

At inforraaBien cagerding thiz Theft, Sislthle Sufe arelfor iy ather Troce mapests oo he sbtalnsd by viing g‘nme.
in the gvent e’ You do sre Bove Roress, weoest eun Be requesied by Sontaiting the B-Trooe Adnvsistraior ot 3
B - vim et o [ - i e 2vent that you tho hot fove twness, tecess ca be requasted hy
sonsacting the taw Brforcement Support Branch at 30 NINEE o s I

I8



ATTACHMENT 9



Employee 5

722
.
From: H
Sent; onday, May 03, 2010 11:13 AM
To: Phoe-Graup Vit
Subject: Just an FY), ..
» t viols onth duyl Lalderon agministration with ¥,231 executions, Thisis
more than twice that accumtilated in the same month In 2009 {860 dead}and Tive times that of 2008 (270),

Group Supervisor
Phoenix Group ¥l
&0z
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& & .~H.am.h, 12, 2010 7:34 PM

From:

Bent;

Tor Phos-Braup Vi

Bubject: Monday Mombig Meeting, Strike force 9:30am
Toall

it has boen brought to mw attention that there may be 2 schism developing amongst the group. This Is the time we all
nized to pull together not drift agart, We are all entitled to our respective {albeit differerit) opinions however we all
need to get along and realize that we have a n¥ission 1o accompilsh,

tam thritfed ang proud that aur Group Is the Frst ATF Southwest Border Group In the sousntry to b JII B
On that note | thenk everyone for their afforks thus far and applaud the results we have achieved s a-short amount of
time,

Whether yau ¢are or not people of rank and authority at HG are paying those attention o this cuse and they also batleve
we {Phoenix Growp Vi) are dolng what they envisioned thie Southwest Border Groups daing, %t may sound cheesy bt
we are "The Hip of the ATF spear” w’fm ftcomes to Southwest Border Firearms Trafticking.

We reed io rasolve our issues st this omsatiing. | wilf bedamned if this case Is going to suffer due to petly arguing,
Fumors or sitier adolewent behavior,

‘fdon't krowe what all the fssues ars But wirare all aduits, we are alk professionals, and we have 2 gxeiting opporiunity to
use the biggesttool in ourfaw enforcetnent ool liox. Wyow don’t think this s fur yow're i the wrong e of work -
period| Thislsthé pinnacls of domiestic LS. b enforcement teclmigues. After this the tool baxlseinpty. Maybe the
Marcopa County Jail is hiring detentipn officers and you can get paid 530,000 {instead of $100,000) to serve lunch to
inmates all day,

One last peint is that we have many of our brother and sister ATF agents toming tnte taven ta assist us o this case, We
have to put our best effort forward and lead by example. No one wants to leave their familles behind, or leave thelr
case work behind to come hélp someone who doss ever appreciate thelr snerifica,

We nged To get over tils bump in the road once sad for all and get.on withy the mission athand, Thiz can be the most
fun ypu Have with ATF, the caly amé limiting the ameunt of fun we have i youl

Graup Supervisor
Phoaniz Group W
s02
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ELS. Bepartment of Justice Report of Investigation
Bureau of Afcokal, Tobneeo, Flroarmg and Byplostvey )

Thie of Jnvestigation: . Invasiigation Nu 0 Report Numbar
—— 7RG i

BUMMARY OF EVENTS: ) 3

NARRATIVE;

TEepared by T T e T - “Signature: Bate:
& Specinl Apeat, Plisenix VIT Field:Office
ITRE T tie: ] Slonature: g:
Group Stpervisar, Phoenty VI Fleld Qffles
Second level eviawar (optonsl): T e ' Bighaburs: Pt
Wiltimm B, Newell Specisd Agentin Charge, Phoenix Field Dlvision
Page L of 2 ATF BF 31282 (194 }

For (Hpikl Usis Only
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Titls of avastigation: . 1 Tnvastipation Number: HeportNumbor:
I 78511590

i

L.

ATTACHMENTS:

1,

o)

EXHIBITS: '

1

Piges 2012 ATFEF 3120341
Far Qificial Use Only
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U.5. Department of Justice Report of Investigation
Buau of Algolial, 'Tabreo, Firesrms and Explosives

]

Tileof Investigaticn: investigation Numter. Report Nuriber|
EE— ool |1

SUMMARY OF EVENT:

NARRATIVE:

Praparadby. ) Tite: ) F Slgnature; Date:
T Special Agent; Phoasiix VI Fiald ©Office
: ' Tite: Slonalure” Tak:
“ Gronp Supervisor, Ploenix VI Rlsld Office
“Gecond [ayel reviewer, (oplioal); Tillay ) _ Sighalure: Tris:
Willinm D, Neavell - - Speolsl Agenvin Charge, Phoenix Holdidiviaton | -
Poge 1 0i'2 ATE RE 3130 2 1

Far Offictal Tse Onty
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e TRveatightion Number- R Nahar
——— ' 75511540 Il i

Pope20t2 ATF BF 31202 {10 )
[Ror Ottt Lse Only
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U8, Depitvtatgsic pFJuktice. Report of Investigation
B of Akiohol, Tolincoo, Fhrasms and Explosives

Title of investgation: v Inyestigation Number: Repoit 7777
I [ Tostroto g i

SUMMARY OF EVENT:

NARRATIVE:

L

Propared by.- , Vlt_hf: . ) S N Signatiwe; Bsia:
& Rpeoinl Ageay, Phvaniz VE Ffield Office:

——

- ' ' Tille: . ) Signatute: Date
“ Group Supersisd, Phoeaix YL ield Ofice
Beoond Havel Hniewer (opuonal: ' T, “Signatire; ‘Bate
William D. Newell Specinl Aggntin (hanie, Phoenik Fiel@ Divigion
Page 1 of2 ATF BE 21202 O

Por Offieiat 1se Only
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“ila of investgation: = :lﬂmﬂg_al],on“umbqr, “Report Kimer.
P 785116-10 i

ATTACHMENTS:

EXHIBITS:

¥

Page Zof2 ~ ATEEP sue.:{u_
Far Official USe Only
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From: N

Sent: Friday, April 15, 2011 7:34 PM

To: I

Subject: Re: update with DEA case

Ok can iou call the house_..a!so were we aware of these purchases in the F&F case?

Chief
ATF Public Affairs Division

From:

To:

Sent: Fri Apr 15 19:30:55 2011
Subject: RE: update with DEA case

f can explain the beginning of 2" paragraph if you want to call me... 'm at my desk...

Chief, Firearms Operations Division
ATFHQ - Room 6.5.123

202 643 I -

This e-inad] message ond any attached files are intended solely jor the use of the addressee(si named above in comrection with aificial
huginess. This compunication way conlais infornsation that is Law Enforcement Sensitive, For Official Use Only, and/or Controlled
{(Nown-pubiict that may be statutorily or otherwise prohibited from being released withowt appropridte approval. Any review, use, or
disseminaiion of thiy e-mail message and any aitached file(s) in any form ouiside of ATF o the Departiment of Justi ce wilhout express

authorization is strictly prolubited,

AN R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: I

Sent: Friday, April 15, 2011 7:30 PM
To:
Subject: Re: update with DEA case

Thank you!

Chief
ATF Public Affairs Division



Employee 5 739

Wk % kK

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From:

To

Sent: Fri Apr 15 18:33:37 2011
Subject: FW: update with DEA case

FY1 - This is for information only, The details are being gathered by PFD. | discussed with SAC Newell that this
might lead to some media ingquiries and you should be aware.

Chief, Firearms Operations Division
ATFHO - Roem 6.5.129

202 6 I

This e-mail message and any aitached files are intended soiely for the use of the addressee(si named above in connection with official
buziziess.  This commnenication may contain information that is {.aw Enforcement Sensitive, For Official Use Ouly, and/lor Conivolled
(Non~pubfick that may be statutorily or otherwise profubited from being released without appropriate approval. Any review, use, or
disseminaiion of this e-mail message and anv aitached file(ss in any form outside of ATF or the Departinent of Justice wiiftount express

o N
aitfiorization is sirictly profibited,

a A A

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Subject: Fw: update with DEA case

FYi

WA EER

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
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named above in connection with official business. This communication may contain Sensitive But

Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Brandon, Thomas E.

To: Chait, Mark R.; McMahon, William G.; Newell, William D.; Needles, James R.
Cc: Atteberry, Thomas G.

Sent: Fri Apr 15 16:05:30 2011

Subject: FW: update with DEA case

Fyi

W R Rk

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From:

Sent: Friday, April 15, 2011 3:48 PM

To: Atteberry, Thomas G.; Brandon, Thomas E.
Subject: update with DEA case

Gentiemen,

DEA case originated in April of 2010. They conducted_seized (all numbers approximate) 3 million in
currency, 84 kilos of cocaine, 10 pounds of meth.

The call the other day to SA-Nas in regards to 46 firearms and 4 empty gun boxes (FN 5.7mm). Of those 46
firearms, 40 appear to come back to suspects of the Fast and Furious investigation. Of those 40 firearms the
originate from 7 straw purchasers, 4 of whom have already been indicted and arrested.

Yet the DEA lists it as being recovered in this event
so we might have to verify a few serial numbers or there may be something else going on here? Of the 4 empty FN
gun boxes 3 were purchased by 2 different straw purchasers from Fast and Furious, both who have been indicted
and arrested. (The plastic gun box has a serial number sticker on the outside of the box.)

At 2 other locations (which to the best of my knowledge SA-Nas not called on?) the DEA also recovered
firearms from Fast and Furious:




741

iiiloyee 5

In summary 47 of the 60 firearms appear to be purchased by suspects associated with Fast & Furious, and 3 of the 4
empty gun boxes appear to be purchased by suspects associated with Fast & Furious.

Thanks,

Group Supervisor
Phoenix Group VI
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From: [
Sent: Friday, April 15, 2011 7:29 PM
To: I

Subject: Re: update with DEA case

Thank iou!

Chief
ATF Public Affairs Division

From:

To:

Sent: Fri Apr 15 18:33:37 2011
Subject: FW: update with DEA case

FYi - This is for information only. The details are being gathered by PFD. | discussed with SAC Newell that this
might lead to some media inguiries and you should be aware.

Chief, Firearms Operations Division
ATFHO - Room £.5.129

202 645 [ <<

Thids e-mail message aid any aftached files are Bitended solely for the use of the addressee(si named above in conpiection with official
hitsiiess,  This communication may cosiiain sformation that is Law Enforcemeni Neusitive, For Gificial Use Ouly, and/or Contralicd
{Newm-public} that may be stotuiorily or etherwise profiibiled from being released without appropriate approval, Any review, use, or
dissesnation of this e-mail message and any attached filegs) in any form outside of ATF o the Department of Justice without express

aiithorization is strictly profii bited,

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Newell, William D.

Sent: Friday, April 15, 2011 4:08 PM
To:
Subject: Fw: update with DEA case

FYl

ok o R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
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named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From: Brandon, Thomas E.

To: Chait, Mark R.; McMahon, William G.; Newell, William D.; Needles, James R.
Cc: Atteberry, Thomas G.

Sent: Fri Apr 15 16:05:30 2011

Subject: FW: update with DEA case

Fyi

W R Rk

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent: Friday, April 15, 2011 3:48 PM
To: Atteberry, Thomas G.; Brandon, Thomas E.
Subject: update with DEA case

Gentiemen,

DEA case originated in April of 2010. They conducted-eized (all numbers approximate) 3 million in
currency, 84 kilos of cocaine, 10 pounds of meth.

The call the other day to SA |l vas in regards to 46 firearms and 4 empty gun boxes (FN 5.7mm). Of those 46
firearms, 40 appear to come back to suspects of the Fast and Furious investigation. Of those 40 firearms the
originate from 7 straw purchasers, 4 of whom have already been indicted and arrested.

Yet the DEA lists it as being recovered in this event
so we might have to verify a few serial numbers or there may be something else going on here? Of the 4 empty FN
gun boxes 3 were purchased by 2 different straw purchasers from Fast and Furious, both who have been indicted
and arrested. (The plastic gun box has a serial number sticker on the outside of the box.)

At 2 other locations (which to the best of my knowledge SA-was not called on?) the DEA also recovered
firearms from Fast and Furious:
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In summary 47 of the 60 firearms appear to be purchased by suspects associated with Fast & Furious, and 3 of the 4
empty gun boxes appear to be purchased by suspects associated with Fast & Furious.

Thanks,

Group Supervisor
Phoenix Group VI
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This letter responds to your request for information concerning Operation Fast and Furious, an
ongoing criminal investigation into an extensive gun-trafficking enterprise. Operation Fast and
Furious is part of ATF’s initiative Project Gunrunner, which deals with weapons trafficking along
the U.S. Southwest Border. As of March 2010, Project Gunrunner led to the arrest of 1,397
defendants — 850 of which had been convicted — and the seizure of more than 6,688 firearms.

The Fast and Furious investigation was opened over a year ago and approved by the ATF
Phoenix Field Division and the United States Attorney's Office for the District of Arizona,
consistent with established procedures for such matters. The investigation was subsequently
approved by the multi-agency Organized Crime and Drug Enforcement Task Force Program.
The purpose of the investigation is to dismantle a transnational organization believed to be
responsible for trafficking weapons into Mexico, in part by prosecuting its leadership. The
investigation is led by a dedicated team of federal prosecutors and ATF agents. To date, this
investigation has resulted in an indictment charging 20 defendants with conspiracy to purchase
hundreds of firearms from September 2009 to December 2010.

Allegations in the media and elsewhere suggest that Operation Fast and Furious was a failed
effort. To the contrary, the investigation has dismantled a large, complex international firearms
trafficking organization, and the investigation is still ongoing. Without the perseverance of this
multi-agency task force, this sophisticated criminal network would still be trafficking hundreds
of weapons into Mexico today and in the future.

Operation Fast and Furious neither involved a "sting" in Mexico nor any "controlled deliveries™
of weapons into Mexico. At no time did ATF agents observe weapons from Operation Fast and
Furious cross into Mexico. There were no undercover law enforcement officers involved in

Operation Fast and Furious and ATF did not provide weapons to suspects in that investigation.

The Department of Justice has a long standing policy against the disclosure of non-public
information about ongoing criminal investigations. This policy is based, in part, on the strong
interest in protecting the effectiveness of ongoing law enforcement efforts. Therefore, | am
unable to share with you any of the particular details of Operation Fast and Furious.
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE), Drug Enforcement
Administration (DEA), Internal Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496

Since Ociober 2009, ATFE and ihe other pariners lisied above Trave been invesiigaiing a firearm
trafficking organization that is being funded by the Sinaloa drug trafficking organization (DTO),
a narcotics trafficking organization well known for violent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mecxico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of this orgamzatlon is dddrcssmg violations of Federal Laws to include Firearms,

Narcotice. Monev I ¢

3]
LNCELULILV G, iVaViIv ) auas

Agents believe that the Phoenix-based fircarm trafficking group is actively purchasing fircarms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
firearms are then being trafficked into Mexico using false compartments in various vehicles
through various international-Ports of Entry in Arizona and Texas.

mv 1quc< agents
con ators and disrupt the illegal activities of this firearms trafficking organization by seizing
numerous fnem ms and narcotics. To date, over three hundred firearms and over fifty pounds of
marijuana have been recovered by agenis in addition o the numerous f{irearms and narcotic

seizures in Mexico related to this investigation.

ATF8-001-001-00002966
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Over the past several weeks agents, in conjunction with ihe investigaiive partners and ihe Uniied
States Attorney’s Office (USAQO) have been preparing for the indictment of 42 individuals in this

investigation. [(JNEIM(IREAIN!

(b) (5), (b) (7)(A

On December 3™ SAC Newell and ASAC Needles met with USA Burke. Chief of Criminal
Cunningham and the lead AUSA for this case and discussed all these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization
has subsided significantly since early October of this year. This 1s due to several factors not the
least of which are the many proactive measures taken by the agents assigned to Phoenix Group
VII. It should also be noted that throughout the course of the investigation numerous scizures

worne made hu athar CQtato
ywuwiw LA II) ARARRANY AL,

Phoenix Group VII in order to ensure the seized [irearms did not reach their intended destination
but also to ensure the leadership of this firearms trafficking organization was not “tipped off” to
the proactive measures taken while the larger conspiracy case was being prepared for the USAO.

laral and FEadoral law anfarpamoant aocancioe at the dirostinn af
v A g L vaivi G 1aavy R R R L RS u&\/n\.lun L i ALV LIV A

e

ATF8-001-001-00002967
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Lisi of Defendanis Referred io USAQ for Prosecuiion:

(b) (5), (b) (7)(C)

ATF8-001-001-00002968
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Proposed Charges:
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

Case Background

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE), Drug Enforcement
Administration (DEA), Internal Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496.

Since October 2009, ATF and the other partners listed above have been investigating a firearm
4 oe o1 - 4t 1 s 1 . Iy 1 11 1 [ 1 1 4 oes 1 - i SN
IdlCKINg OrgdniZdaton uldt 1s Deing rundcd vy ui€ Sindliod drug trdilcking organiZduon (iv),
a narcotics trafficking organization well known for violent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mexico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of this organization is addressing violations of Federal Laws to include Firearms,
Narcotics, Money Laundering, and Conspiracy Laws.

Agents believe that the Phoenix-based firearm trafficking group is actively purchasing firearms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
fircarms are then being trafficked into Mexico using false compartments in various vehicles
through various international Ports of Entry in Arizona and Texas.

) {7)(E)

Through these
investigative techniques agents have been able to identify a large number of additional co-
conspirators and disrupt the illegal activities of this firearms trafficking organization by seizing
numerous firearms and narcotics. To date, over three hundred firearms and over fifty pounds of

marijuana have been recovered by agents in addition to the numerous firearms and narcotic
seizures in Mexico relaied o this investigaiion.

Over the past several weeks agents, in conjunction with the investigative partners and the United
States Attorney’s Office (USAOQO) have been preparing for the indictment of 42 individuals in this
investigation. [{8] b) (

(b) (5), (b) (7)(A)
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0) (5), (b) (7)(A

On December 3™ SAC Newell and ASAC Needles met with USA Burke, Chief of Criminal
Cunningham and icad the AUSA for this case and discussed ali these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization

(b) (5), (b) (7)(C)

2

ATF8-001-001-00002971
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j(b) (9)

a(b) ()
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

(RPN PORRpiere o |

(S
ou ICIIICllla

On December 15/16, 2010, after the shooting death of U.S. Border Patrol Agent Brian Terry near
Rio Rico, Arizona (approx 25 miles north of Nogales) Southern Arizona law enforcement
officers/agents responded and conducted a search of the area. This search resulted in the arrest
of four individuals. One of them, Manuel Osorio Arellances DOB: 8-4-76, was shot in the
exchange of gunfire and is believed to be the individual who shot and killed Agent Terry but that

L VLA gk

has not been confirmed. A fifth suspect is still believed to be at large

In addition and during the scarch of thc arca two RomArm/Cugir, Modcl GP WASR 10,
7.62x39mm AK-47 rifles, serial numbers 1983AH3977 and 1971CZ3775 were recovered near
the scene of the shooting. An Urgent fircarms trace requested by ATFE agents on-scene
determined that these firearms were in ATF’s National Tracing Center’s Suspect Gun Database
due to their association to an ATF led OCDETF investigation out the Phoenix OCDETF Strike

Force. Thig investioation, entitled “Fact and Furioug”. due to the verv guick manner in which a

i Vivw. A A0 HIYUOUEGUIULL, ViiliuivAs L ASL QI & WAV Muw WU v L) YUaLA LUGUIUvI i yvauaviaa @

complex firearms trafficking organization acquired several hundred firearms was initiated in

October 2009 and is being conducted in conjunction with ICE/HSI, IRS, DEA and the Phoenix
Police Department.

(b) (3) (P.L. 111-117), (b) (7)(C)

®) (3) (P.L.111-117). (b) (7)(C)

ATF8-001-001-00002974
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TTOAAQ 1

On December 15, 2010, ATF agents, assisted by ICE, the USMS and the Phoenix Police
Department located [{(S)NEAI(®)) nd subscquently interviewed and arrested him on charges
stemming from his falsifying ATF F 4473s by using a false address during his purchase of four
(4) fircarms on June 12, 2010, and another four (4) fircarms on Junc 15, 2010. During his

A b) (7)(C)

NS o

This was confirmed by interviewing the current residents of the
address he used along with verification via utility systems queries.

W/as held overnight and ATF agents have prepared a Federal criminal complaint
for him based on violations of Federal firearms laws specifically of Title 18, United State Code,
Sections 924(a)(1)(A).

P A A
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Phoenix Press Conference Key Messages and Talking Points:
(Some will be specific to Fast and Furious and some will address all the cases)

Key Messages:

Since the second GRIT initiative ended in August, 2009 the Phoenix Field Division has
continued to proactively address firearms trafficking to Mexico in support of ATF’s Project Gun
Runner

These investigations demonstrate the commitment on the part of ATF and its Federal, State,
Local, Tribal and International partners to address the criminal activity involved in the
trafficking of firearms to Mexico

These investigations address the key goals of ATF’s Southwest border firearms trafficking
strategy which are:

o Prevent violent crime
o Ensure the safety of the communities situated along the Southwest Border

o Disrupt and dismantle the firearms trafficking networks responsible for the
diversion of firearms from lawful commerce and into the hands of the Mexican
Drug Trafficking Organizations (DTOs)

These investigations all involved tireless effort on the part of ATF employees using a wide
variety of investigative methods to fully identify those responsible for trafficking firearms to
Mexico

ATF’s firearms tracing system, eTrace, played a key role in assisting in identifying the
individuals involved in violating Federal firearms laws in these investigations

In all of these cases a large number of certain types of rifles, such as AR and AK variants with
detachable magazines were purchased by straw purchasers as part of complex firearms
trafficking organizations and then recovered in violent crimes in Mexico, according to ATF trace
data, investigative experience, and Mexican law enforcement official reports

Substantiates the fact that Mexican DTOs and other associated criminal groups operating along
the SWB are actively pursuing “weapons of choice” in U.S. commercial firearms market

These cases demonstrate the ongoing trafficking of firearms by Mexican DTOs and other
associated groups operating in Arizona and the need for the reporting of multiple sales for certain
types of rifles in order to ferret out those intent on providing firearms to these criminal groups

ATF8-001-001-00002976
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Taiking Points:

(Using the “Ws” method - you can change if you desire)

What:

Who:

Proactive investigations focused on eliminating the entire firearms trafficking network,
not just the straw purchasers

ATF led firearms trafficking investigations into several firearms trafficking networks
based in metro Phoenix

Some initiated as early as October, 2009

OCDETF Strike Force effort.

Multi-agency (ICE, IRS, DEA, Phoenix PD)

Almost exclusively "weapons of choice" which we have openly discussed many times
before

Alleged violations of Federal firearms laws by individuals involved in the illegal
acquisition and transfer of firearms, money laundering. etc (the USAQO will cover specific
charges per case in more detail). Thus we should only state what is in the indictment
when it comes to numbers of firearms. The indictment for Fast and Furious will not have
the total number of firearms trafficked. Note: We have seized 352 firearms here in the

U.S. in our effort to stop the Ir:\ffir‘l(ing while still m-,ll(ing the largcr case, and about 250

e [ e S i uariv At 111C S22 11iaXiit L Lase

S

have been seized in Mexico. We will update the numbers again next week.

Metro Phoenix area based complex firearms trafficking organizations

For Fast and Furious:

How:

(b) (7)(C)

Firearms primarily destined for Sinaloa D'TO (based on traces, seizures in Mexico and
other investigative data gathered during investigations
A large group of straw purchascrs (7)C)

and evade detection (another time to address Multiple Sale on Long Guns issue)

ere used extensively to spread out purchases

Trafficking organizations used a large number of straw purchasers to spread out sales
Shows straw purchases and the use of straw purchasers is still a major issue (lack of
criminal history, need money, unlimited resource, etc)

e smvzee N T T
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- Firearms were trafficked to Mexico in a variety of ways but mainly in small loads using
vehicles crossing into Mexico via POEs

For Internal ATF Use Only:

b) (5

ATF8-001-001-00002978
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LAW ENFORCEMENT SENSITIVE

ime

i. BASIS FOR INITIATING THIS CASE - The states of Texas, California, Arizona and New
Mexico supply 75% of all firearms illegally trafficked into the Republic of Mexico. The Bureau
of Alcohol, Tobacco, Firearms and Explosives (ATF) has identified the Phoenix, Arizona area as
being one of the top five metropolitan areas where firearms and ammunition are obtained for this
purpose. Furthermore, a majority of all Consolidate Priority Organized Target (CPOT) related
investigations originate in the Southwest ()rgani/cd (‘rimc Drug Enforcement Task Force

(OCNDETEY Ao A tha nal hawdaw lha tha TTattad Ceatae ~F
Ui ic £i on auc to its }u\n\nuu_y {0 thc intcrnationai: ooracr octwceen thic unitcd Statcs ol

America and the Republic of Mexico (Mexico). Major Mexican Drug Trafficking Organizations
(DTO) are heavily represented on the CPOT list as posing a serious drug threat to the United
States (U.S.).

The drug violence in Mexico has escalated with the expansion of the cartels’ arsenals. The

cartels are presently purchasing high caliber rifles, and anti-tank weapons. In addition to the rise
in the numbu of klllmgs. from 6.252 in 2008, to 7.025 through Oclobu 2009, the violence has
escalated in other important ways that are more difficult io measure. Mexican drug violence is
just as brutal as ever. Beheadings have now become a regular occurrence, with one of the most
noteworthy incidents being the 11 mutilated bodies of alleged drug dealers found in Caborca,
Sonora in July 2009.

(b) (7)(A), (b) (7)(C)

(b) (7)(A), (b) (7)(C)
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) (7)(A), (8 (1)C)

(b) (7)(A), (b) (7)(C)

(b) (7)(A), (b) (7)(C)



) (7)(A), () (1)C)

(b) (7)(A), (b) (7)(C)

(b) (7)(A), (b) (7)(C)



) (7)(A), () (7)(C)

(b) (7)(A), (B) (7)(C)

el (b) (7)(A), (b) (7)(C)

(b) (7)(A), (b) (7)(C)




LAW ENFORCEMENT SENSITIVE

D) (7)(A

5. PRINCIPAL TARGETS OF INVESTIGATION AND THEIR ROLES

(b) (7)(A), (b) (7)(C)

LAW ENFORCEMENT SENSITIVE
Page 5 of 7
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(b) (7)(A), (b) (7)(C)

(b) (7)(A), (b) (7)(C), (b) (7)(E)

(b) (7)(A), (b) (7)(C), (b) (7)(E)
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LAW ENFORCEMENT SENSITIVE

(b) (7)(A), (b) (7)(C)

C. MANPOWER/RESOURCE REQUIREMENTS

(b) (7)(A), (b) (7)(E)

LAW ENFO

CEMENT SENSITIVE
Page 7 of 7
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Investigation Initiation Form

OCDETF Investization No

THE FAST AND THE FURIOUS

Operation Name

Case Attorney:

Case Agents(s):

tvh T.u

\
./

O

)

®

.K

[*‘h\m S5

\—

[

The attached information must be protected and not
released to unauthorized individuals.
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Investigation Initiation Form
OCDETF Investigation No.

Organized Crime LAW ENFORCEN
Drug Enforcement Task Forces I—I—i—LLu—i—u

(Assigned by AUSA Coordinator)

Federal Judicial District Initiating this Investigag

Special Operations Division (QOD) Coordinatic

coordinating with the field to provi

If yes: SOD Staff C ()()ldll]dl()l (b) (7)(C (b) (7)(E)
Have you received any product from the OCDETEF Fusion Center regarding this cag ather the - initial Rapid Enforcement Review

Did the OCDETF Fusion Center assist you wnth asset seizures for this case?
HIDTA Participation: Yes ] No X HIFCA Participation:

I. Tarj — : e . anization is unknown)
Name: Operation (Code) Name:  The Fast and the Furious

II. Prospective Defendants (If more than thirty, attach “Prospective Defendants Supplement” (OCDETF Form S-3))
Non-U.S. Alien 3 SS FBI #
Citizen Registration

{indicate Nu"]her

) (7)(C)

Leadership
Roie

(indicate with an

Name (last, first, middle initial I I
| |
| |

(0) (7)(C)

-00003049




D) (7)(C

13) O i | i L
| | | | | |
N I » O
O | | O
16) O] | | | O
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18) ’ L | ’ ‘ L]
| | | | | |
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30) |
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FORM USA-244/Oct 09

LAW ENFORCEMENT SENSITIVE

. . Page 2
Investigation Initiation Form LAW ENFORCEMENT SENSITIVE
. . y ) i ) ) RIVIAR ) s .
Organized Crime OCDETF Investigation No.
Drug Enforcement Task Forces
(Assigned by AUSA Coordinator}
III. Agency Involvement Check all boxes which apply and enter personnel commitment and agency case numbers, if available.
Note: Agency case numbers for Federal agencies must be submitted by the time of the first Interim Report
(that is, within six months of the initiation of the OCDETF investigation.
| [ w e | 4.0t | A e i Nz | A ccnntatad Az
T UL 1un TTULLALL AZCILY Lade [yumuct AdVLIALCU AZCHLY
Agency ‘ Time ‘ Time l Case Number(s)
[ o [

b) (7)(A), (b) (7)(E
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() (7)(A), (b) (7)(E)

State/Local Prosecutors (List Agencies)

IEEEEEEEEEEEE

Does this investigation anticipate requesting State and Local Overtime Funding?
X Yes [ No
If yes, please indicate funding source
X Do ] Treasury ] Other
If yes, please indicate an estimated amount for the current fiscal year. (Note-State and Local Overtime Funding must still be

submitted through the separate appropriate process for
approval.)

Investigation Initiation Form

yani o OCDETF Investigation No.
Organized Crime LAW ENFORCEMENT SENSITIVE B

Drug Enforcement Task Forces

(Assigned by AUSA Coordinator)

Was this investigation initiated by an OCDETF Co-located Task Force/Strike Force? Yes X No []
If yes, check all that apply:

[] New York [] Houston [] Florida/Panama Express [] Puerto Rico/Caribbean Corridor
] Atlanta ] Boston ] san Diego/MMTTF X Phoenix

ATF8-001-001-00003052
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Was this investigation linked to an OCDETF Co-located Task Force/Strike Force? (b) (7)(A), (b) (7)(E)

If ves. check all that apply:

(b) (7
(D)

IV. Drugs Under Investigation V. Organization Description
{Check all that apply)

b) (7)(A), (b) (7)(C), (b

Investigation Initiation Form LAW ENFORCEMENT SENSITIVE

Organized Crime
Drug Enforcement Task Forces OCDETF Investigation No.

(Assigned by AUSA Coordinator)

V1. Investigative Techniques Used to Date Supervised by your District: (check all that apply)

ATF8-001-001-00003053




General Investigative Techniques Financial Investigative Techniques

(b) (7)(A), (b) (7)(E)

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form ENT SENSITIVE

Ot O
Prganized Lnme OCDETF Investigation No.
Drug Enforcement Task Forces
| \ I

{Assigined by AUSA Coordinator)

VII. REQUIRED DATABASE CHECKLIST FOR OCDETY 1K

ATF8-001-001-00003054




Name of Agen (b) (7)(A), (b) (7)(C

Agency

Telephone Number
OCDETF Operation Name
Judicial District

[0 2]
N
(o]

REQUIRED DATABASE CHECKS
DATABASE DATE REQUESTED DATE COMPLETED

(b) (7)(A), (b) (7)(E

OPTIONAL DATABASE CHECKS

While not required for OCDETF approval. please provide information, if checks were completed.

DATABASE DATE COMPLETED

(b) (7)(A), (b) (7)(E

VIII. SPECIAL OPERATIONS DIVISION (S0OD) WO

Date Prepared: (MM/DD/YYYY)
01/20/2010

(If Yes)SOD Operation Name:

Communication Devices previously submitted to SOD: Yes B No [

------

e
01/21/2010 S

COMMUNICATIONS DEVICES

{NOT Previously Submitted to SOD)

Type of Device (Designate by letter)
(A) Cell Phone (B) Hard-line (C) Pager (D) Calling Card
(E) Satellite (F) FAX (G) E-mail (H) Other

NAME of TARGET| Type | Number (with area code) | Type | Number (with area code)

Type | Number (with area code)

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form
Organized Crime

e - . LAW ENFORCEMENT SENSITIVE
Drug Enforcement Task Forces

Page 6

OWONETE Tovactsantion N
AU A A1 AEVOSUEAUU 1N,

(Assigned by AUSA Coordinator)
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IX. Narrative Summary (Number all pages, include investigation number and mark “Law Enforcement Sensitive”)

Answer all questions below thoroughly, but concisely.

A.

BACKGROUND/FACTS ABOUT THE CASE

What is the basis for initiating this case?

If the target organization is linked to, or has the potential to link to, a
CPOT or RPOT, explain the available evidence to substantiate the
connection.

How would disruption or dismantlement of this organization impact the
CPOT or RPOT?

Provide the following information about the targeted organization:

a) Name

b) Geographic scope. (Note: the organization should
operate in multiple districts and/or have a link to a
nationwide or international drug trafficking
organization.)

c) Number of participants.

d) Criminal activities involved (i.e.,
money laundering, drug production,
transportation and/or distribution, drug
related violence, public corruption, tax

fraud, etc.).

e) Type and quantity of drugs involved
and estimated annual supply capacity of the
organization.

f) Describe drug trafficking methods.

g) Describe money laundering methods including a

summary of the results of the financial
investigation to date.

Identify the principal targets and their roles in the organization (i.e.,

organization head, supplier, transporter, broker, financier, distributor,
enforcer, etc.).

Explain any connections to terrorist organizations, national gangs or other
organized criminal groups.

What is the nature and extent of public corruption, if any?

827

INVESTIGATIVE TECHNIQUES AND GOALS

What are the overall goals and objectives of this investigation?

List: (a) planned financial investigative steps; and (b) planned
investigative techniques beyond those listed in Part VI, above.

What is the potential for asset seizures? Describe these assets and list
the properties and/or the names of businesses subject to potential
seizure, and identify the relationship of the properties to the target(s) or
criminal activities.

What, if any, connection does this case have to other investigations,
districts or regions? What contact has been made with those other
jurisdictions?

What, if any, assistance has the OCDETF Fusion Center provided to
this investigation that has substantially contributed to
investigative/prosecution efforts? Please be specific about any results
from the OCDETF Fusion Center’s support (e.g. identification of
additional assets and/or associates, additional charges in indictment,
etc.)

PERSONNEL/RESOURCE REQUIREMENTS

Explain the investigative responsibilities of each agency participating
in this investigation.

LAW ENFORCEMENT SENSITIVE

Investigation Initiation Form

Organized Crime
Drug Enforcement Task Forces

LAW ENFORCEMENT SENSITIVE

Page 7

OCDETF Investigation No.
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(Assigned by AUSA Coordinator)

X. Approvals oe
Initiating District Regional Coordination Group

PRINT NAME INITIAL DATE AUSA Coordinator Signature:
U.S. Attorney or Designee Date
SAC or Designee ATF Date

DEA Date

ATF FBI Date
DEA ICE Date
FBI IRS Date
ICE USCG Date
IRS USMS Date
USCG Other Date
USMS
Other

If an agency disagrees with this proposal, which has been
approved by majority vote, please indicate below and attach a

dissenting statement.
Dissenting Agency:

To be completed by the Regional Coordination Group:

Was this investigation generated as a result of an approved OCDETF Strategic Initiative?

Yes[] No[l

If yes, identify the initiative number:

If this case is connected to an RPOT in another region, please identity region:

OCDETF Executive Office
Reviewed/Computer Entry:
Initials ___ Date

S |1

LAW ENFORCEMENT SENSITIVE

LAW ENFORCEMENT SENSITIVE
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE), Drug Enforcement
Administration (DEA), Internal Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496.

DlllLL ULIUULI 200,}‘ ATF and ihe oiher pdllllblb lisied above.frave been lllVL\lludllIlg a firearm
trafficking organization that is being funded by the Sinaloa drug trafficking organization (DTO),
a narcotics trafficking organization well known for violent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mexico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of this orgdnlzdtlon is dddrcsslng violations of Federal Laws to include Firearms,

Narcotics. Monev I ¢

LNCELURIL S, aYaviav Y

Agents believe that the Phoenix-based fircarm trafficking group is actively purchasing fircarms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
firearms are then being trafficked into Mexico using false compartments in various vehicles
through various international-Ports of Entry in Arizona and Texas.

(7)(E)

(b) (7)(E)
mvcshgatw* techniques agents have been able to identify a large number of additional co-
conspirators and disrupt the illegal activities of this firearms trafficking organization by seizing

..... RIS i e bl db I 130 Qifiils LB NLW. =

o O - R~

numerous ﬁreurms and narcotics. To date, over three hundred firearms and over fifty pounds of
marijuana have been recovered by agenis in addition o the numerous firearms and narcoiic
seizures in Mexico related to this investigation.

ATF8-001-001-00008672
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investigation. (b) (5) (b) (7)(A)

On December 3™ SAC Newell and ASAC Needles met with USA Burke, Chief of Criminal
Cunningham and the lead AUSA for this case and discussed all these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization
has subsided significantly since early October of this year. This 1s due to several factors not the
least of which are the many proactive measures taken by the agents assigned to Phoenix Group
VII. It should also be noted that throughout the course of the investigation numerous seizures

worns made hu athar CStata 10,
yyuwiw 1 I v 1

and Fadoaral law anfarpamaoant aoconcine at tha directinn
Hianaw II) ARARRANY . AN L vaivia G 1 AL

(e 1 “yy R R e R RS A ll&\/ll\al\/ﬁ “u i AR SR
Phoenix Group VII in order to ensure the seized firearms did not reach their intended destination
but also to ensure the leadership of this firearms trafficking organization was not “tipped off” to
the proactive measures taken while ihe larger conspiracy case was being prepared for the USAO.

e

ATF8-001-001-00008673
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(b) (5), (b) (7)(C)
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Proposed Charges:
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

Case Background

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE). Drug Enforcement
Administration (DEA), Internali Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496.

Since October 2009, ATF and the other partners listed above have been invesligaling a firearm
irafficking organizaiion ihat is being {funded by ihe Sinaloa drug irafficking organizaiion (DTO),
a narcotics trafficking organization wcll known for violent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mexico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of this organization is addressing violations of Federal Laws to include Firearms,
Narcotics, Money Laundering, and Conspiracy Laws.

Agents believe that the Phoenix-based firearm trafficking group is actively purchasing firearms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
fircarms are then being trafficked into Mexico using false compartments in various vehicles
through various international Ports of Entry in Arizona and Texas.

b)?)()E) (7 ) ( E ) Through these

investigative techniques agents have been able to identify a large number of additional co-
conspirators and disrupt the illegal activities of this firearms trafficking organization by seizing
numerous firearms and narcotics. To date, over three hundred firearms and over fifty pounds of

marijuana have been recovered by agents in addition to the numerous firearms and narcotic
seizures in Mexico relaied io ihis invesiigaiion.

Over the past several weeks agents, in conjunction with the investigative partners and the United
States Allorney"s Office (USAO) have been preparing for the indictment of 42 individuals in this
investig: (b) (5), (b) (7)(A)

(b) (5), (b) (7)(A)

ATF8-001-001-00008676
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D) (5), (b) (7)(A

On December 3™ SAC Newell and ASAC Needles met with USA Burke, Chief of Criminal
Cunningham and icad the AUSA for this case and discussed all these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization
has subsided significantly since early October of this year. This is due to several factors not the

least of which are proactive measures taken by the agents assigned to Phoenix Group VII.
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

(RPN PORRpiere o |

(S
ou ICIIICllla

On December 15/16, 2010, after the shooting death of U.S. Border Patrol Agent Brian Terry near
Rio Rico, Arizona (approx 25 miles north of Nogales) Southern Arizona law enforcement
officers/agents responded and conducted a search of the area. This search resulted in the arrest
of four individuals. One of them, Manuel Osorio Arellances DOB: 8-4-76, was shot in the
exchange of gunfire and is believed to be the individual who shot and killed Agent Terry but that

L VEAL fSAgl

has not bu,n confirmed. A fifth suspect is still believed to be at large

In addition and during the scarch of the arca two RomArm/Cugir, Model GP WASR 10,
7.62x39mm AK-47 rifles, serial numbers 1983AH3977 and 1971CZ3775 were recovered near
the scene of the shooting. An Urgent fircarms trace requested by ATF agents on-scene
determined that these firearms were in ATF’s National Tracing Center’s Suspect Gun Database
due to their association to an ATF led OCDETF investigation out the Phoenix OCDETF Strike

Force. This investioation, entitled “Fast and Furious”. due to the verv guick manner in which a

i vivw, A a115 aaay FULEGLIULL, Vil G L GBIV WD 4 MUY WU v L) YUaLA GGUauvI L yvaauaviaa @

complex firearms lmfhckmg organization acquired several hundred firearms was initiated in

October 2009 and is being conducted in conjunction with ICE/HSI, IRS, DEA and the Phoenix
Police Department.

(b) (3) (P.L. 111-117), (b) (7)(C)

(b) (3) (P.L. 111-117), (b) (7)(C)
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On December 15, 2010. ATF agents, assisted by ICE, the USMS and the Phoenix Police
Department located nd subsequently interviewed and arrested him on charges
stemming from his falslfymg ATF F 4473s by using a fdlsc address during his purchase of fou1
(4) firearr ; arms ]

interview, (). (75(C)

This was confirmed by interviewing the current residents of the
address he used along with verification via utility systems queries.

(b) (7)(C) as held overnight and ATF agents have prepared a Federal criminal complaint
for him based on violations of Federal firearms laws specifically of Title 18, United State Code,
Sections 924(a)(1)(A).

FARIS
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Phoenix Press Conference Key Messages and Talking Points:
(Some will be specific to Fast and Furious and some will address all the cases)

Key Messages:

Since the second GRIT initiative ended in August, 2009 the Phoenix Field Division has
continued to proactively address firearms trafficking to Mexico in support of ATF’s Project Gun
Runner

These investigations demonstrate the commitment on the part of ATF and its Federal, State,
Local, Tribal and International partners to address the criminal activity involved in the
trafficking of firearms to Mexico

These investigations address the key goals of ATF’s Southwest border firearms trafficking
strategy which are:

o Prevent violent crime
o Ensure the safety of the communities situated along the Southwest Border

o Disrupt and dismantle the firearms trafficking networks responsible for the
diversion of firearms from lawful commerce and into the hands of the Mexican
Drug Trafficking Organizations (DTOs)

These investigations all involved tireless effort on the part of ATF employees using a wide
variety of investigative methods to fully identify those responsible for trafficking firearms to
Mexico

ATF’s firearms tracing system, eTrace, played a key role in assisting in identifying the
individuals involved in violating Federal firearms laws in these investigations

In all of these cases a large number of certain types of rifles, such as AR and AK variants with
detachable magazines were purchased by straw purchasers as part of complex firearms
trafficking organizations and then recovered in violent crimes in Mexico, according to ATF trace
data, investigative experience, and Mexican law enforcement official reports

Substantiates the fact that Mexican DTOs and other associated criminal groups operating along
the SWB are actively pursuing “weapons of choice” in U.S. commercial firearms market

These cases demonstrate the ongoing trafficking of firearms by Mexican DTOs and other
associated groups operating in Arizona and the need for the reporting of multiple sales for certain
types of rifles in order to ferret out those intent on providing firearms to these criminal groups

ATF8-001-001-00008682
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Taiking Points:
(Using the “Ws” method - you can change if you desire)
What:

- Proactive investigations focused on eliminating the entire firearms trafficking network,
not just the straw purchasers

- ATF led firearms trafficking investigations into several firearms trafficking networks
based in metro Phoenix

- Some initiated as early as October, 2009

- OCDETF Strike Force effort.

- Multi-agency (ICE, IRS, DEA, Phoenix PD)

- Almost exclusively "weapons of choice” which we have openly discussed many times
before

- Alleged violations of Federal firearms laws by individuals involved in the illegal
acquisition and transfer of firearms, money laundering. etc (the USAQ will cover specific
charges per case in more detail). Thus we should only state what is in the indictment
when it comes to numbers of firearms. The indictment for Fast and Furious will not have
the total number of firearms trafficked. Note: We have seized 352 firearms here in the

U.S. in our effort to stop the traffickine while still mnking the Inrggr case, and about 250
1

1Q1% AL QAR ANy WAL SR a1t 10 1Al asc,

have been seized in Mexico. We will update the numbers again next week.

Who:

- Metro Phoenix area based complex firearms trafficking organizations

For Fast and Furious:

(b) (7)(C)

- Firearms primarily destined for Sinaloa DTO (based on traces, seizures in Mexico and

other investigative data gathered during investigations
((b) (7)(C)

- A large group of straw purchasers
and evade detection (another time to address Multiple Sale on Long Guns issue)

rere used extensively to spread out purchases

How:

- Trafficking organizations used a large number of straw purchasers to spread out sales
- Shows straw purchases and the use of straw purchasers is still a major issue (lack of
criminal history, need money, unlimited resource, etc)

N
e DT BT LT ¢ 30 tha s aden aean

Theantmae wua - RPRTP
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- Firearms were trafficked to Mexico in a variety of ways but mainly in small loads using
vehicles crossing into Mexico via POEs

For Internal ATF Use Only:

D) (5
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United Statcs Attor ney

District of Arizona

(b) (7)(C)

UNITED STATES DISTRICT COURT
DISTRICT OF ARIZONA

(b) (7)(C), (b) (7)(E), Under Seal
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DENNIS K. BURKE
United States Attorney . MAY 1 8 2010

CLERK U S DIS1HICT COURT
DISTRICT OF ARIZONA
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United States Attorney
District of Arizona

(b) (7)(C)

UNITED STATES DISTRICT COURT
DISTRICT OF ARIZONA
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Subject: Call in re Gunrunner Talkers/One Pager for Hill use/distribution.....
Location: Call in number to follow.

Start: 2/26/2013 6:11 PM

End: 2/26/2013 6:11 PM

Show Time As: Tentative
Recurrence: (none)
Meeting Status:  Not yet responded

Required Attendees: [(SJXU(®);
(b) (7)(C)

Potter, Mark W.;

Resources: Call in number to follow.

When: Tuesday, April 05, 2011 2:30 PM-3:00 PM (GMT-05:00) Eastern Time (US & Canada).

Where: Call in numher to follow,

Note: The GMT offset above does not reflect daylight saving time adjustments.

o 3 3K e s K 3 e K Kk

GUnrurner
Talkers
06FEB1L.docx
{21 kB)
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® Project Gunrunner, implemented in 2006 as ATF’s southwest border strategy, works in
conjunction with its domestic and international law enforcement partners to identify,
disrupt and dismantle the firearms trafficking infrastructure of criminal organizations
operating in Mexico and along the border.

¢ Though primarily a border strategy, Project Gunrunner has targeted and prosecuted
fircarms trafficking organizations in all parts of the United States, from Minnesota to
Florida to all our border states, where ATF tracing data and intelligence has provided
valuable leads in identilying individuals bent on providing guns to the cartels.

¢ Today, there are over 4,600 open Project Gunrunner investigations throughout the
United States looking into the firearm traffickers that bring such violence to Mexico.

¢ Since its 2006 inception, ATF’s Project Gunrunner investigations have seized in excess
of 10,000 firearms and 1.1 million rounds of ammunition destined for Mexico.

¢ In December 2009, ATF deployed Spanish eTrace, which allows our Mexican law
enforcement partners and other Spanish-speaking nations to enter information about
recovered crime guns into ATF’s National Tracing Center. eTrace allows law
enforcement representatives to electronically submit firearm trace requests, to retrieve
completed trace results and to query firearm trace-related data in a real-time environment.

* Project Gunrunner proves that valuable investigative information is obtained when all
crime guns are traced. Numerous illegal purchasers have been found and trafficking
networks investigated and prosecuted.

¢ Since 2009, ATF has tripled its Project Gunrunner personnel in Mexico which has
increased its capabilities for intelligence sharing and scene response. As a result, the
Government of Mexico is able to perfect additional cases and prosecute offenders.

¢ As part of ATF’s Project Gunrunner contributions within the Merida initiative, ATF
continues to train Government of Mexico officials in firearms and explosives
identification, firearms tracing procedures, post blast investigations, crisis negotiations,
and canine explosive training.

¢ ATF has partnered with the Government of Mexico to create the Combined Explosives
Investigation Team (CEIT). This team is a deployable, bi-national unit composed of
Mexican law enforcement officers, ATF Special Agents, and ATF Explosives
Enforcement Officers. The team responds to, and investigates, the rapidly increasing
number of incidents involving the use or recovery of improvised explosive devices
(IED’s) and Vehicle Bourne Improvised Explosive Devices (VBIED’s) in Mexico.

¢ ATF personnel attached to the CEIT’s are specialist Explosive Enforcement Officers

(EEQO’s), physically located in various U.S. consular offices throughout Mexico. This
allows broader coverage and a more rapid response wherever the scenes may be.

ATF8-001-001-00012442
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¢ ATF has partnered with Immigration and Customs Enforcement (ICE) and the
Government of Mexico to form the DC Arms Group. Based in Washington, DC, this
group is a multi-agency effort to coordinate strategic efforts of the participating agencies.

¢ Further Project Gunrunner statistics, FY 2006 — 2010 (only that information coded as
Project Gunrunner, not ATF as a whole):

o 2,451 defendants have been recommended for prosecution.

o 809 defendants are serving an average of 104 months in prison and an additional
260 are under the supervision of the court for an average of 39 months

o 300 defendants have been convicted and await their sentence.

o 1,573 defendants (64% of all defendants recommended for prosecution) faced
charges related to firearms trafficking.

o ATF conducted 11,745 firearms licensee compliance inspections.

o ATF Industry Operations Investigators (IOIs) identified 92,871 firearms that FFLs
could not locate in inventory or account for by sale or other disposition. By
working with industry members, 101s located either the firearms or records to
confirm the disposition of 76,436, or 82% of the missing firearms.

o ATF’s 101s reviewed over 1.75 million firearm transaction records to both
validate their correct and accurate completion as well as glean investigative leads
regarding patterns of purchases.

¢ The cornerstone of Project Gunrunner is intelligence-driven firearms trafficking
investigations. ATF gathers intelligence from FFL’s, ballistic and forensic analysis, and
tracing data, in addition to using traditional intelligence sources and methods. This
information is shared with our partners from DEA, ICE, CBP, and our Mexican
counterparts to form a multi-layered approach to disrupting firearms trafficking and drug-
related violence.

¢ Project Gunrunner’s objective is to deny Mexican drug cartels the “tools of the trade,”
which they employ to murder civilians, as well as political, military, and law enforcement
figures, in order to strengthen their grip on the lucrative drug and firearms routes into and
out of the United States. To this end, the Administration has looked to ATF to find
solutions to shut down the firearms trafficking organizations affiliated with the Mexican
cartels, and to reduce the violence associated with cartel activity on both sides of the
border.

¢ Based on its combined regulatory and criminal enforcement authorities, ATF has the
unique expertise required to investigate domestic and international weapons trafficking,

ATF8-001-001-00012443
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and the unparalleled capabilities and resources to develop actionable intelligence
regarding the illegal trafficking of firearms and explosives.

¢ In April 2009, ATF developed the Gun Runner Impact Team (GRIT) initiative as a
supplement to Project Gunrunner to aggressively target and disrupt groups and
organizations responsible for the trafficking of firearms to Mexico. The GRIT initiative,
designed to be intelligence driven and investigative in nature, focuses on investigating a
large number of firearms trafficking leads based on trace information from firearms
recovered in Mexico and information obtained from the inspection of Federal firearms
licensees (FFLs). GRITs deployments to Houston in 2009 and Phoenix in 2010 involved
surges in ATF personnel of 80-100 employees for 100-120 days.

Expansion:

¢ In 2009, ATF established new offices dedicated to Project Gunrunner firearms trafficking
investigations in McAllen, Texas, El Centro, California, and Las Cruces, New Mexico,
including a satellite office in Roswell, New Mexico. ATF also added new Gunrunner
teams in Phoenix and Houston and added 12 new industry operations investigators (IOIs)
to Southwest border offices. In addition, a total of four special agents were located in
consulate offices in Juarez and Tijuana, Mexico to provide investigative support to the
government of Mexico.

¢ These new Gunrunner offices are based both on ATF tracing and intelligence data, and
that of National Drug Intelligence Center (NDIC) data confirming Mexican cartel centers
of activity in the United States.

¢ Asof August 2010, ATF has 224 special agents, 165 IOIs and 32 support staff assigned
to Project Gunrunner in the four contigunous Southwest Border States. ATF is currently
staffing two new Gunrunner offices in El Paso, Texas and Tucson, Arizona, with plans
for 2011 to open new Gunrunner offices in Sierra Vista, Arizona and Brownsville, Texas.
Additional expansion plans for Mexico include the opening of three new offices located
in Hermosillo, Guadalajara and Mérida, as well as adding additional staff to the ATF
Mexico Country Office (MCO) in Mexico City.

¢ ATF has established an ES-1811, Country Attaché in Mexico City, Mexico. The SES-
level Attaché will work closely with the AD and DAD, Field Operations, the Chief of the
International Affairs Office, the Southwest border SACs, and others on matters pertaining
to Mexico. The Attaché will significantly assist in developing overall strategies, goals,
and objectives for ATF representation and operational activity in Mexico; conduct studies
of criminal activities; and develop criteria for measuring and evaluating
accomplishments, results, and effectiveness.

ATF8-001-001-00012444
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Deployment of eTrace in Mexico

¢ ¢Trace provides for the electronic exchange of crime gun incident-related data in a secure
Web-based environment. eTrace allows law enforcement officials to electronically
submit their trace requests to ATF, monitor the progress of traces, retrieve completed
trace results, and to query firearm race related data in a real-time environment.

¢ Over 50 countries around the world trace firearms through ATF, and approximately 30
countries utilize the full benefits of eTrace.

¢ In December 2009, ATF deployed a Spanish version of eTrace to Mexico. This will
improve Mexico’s law enforcement tracing results and will assist Mexican authorities in
developing investigative leads in their native language.

¢ In addition, eTrace will enable ATF and Mexican authorities to timely share intelligence
and investigative leads, and undertake joint action in the investigations of cross-border
firearms traffickers.

¢ ATF continues to work with the Government of Mexico to make firearms tracing in that
country more comprehensive, thereby ensuring the accurate tracing of all known
recovered/seized firearms.

ATF8-001-001-00012445
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Subject: Call in re Gunrunner Talkers/One Pager for Hill use/distribution.....
Location: Call in number to follow.

Start: 2/26/2013 6:11 PM

End: 2/26/2013 6:11 PM

Show Time As: Tentative

Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees: (b) (7)(C)
(b) (7)(C)

Potter, Mark W . {{)]

Resources: Call in number to follow.

Gunrunner
Talkers
N6FEB11.doc
{21 kB)
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® Project Gunrunner, implemented in 2006 as ATF’s southwest border strategy, works in
conjunction with its domestic and international law enforcement partners to identify,
disrupt and dismantle the firearms trafficking infrastructure of criminal organizations
operating in Mexico and along the border.

¢ Though primarily a border strategy, Project Gunrunner has targeted and prosecuted
fircarms trafficking organizations in all parts of the United States, from Minnesota to
Florida to all our border states, where ATF tracing data and intelligence has provided
valuable leads in identilying individuals bent on providing guns to the cartels.

¢ Today, there are over 4,600 open Project Gunrunner investigations throughout the
United States looking into the firearm traffickers that bring such violence to Mexico.

¢ Since its 2006 inception, ATF’s Project Gunrunner investigations have seized in excess
of 10,000 firearms and 1.1 million rounds of ammunition destined for Mexico.

¢ In December 2009, ATF deployed Spanish eTrace, which allows our Mexican law
enforcement partners and other Spanish-speaking nations to enter information about
recovered crime guns into ATF’s National Tracing Center. eTrace allows law
enforcement representatives to electronically submit firearm trace requests, to retrieve
completed trace results and to query firearm trace-related data in a real-time environment.

* Project Gunrunner proves that valuable investigative information is obtained when all
crime guns are traced. Numerous illegal purchasers have been found and trafficking
networks investigated and prosecuted.

¢ Since 2009, ATF has tripled its Project Gunrunner personnel in Mexico which has
increased its capabilities for intelligence sharing and scene response. As a result, the
Government of Mexico is able to perfect additional cases and prosecute offenders.

¢ As part of ATF’s Project Gunrunner contributions within the Merida initiative, ATF
continues to train Government of Mexico officials in firearms and explosives
identification, firearms tracing procedures, post blast investigations, crisis negotiations,
and canine explosive training.

¢ ATF has partnered with the Government of Mexico to create the Combined Explosives
Investigation Team (CEIT). This team is a deployable, bi-national unit composed of
Mexican law enforcement officers, ATF Special Agents, and ATF Explosives
Enforcement Officers. The team responds to, and investigates, the rapidly increasing
number of incidents involving the use or recovery of improvised explosive devices
(IED’s) and Vehicle Bourne Improvised Explosive Devices (VBIED’s) in Mexico.

¢ ATF personnel attached to the CEIT’s are specialist Explosive Enforcement Officers

(EEQO’s), physically located in various U.S. consular offices throughout Mexico. This
allows broader coverage and a more rapid response wherever the scenes may be.
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¢ ATF has partnered with Immigration and Customs Enforcement (ICE) and the
Government of Mexico to form the DC Arms Group. Based in Washington, DC, this
group is a multi-agency effort to coordinate strategic efforts of the participating agencies.

¢ Further Project Gunrunner statistics, FY 2006 — 2010 (only that information coded as
Project Gunrunner, not ATF as a whole):

o 2,451 defendants have been recommended for prosecution.

o 809 defendants are serving an average of 104 months in prison and an additional
260 are under the supervision of the court for an average of 39 months

o 300 defendants have been convicted and await their sentence.

o 1,573 defendants (64% of all defendants recommended for prosecution) faced
charges related to firearms trafficking.

o ATF conducted 11,745 firearms licensee compliance inspections.

o ATF Industry Operations Investigators (IOIs) identified 92,871 firearms that FFLs
could not locate in inventory or account for by sale or other disposition. By
working with industry members, 101s located either the firearms or records to
confirm the disposition of 76,436, or 82% of the missing firearms.

o ATF’s 101s reviewed over 1.75 million firearm transaction records to both
validate their correct and accurate completion as well as glean investigative leads
regarding patterns of purchases.

¢ The cornerstone of Project Gunrunner is intelligence-driven firearms trafficking
investigations. ATF gathers intelligence from FFL’s, ballistic and forensic analysis, and
tracing data, in addition to using traditional intelligence sources and methods. This
information is shared with our partners from DEA, ICE, CBP, and our Mexican
counterparts to form a multi-layered approach to disrupting firearms trafficking and drug-
related violence.

¢ Project Gunrunner’s objective is to deny Mexican drug cartels the “tools of the trade,”
which they employ to murder civilians, as well as political, military, and law enforcement
figures, in order to strengthen their grip on the lucrative drug and firearms routes into and
out of the United States. To this end, the Administration has looked to ATF to find
solutions to shut down the firearms trafficking organizations affiliated with the Mexican
cartels, and to reduce the violence associated with cartel activity on both sides of the
border.

¢ Based on its combined regulatory and criminal enforcement authorities, ATF has the
unique expertise required to investigate domestic and international weapons trafficking,
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and the unparalleled capabilities and resources to develop actionable intelligence
regarding the illegal trafficking of firearms and explosives.

¢ In April 2009, ATF developed the Gun Runner Impact Team (GRIT) initiative as a
supplement to Project Gunrunner to aggressively target and disrupt groups and
organizations responsible for the trafficking of firearms to Mexico. The GRIT initiative,
designed to be intelligence driven and investigative in nature, focuses on investigating a
large number of firearms trafficking leads based on trace information from firearms
recovered in Mexico and information obtained from the inspection of Federal firearms
licensees (FFLs). GRITs deployments to Houston in 2009 and Phoenix in 2010 involved
surges in ATF personnel of 80-100 employees for 100-120 days.

Expansion:

¢ In 2009, ATF established new offices dedicated to Project Gunrunner firearms trafficking
investigations in McAllen, Texas, El Centro, California, and Las Cruces, New Mexico,
including a satellite office in Roswell, New Mexico. ATF also added new Gunrunner
teams in Phoenix and Houston and added 12 new industry operations investigators (IOIs)
to Southwest border offices. In addition, a total of four special agents were located in
consulate offices in Juarez and Tijuana, Mexico to provide investigative support to the
government of Mexico.

¢ These new Gunrunner offices are based both on ATF tracing and intelligence data, and
that of National Drug Intelligence Center (NDIC) data confirming Mexican cartel centers
of activity in the United States.

¢ Asof August 2010, ATF has 224 special agents, 165 IOIs and 32 support staff assigned
to Project Gunrunner in the four contigunous Southwest Border States. ATF is currently
staffing two new Gunrunner offices in El Paso, Texas and Tucson, Arizona, with plans
for 2011 to open new Gunrunner offices in Sierra Vista, Arizona and Brownsville, Texas.
Additional expansion plans for Mexico include the opening of three new offices located
in Hermosillo, Guadalajara and Mérida, as well as adding additional staff to the ATF
Mexico Country Office (MCO) in Mexico City.

¢ ATF has established an ES-1811, Country Attaché in Mexico City, Mexico. The SES-
level Attaché will work closely with the AD and DAD, Field Operations, the Chief of the
International Affairs Office, the Southwest border SACs, and others on matters pertaining
to Mexico. The Attaché will significantly assist in developing overall strategies, goals,
and objectives for ATF representation and operational activity in Mexico; conduct studies
of criminal activities; and develop criteria for measuring and evaluating
accomplishments, results, and effectiveness.
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Deployment of eTrace in Mexico

¢ ¢Trace provides for the electronic exchange of crime gun incident-related data in a secure
Web-based environment. eTrace allows law enforcement officials to electronically
submit their trace requests to ATF, monitor the progress of traces, retrieve completed
trace results, and to query firearm race related data in a real-time environment.

¢ Over 50 countries around the world trace firearms through ATF, and approximately 30
countries utilize the full benefits of eTrace.

¢ In December 2009, ATF deployed a Spanish version of eTrace to Mexico. This will
improve Mexico’s law enforcement tracing results and will assist Mexican authorities in
developing investigative leads in their native language.

¢ In addition, eTrace will enable ATF and Mexican authorities to timely share intelligence
and investigative leads, and undertake joint action in the investigations of cross-border
firearms traffickers.

¢ ATF continues to work with the Government of Mexico to make firearms tracing in that
country more comprehensive, thereby ensuring the accurate tracing of all known
recovered/seized firearms.
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Subject: Call in re Gunrunner Talkers/One Pager for Hill use/distribution.....
Location: Call in number to follow.

Start: 2/26/2013 6:11 PM

End: 2/26/2013 6:11 PM

Show Time As: Tentative

Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees:
equire en (b) (C)

Potter, Mark W.;

Resources: Call in number to follow.

When: Tuesday, April 05, 2011 2:30 PM-3:00 PM (GMT-05:00) Eastern Time (US & Canada).

Where: Call in numher to follow,

Note: The GMT offset above does not reflect daylight saving time adjustments.

o 3 3K e s K 3 e K Kk
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Subject: Accepted: Phoenix

LocaiBraployee 3 Director's Office 4178
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End: 2/26/2013 6:1_ BPM

Show Time As: Busy

Recurrence: {(none)
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From:

To: Gaston, Molly (SMO)

Subject: RE: ISSA RESPONSE - OIG REPORTS

Attachments: ATF FY 2010 Congressional Budget to DEPT.doc

Moliy/Faith

ATF FY 10 Congrassional Budget — Public — see page 48 and foliowing

ATF FY 11 Congrassional Budget — Public - see pags

(b) (7)(C)

Acting Chief of Sigff
Office of the Director

01 202-64 2
®(b) (7)(C)

HO Boom 55 100

From: Gaston, Molly (SMO) [mailto{{)XEAI{®)]
Sent: i ' :13 PM

To: Burton, Faith (SMO)
Subject: RE: ISSA RESPONSE - OIG REPORTS

4180

Pigase send if you think they are rasponsive. And it's been really helpful that each of your cover latters describe the

degree of sensitivity regarding each document. Thanks so much.

FEE(b) (7)(C) ATF)
Sent: Friday, April 01, 2011 2:40 PM

To: Burton, Faith (SMO); Gaston, Molly (SMO)
Subject: ISSA RESPONSE - OIG REPORTS

Faith/Molly:

Attached are the OIG reports on Gunrunner — they are responsive to the “genesis” documents question and are

public.

Do you want budget request documents related to Gunrunner?

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0:202-648

C:

HQ Room 55 100
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I. Overview for the Bureau of Alcohol, Tobacco, Firearms and Explosives
A. Summary of Budget Request

The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) requests $1,114,772,000 in
Direct Salaries and Expenses and 5,025 full time equivalents (FTE) for FY 2010. This request
includes $1,077,783,000 and 4,979 FTE for current services and $36,989,000 and 46 FTE in
program enhancements. In addition, ATF requests $6,000,000 for construction of explosives
ranges at the ATF National Center for Explosives Training and Research. The FY 2010 request
supports ATF’s and the Department of Justice’s priorities to reduce violent crime, detect and
prevent terrorism and enforce the Federal firearms and explosives laws.

In support of these priorities, this budget request focuses upon ATF’s capabilities to:

* Combat violent firearms crimes and firearms trafficking;

¢ Stem the flow of illegally trafficked firearms and associated violence along the
Southwest Border region and other areas of the U.S.;

* Assist State and local law enforcement agencies in fighting violent crimes involving
firearms and explosives;

® Reduce the incidence and impact of violent gang activity involving firearms and
explosives in our communities;

¢ Disrupt and prevent the use of firearms and explosives in terrorist acts;

¢ Disseminate and leverage our technical expertise in explosives, IEDs, and post-blast
investigations by providing advanced training for State, local, international and U.S.
military personnel;

® Advance information and intelligence sharing among law enforcement agencies and
the Intelligence Community with enhanced information technology; and

* Improve efficiencies in managing financial and human resources.

Electronic copies of the Department of Justice’s Congressional Budget Justifications and Capital
Asset Plan and Business Case exhibits can be viewed or downloaded from the Internet using the

Internet address:

htip:/fwww nsdol.gov/imd/ 201 rustification/,

B. Mission and Strategic Goals

ATF is the U.S. law enforcement agency dedicated to protecting our Nation from the illicit use of
firearms and explosives in violent crime and acts of terrorism. ATF protects our communities
from violent criminals and criminal organizations by investigating and preventing the illegal use
and trafficking of firearms, the illegal use and improper storage of explosives, acts of arson and
bombings, and the illegal diversion of alcohol and tobacco products.

ATF regulates the firearms and explosives industries from manufacture and/or importation
through retail sale to ensure that Federal Firearms Licensees (FFLs) and Federal Explosives
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Licensees and permitees (FELs) conduct business in compliance with all applicable laws and
regulations.

ATEF is the Federal agency charged with enforcing the provisions of the Gun Control Act (GCA)
and the National Firearms Act (NFA); the two major laws enacted by Congress to respond
directly to firearms violence. In addition, ATF has oversight of the importation of arms,
ammunitions, and implements of war as authorized by the Arms Export Control Act. ATF also
enforces the Safe Explosives Act of 2002 (SEA) which expanded the scope of the Federal
explosives regulations administered by ATF by placing controls on the intrastate movement of
explosives and mandating that all persons who receive explosives obtain a Federal permit and
undergo a background check.

The genesis of our laws, the long-standing focus of our programs, the nature of the cases we
submit for prosecution, and years of anecdotal evidence clearly illustrate that we best serve our
country working at the frontline to reduce violent crime. This is our specialty, our niche. All of
our programs are designed first and foremost to impact violent crime. This is the proper role for
ATF in the Department of Justice and reflects how we best contribute, given the realities of a
post 9/11 redirection of many departmental assets to counter terrorism.

ATF’s regulatory and enforcement missions are interwoven to provide a comprehensive
approach in reducing violent crime, protecting the public and preventing terrorism. The
integrated efforts of our agents, Industry Operations Investigators (IOIs,) attorneys, scientists,
financial auditors, and administrative professionals allow ATF to effectively identify,
investigate, and recommend for prosecution violators of the Federal firearms and explosives laws
and ensure that licensees and permittees are operating within established laws and regulations.
This synergy is further enhanced by external partnerships with other Federal, State, local and
international law enforcement entities.

ATF has long recognized the clear link between the availability of criminally possessed firearms
and violent crime. We also recognize that by the time a firearm reaches the criminal “market”
we have to dedicate more resources to overcome its effects on the U.S. and global community.
Using only a market-based approach to violent crime reduction is incomplete. To reduce violent
crime, we must also concentrate on the sources of illegal firearms that fuel violence across the
U.S., on our borders, and abroad. This is the essence of our firearms trafficking, violence
reduction, and Southwest Border strategies.

ATF Strategic Priority: Reduce violent firearms crimes by strengthening firearms
trafficking intelligence gathering, analysis, inspection and investigative activity.

ATF Strategic Priority: Make our communities safer by expanding our efforts to
identify, target, and dismantle those criminal gangs and organizations that utilize

firearms, arson, and explosives in furtherance of violent criminal activity.

DOJ Strategic Goal 2: Prevent Crime, Enforce Federal Laws, and Represent the Rights
and Interests of the American People
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Objective 2.2: Reduce the threat, incidence, and prevalence of violent crime

Among all DOJ components, ATF’s expertise pertaining to the firearms and explosives makes us
an integral part of the law enforcement community’s response to violent crime and preventing
acts of terrorism.

These exceptional results in addressing violent crime are based upon ATF’s authority to enforce
Federal firearms laws and regulations. The Bureau also regulates the firearms industry to ensure
FFLs conduct business in compliance with all applicable laws and regulations. ATF’s regulatory
function is a key component in the effort to stem the flow of firearms to prohibited persons and
criminal organizations.

ATF’s Integrated Violence Reduction Strategy

Firearms-related violent crime is not a simple problem to combat; it is fueled by a variety of
causes that vary from region to region. Common elements, however, do exist. Chief among
these is the close relationship between firearms violence and the unlawful diversion of firearms
from legal commerce into the hands of prohibited individuals. To break this link, ATF employs
its Integrated Violence Reduction Strategy (IVRS). IVRS is a comprehensive, integrated set of
programs involving the vigorous enforcement of the firearms laws to remove violent offenders
from our communities, keep firearms from prohibited possessors, eliminate illegal weapons
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transfers, halt illegal sources of (irearms and pursue outreach and prevention efforts. The IVRS
builds upon traditional enforcement efforts with state-of-the-art ballistic imaging technology,
firearms tracing, and intelligence/information sharing.

This is accomplished by:

¢ Partnering with law enforcement agencies and prosecutors at all levels to develop focused
enforcement strategies to investigate, arrest, and prosecute violent offenders and illegal
domestic and international firearms traffickers.

¢ Providing assistance and leadership within the law enforcement community to effectively
solve violent crimes using specialized resources, technology, and training.

¢ Conducting training programs for State and local law enforcement partners focused on
firearms tracking, trafficking, and prosecution strategies.

¢ (ollaborating with FFLs to promote the proper recordkeeping and business practices that
help prevent the acquisition of firearms by prohibited persons.

¢ Preventing violence through community outreach.

Reducing Violence through the Interdiction and Prevention of Firearms Trafficking

Reducing firearms (rafficking on a broader, nationwide basis is a principal means of
reducing violent crime. ATF’s firearms trafficking strategy focuses on shutting off the
sources of firearms to violent offenders, from both commercial and secondary markets
such as gun shows. Since there is no legal way for a convicted felon, a drug trafficker, or
a juvenile gang member to obtain a firearm, these offenders rely on firearms traffickers
(those persons and organizations willing to sell (irearms without regard to the law) to
make quality firearms readily available. A criminal’s need for a “firearms trafficker” is a
consequence of the laws enacted at the Federal, State, and local level to control the sale,
possession, and usc of fircarms. Fircarms trafficking investigations arc inherently of
Federal interest due to their interstate and international nature. These investigations most
often exceed the jurisdictional boundaries and authorities of State and local law
enforcement. ATF is uniquely suited to address firearms trafficking by virtue of its
statutory authority and long experience in enforcing Federal firearms laws and regulating
the fircarms industry.

ATF’s strategy addresses the on-going movement of firearms from legal to illegal
commerce and from source area to market area. Failure to adequately resource this
strategy limits ATF’s ability to close down sources of illegally trafficked firearms, thus
allowing violent criminals to obtain the weapons through trafficking schemes. As
counterintuitive as it may seem, ATF agents, IOIs and Federal prosecutors working
together in a source area -- thousands of miles from a criminal market area -- may have as
big an effect (perhaps even bigger) on violent crime and gang violence in a market area
than do local police and prosecutors. This is equally true of firearms trafficking on the
Southwest Border. In both instances, the agents and prosecutors targeting the firearms
traffickers in the source areas are disarming the violent criminals and gangs in the market
areas. When viewed nationally, dismantling a gun trafficking organization providing
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scores of guns to any ol dozens of major cities and/or gangs will have a major impact on
reducing the nation’s overall violent crime rate.

ATF approaches firearms violence from two distinct fronts: industry regulation and criminal
investigation. To this end, ATF investigates FFL applicants to determine their eligibility to
engage in the business and to educate them about their recordkeeping responsibilities. ATF
conducts compliance inspections of current FFLs; and collaborates with industry on voluntary
compliance efforts. ATF employs approximately 700 field based IOIs responsible for
investigating the approximately 113,019 firearms licensees of all types (53,472 of which are
collectors of specialty firearms, e.g., curios and relics).

ATF regulates the manufacture, importation, and sale of firearms in the U.S. and qualifies
individuals who wish to engage in the firearms industry by licensing their business operation;
ensuring that prohibited persons do not enter the firearms industry nor gain access to firearms,
and providing guidelines for maintaining records for each acquisition and sale of a firearm.
Through this regulatory framework, ATF establishes the process that allows for the tracking of
each firearm from its point of manufacture or importation to the point of first retail sale, a
process known as “tracing.” By tracing every recovered firearm, ATF is able to discern patterns
of names, locations, and weapon types that provide invaluable leads aiding in the identification
of persons engaged in the diversion of firearms into illegal commerce.

ATF operates the National Tracing Center (NTC) which is the only law enforcement entity able
to trace firearms from their manufacture to the point of first retail sale. Crime gun trace data
shows that there are geographic “market areas” where crime guns are recovered and “source
areas” that provide firearms to those markets. In firearms trafficking cases, investigative
techniques vary depending on whether the investigation begins in a market or source area. In
either case, firearms trafficking investigations can be complex and time consuming. They range
from simple “straw purchase” investigations wherein a non-prohibited purchaser buys a firearm
on behalf of, or at the direction, of a prohibited purchaser to illegal dealing at gun shows and
other locations; from dishonest FFLs; to armed robberies of gun stores; from the theft of
interstate shipments of firearms; to large-scale illegal firearms trafficking organizations.
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Reducing Violence on the Southwest Border — Project Gunrunner

Our firearms trafficking strategy complements our continued focus on the deployment of
resources to specific localities where there is a high incidence of gang and gun violence.
Through firearms trafficking interdiction efforts, ATF decreases the availability of illicit firearms
and recommends for prosecution those who illegally supply firearms to prohibited possessors.
Violent gang members are often involved in firearms trafficking, both for potential profit and in
furtherance of drug trafficking and other crimes. The immediacy of the violence fueled by
firearms trafficking is demonstrated in the crisis on our Southwest Border. Recent trends have
shown an increase in the number of firearms recovered in Mexico, and these firearms fuel the
growing violence along the border, including the brutal murders of literally hundreds of law
enforcement officers and government officials.

ATEF’s Southwest Border initiative, Project Gunrunner, is a focused subset of ATF’s broader
firearms trafficking initiative, addressing U.S.-based firearms trafficking that is fueling the
violence along the Southwest Border and nationwide. Over 90 percent of the crime guns used in
Mexico originates from sources in the U.S. In the Southwest Border States, ATF’s primary role
is to stem the illegal trafficking of weapons across the border and to reduce the firearms driven
violence now occurring on both sides of the international boundary. ATF is focused on shutting
off the sources of firearms to violent offenders and criminal organizations, from both commercial
dealers using “straw purchasers” and secondary markets such as gun shows. In partnership with
other U.S. agencies and the Government of Mexico, ATF’s Project Gunrunner focuses on
deploying resources on the Southwest Border to investigate the sources of firearms identified
from trace data supplied by its Mexican counterparts. The trace data is derived from firearms
recovered in the Mexican “market” areas.

Firearms tracing, in particular the expansion of the e-Trace firearms tracing system, is a critical
component of Project Gunrunner in Mexico. In 2008, ATF deployed eTrace technology to the
nine U.S. consulates in Mexico. ATF provided extensive training to Mexican law enforcement
personnel on firearms tracing and trafficking techniques. ATF and the government of Mexico
have discussed (and continue to discuss) decentralizing the firearms tracing process in order to
deploy a Spanish-language eTrace to other Mexican law enforcement agencies.

In the past two years, ATF seized thousands of firearms headed to Mexico. Trends indicate that
the firearms illegally crossing the U.S.-Mexico border are becoming more powerful. ATF
analyzed firearms seizures in Mexico from FY 2005 to FY 2007 and identified the following
weapons of choice most commonly used by drug traffickers: 9mm pistols; .38 Super pistols;
5.7mm pistols; .45-caliber pistols; AR-15 type rifles, and AK-47 type rifles.

Most of the firearms violence in Mexico is perpetrated by Drug Trafficking Organizations
(DTOs.) DTOs are vying for control of drug trafficking routes to the U.S. and engaging in turf
battles for disputed distribution territories. DTOs operating in Mexico rely on firearms from
illicit suppliers to enforce and maintain their narcotics operations. Intelligence indicates these
criminal organizations have tasked their money laundering, distribution and transportation
infrastructures with reaching into the U.S. to acquire firearms and ammunition. These Mexican
DTOs are among the leading gun trafficking organizations operating in the U.S.
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ATF currently has approximately 145 agents, 60 10Is, and 12 forensic auditors assigned (o
Project Gunrunner, as part of a broad plan to increase strategic coverage of and disrupt the
firearms trafficking corridors operating along the border. Additionally, ATF has dedicated four
Intclligence Rescarch Specialists (IRSs) and a special agent intelligence officer to intelligence
collection, analysis, and information sharing.

Internationally, ATF works with other agencies to prevent firearms from reaching the hands of
drug traffickers, organized crime members, and terrorist organizations. ATF has primary
jurisdiction over the importation of firearms, ammunition and implements of war under the Arms
Export Control Act (AECA), and has shared jurisdiction over firearms exports with the
Department of Homeland Security and the Department of State’s Office of Munitions Control.

Reducing Violent Gang Crime

Since its creation as a Bureau in 1972, ATF has established itself as a lead Federal agency in the
investigation of violent gang-related crime. With a long history of focusing on violent crime,
ATF has unique statutory authority over the “tools of the trade” that make gangs a threat to
public safety. These tools include guns in the hands of felons and prohibited persons, and
weapons and explosives used to retaliate against rivals and witnesses. ATF’s core missions—
enforcing laws that prohibit the criminal misuse of firearms and explosives, and investigating
acts of arson— have placed it at the center of gang investigations, including those of well-known
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street gangs like the Crips and Bloods, organized criminal Asian gangs, while supremacists,
outlaw motorcycle organizations, violent Hispanic gangs like Mara Salvatrucha (MS-13), and
innumerable neighborhood-based gangs. ATF’s anti-gang strategy includes enforcing Federal
statutcs such as the Racketeer Influenced and Corrupt Organizations Act (RICO) and the Armed
Career Criminal statute.

ATF has long recognized the clear link between the availability of criminally possessed firearms
and violent crime. ATF’s focus on violent firearms related crime provides a strong link to the
investigation of criminal street gangs. ATF reduces violent crime by targeting and dismantling
gangs that pose the greatest threat to public safety, investigating, infiltrating, and dismantling
gangs which range from outlaw motorcycle organizations like the Hells Angels and Mongols;
international gangs like MS-13; national gangs like the Crips or the Bloods, and the local “drug
crews” that afflict many communities.

Using the IVRS concept of our integrated strategy to address violent firearms crime, ATF
introduced Violent Crime Impact Teams (VCITs) in 2004. Focused primarily in urban areas and
working with local law enforcement partners, VCITs identify hot spots of violent firearms crime
and target, investigate, arrest, and prosecute the “worst of the worst” criminals. These efforts
produce long-term reductions in firearms violence in communities by removing violent offenders
from the streets for long periods of incarceration rather than merely shifting the violence to
adjacent neighborhoods. The teams focus on a small area and flood it with the integrated
resources of the VCIT partners. ATF’s VCIT program is the logical “market area” complement
to its firearms trafficking strategy.
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ATF agents work with other Federal, State, and local law enforcement to identify the most
violent gang members and target these offenders [irst, using undercover operations, surveillance,

wiretaps, and the controlled purchase of drugs, guns, explosives, and other contraband to identify
and attack the gang’s hierarchy.
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Reducing Violent Crime through Effective Regulation of the Firearms Industry

As firearms violence continues to erode the quality of life in our communities, ATF has the
unique ability to combat this threat from another front. The fair and effective regulation of the
firearms industry is a key component of ATF’s firearms enforcement efforts. ATF has sole
Federal regulatory authority over FFLs businesses authorized to engage in the manufacture,
importation, and/or sales of firearms in the U.S. ATF licenses those who enter the firearms
business, prescribes the manner by which they must operate, and defines the records they must
keep for the acquisition and sale of each firearm.

ATF’s Federal Firearms Licensing Center (FFLC) is responsible for issuing licenses to legitimate
firearms manufacturers, importers, and dealers. ATF works with the FBI to screen firearms
license applicants for Federal prohibitions such as felony convictions, drug use, illegal alien
status, mental history, minimum age requirement, etc. To help prevent individuals from buying
firearms by falsely claiming to be an FFL, ATF provides licensees access to a database entitled
“FFL EZ Check,” which allows FFLs to verify the legitimacy of the licensee with whom they are
doing business before shipping or disposing of the firearm.

ATF’s I0OIs determine the eligibility of applicants to engage in the business and educate them
about their recordkeeping responsibilities in the conduct of qualification inspections. ATF also
conducts compliance inspections of current FFLs; and collaborates with the industry on
voluntary compliance efforts. ATF employs approximately 700 field based IOIs responsible for
investigating approximately 113,019 firearms licensees of all types (53,472 of which are
collectors of specialty firearms, e.g., curios and relics).

Through this regulatory framework, ATF establishes the “paper trail” to track each firearm from
its point of manufacture or importation to the point of its first retail sale, a process known as
“firearms tracing.” ATF operates the NTC, which is the only entity able to trace firearms from
their manufacture or importation to the point of first retail sale. Every firearm recovered by law
enforcement and subsequently traced, enables ATF to discern patterns that provide invaluable
leads to aid in identifying the diversion of firearms into illegal commerce. In addition to
ensuring compliance with the Federal requirements for gun sales/purchases and the National
Instant Criminal Background Check System (NICS) ATF inspections focus on identifying
criminals who illegally purchase firearms

10
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Proper and timely recordkeeping by FFLs is critical to the success of a crime gun trace and is
required for all firearms acquired and transferred by licensees. Failing to account for firearms is
a serious public safety concern because unaccounted firearms cannot be traced. ATF’s FFL
inspection program includes using tracing information to detect indicators of illegal firearms
trafficking, and leads investigators to conduct inspections of specific dealers.

ATF I0Is conduct inspections of FFLs to ensure compliance with the law and regulations and to
assist them with the implementation of business practices designed to improve compliance with
the GCA. If violations are discovered during the course of an FFL inspection, ATF has several
tools available to encourage compliance. These include issuing a Report of Violations, sending a
Warning Letter, and holding a Warning Conference with the industry member. On rare
occasions, ATF encounters a licensee who, despite ATF’s efforts, fails to comply with the laws
and regulations and who demonstrates a lack of commitment to improving his or her business
practices. In such cases where willfulness is demonstrated, ATF’s obligation to protect public
safety may require revocation of the Federal firearms license.

As authorized by the Arms Export Control Act, ATF also regulates the importation of firearms,
ammunition and implements of war into the U.S. ATF approves or denies applications to import
items by domestic businesses, members of the U.S. military returning from abroad with personal
firearms, non-immigrant aliens temporarily hunting or attending legal sporting activities in the
U.S., and U.S. citizens re-establishing residency after having lived abroad. ATF also provides
technical advice to the public regarding import requirements applicable to firearms, ammunition
and implements of war.

11
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These eflorts focus on reducing the sources of [irearms Lo violent offenders by (inding and
prosecuting firearms traffickers. Firearms trafficking investigations are inherently Federal
activities due to their interstate and international nature. ATF is uniquely suited to address
fircarms trafficking by virtue of its statutory authority as outlined above and long cxpericnce in
enforcing Federal firearms laws and regulating the firearms industry.

Reducing Violent Crime through Regulation of Specified Classes of Weapons

In the wake of prohibition, the National Firearms Act (NFA) was enacted in 1934 to address
growing concerns about organized crime and violence. The NFA regulates the manufacture,
possession, and transfer of a limited group of firearms considered especially dangerous including
machineguns, sawed-off shotguns and rifles, silencers, other concealable firearms, and
destructive devices such as bazookas, bombs, missiles, and grenades. The NFA requires the
Attorney General to maintain a central registry of firearms covered by the statute. The statute
also prohibits the transfer or making of NFA firearms without prior approval and imposes a tax
on the transfer and making of such firearms.

ATF maintains the National Firearms Registration and Transfer Record (NFRTR,) the central
registry of all NFA firearms in the U.S. There are more than 2.1 million firearms registered in
the NFRTR. In FY 2008, ATF processed 970,000 NFA transactions. Through ATF’s
investigation program of licensees, agents (and IOIs) determine the lawfulness of the making,
possession, or transfer of recovered machineguns, silencers, and other such weapons using
information in the NFRTR. U.S. Attorneys’ Offices nationwide also rely on NFRTR information
for court certificates or testimony. Each year, NFA Branch personnel prepare more than 400
certificates for court cases.

Reducing Violent Firearm Crime with National Information Sharing

Intelligence and information sharing are a key component of the IVRS strategy. As with
fingerprints, every firearm has unique identifying characteristics. The barrel of a weapon leaves
distinct markings on a bullet or projectile and the breech mechanism leaves distinct markings on
the cartridge case. Using these markings, firearms examiners are able to examine bullets and
cartridge casings to determine if they were expelled from the same firearm. Historically, this
was a tedious, time-consuming, and in many cases, nearly impossible process for firearms
examiners to compare suspect bullets and cartridge casings recovered at disparate crime scenes,
or from a recovered firearm to the vast inventory of recovered or test-fired evidentiary projectiles
and casings. Further, the severe stress and eyestrain on the firearms examiner slowed the
process.

Realizing the examination techniques were antiquated, ATF recognized the potential benefits to
law enforcement that innovative computerized, crime-fighting technology can provide. ATF’s
National Integrated Ballistics Information Network (NIBIN) Program is the only ballistic
imaging system operating in the U.S., primarily supporting State and local law enforcement.
This equipment allows firearms technicians to acquire digital images of the markings made by a
firearm on bullets and cartridge casings. The images then undergo automated initial comparison.
If a high-confidence “match” or “hit” emerges, firearms examiners compare the original
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evidence o conflirm a match. By minimizing the amount of non-matching evidence that (irearms
examiners must inspect to find a confirmable match, the NIBIN system enables law enforcement
agencies to discover links between crimes more quickly, including links that would have been
lost without this technology.

ATEF deploys Integrated Ballistic Identification System (IBIS) equipment to Federal, State, and
local law enforcement agencies for their use to image and compare crime gun evidence. By
funding and supporting this program, ATF makes it possible to share intelligence across
jurisdictional boundaries, enabling Federal, State, and local law enforcement agencies to work
together in the fight against violent crime. More than 174 law enforcement agencies nationwide
participate in this program, and IBIS equipment is installed at 203 sites. Nearly 1.3 million
pieces of evidence have been imaged in the system. To date, over 25,000 “hits” have been
logged, many of them yielding investigative information not obtainable by other means. The
investigative information provided by NIBIN supplies pieces to a puzzle for investigators in
solving seemingly unrelated crimes.

ATF’s NTC is another key tool in fighting violent crime. Each year, the NTC traces hundreds of
thousands of recovered crime guns for law enforcement; in FY 2008, the NTC traced 312,520
recovered firearms for law enforcement offices in over 50 different countries. The NTC is the
only repository of all crime gun trace data, multiple handgun sales information, stolen firearms
information, suspect gun information, and over 100 million firearms transaction records from
out-of-business FFLs. Taken together, the data allows ATF to identify recurring patterns and
trends indicative of illegal firearms trafficking and pass that information on to law enforcement.
Analysis of the collective crime gun trace histories can assist communities in developing focused
strategies or programs that address specific factors identified as contributing to armed crime.
The NTC also ensures that ATF agents can access its data through e-Trace, a web-based input
and query engine available to all law enforcement agencies.

Intelligence gathered from tracing crime guns provides leads on illegal firearms traffickers and
others involved in violent firearms crime, such as criminal gang members. ATF data identifies
“hot spots” of criminal activity, and locates the sources of weapons used in these areas—the
source of which may be in other States or across the country. Analysis and examination of crime
gun data helps identify illegal firearms traffickers who supply arms to criminals. ATF uses this
data to perfect its own criminal investigations, and transmits information to State and local law
enforcement to support those agencies in their fight against violent crime.

Reducing Violent Firearm Crime Globally Through International Policy Development and
Partnership

At the request of the Department of State, ATF advocates the firearms policies of the Department
of Justice and the U.S. in international forums such as the United Nations and the Organization
of American States. ATF ensures that the international firearms agreements in which the U.S.
participates are consistent with U.S. laws, regulations, policies, and practices. The United
Nations Program of Action, the Organization of American States Convention on Firearms, and
the International Tracing Instrument are just a few of the agreements in which ATF represented
the interests of the U.S. Government.
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ATF enforces the NFA, as well as the import provisions of the AECA and works closely with the
DHS to monitor firearms imports and NFA exports to ensure that their international movement is
consistent with the law. ATF is the principal DOJ component involved in efforts to combat the
illicit manufacturing and trafficking of firearms, their parts and components, and ammunition
and explosives in a number of international forums including the United Nations and the
Organization of American States (OAS) and maintains close liaison with the Department of
State.

These efforts, which include the negotiation of legally and politically binding agreements and
model regulations, prevent the diversion and misuse of dangerous commodities by terrorists.
Additionally, ATF participates in the DHS’s Interagency Incident Management Group and the
State Department’s International Law Enforcement Academy program (ILEA), which
encourages cooperation among participating countries and other U.S. Government agencies.
Currently, an ATF special agent serves as the Deputy Director at the ILEA in Bangkok,
Thailand. In addition, ATF has assigned a liaison officer to EUROPOL in The Hague, The
Netherlands.

ATEF, through its international offices, has implemented bilateral initiatives to help reduce violent
crime at home and in neighboring countries. For example, firearms publications and posters in
French and English advise Canadian and U.S. citizens traveling between these countries to be
aware of pertinent firearms laws, requirements, and associated penalties. ATF’s Canadian
Office, along with the NIBIN Program Office at ATF Headquarters, was also instrumental in
developing a memorandum of understanding (MOU) with Canadian officials related to ballistic
tracing and interconnectivity of data systems. The MOU facilitates sharing leads and other
information in real time and exploiting ballistic evidence recovered at crime scenes. The
Attorney General and the Canadian Minister for Public Safety at the 9th Annual Canadian-U.S.
Cross Border Crime Forum signed this MOU on November 16, 2006.

ATF Strategic Priority: Advance domestic and international explosives expertise, to
prevent, detect, and investigate acts of violent crime and terrorism and to enhance public
safety.
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DOJ Strategic Goal 1: Prevent Terrorism and Promote the Nation’s Security

Objective 1.2: Strengthen partnerships to prevent, deter, and respond to terrorist
incidents.

The terrorist attacks of September 11, 2001 highlighted the importance of ATF’s role in
enforcing the criminal and regulatory provisions of Federal firearms and explosives laws, and in
preventing and deterring the use of firearms and explosives by criminals and terrorists.

ATEF plays a key role in DOJ’s counterterrorism responsibilities as set forth in the National
Implementation Plan for the War on Terror (NIP) and in DOJ’s supporting plan for the NIP. The
impact of ATF’s investigative and regulatory programs includes the detection and deterrence of
terrorist’s use of firearms, explosives and other conventional weapons. Through regulation of
firearms and explosives commerce and through its investigative and criminal enforcement
activities, ATF prevents prohibited persons from acquiring and possessing firearms and
explosives, which could be used in acts of terrorism. ATF also disrupts the illegal trafficking of
alcohol and tobacco products, the proceeds of which have been traced to terrorist organizations.

Reducing Violent Crime Involving Explosives and Bombings

Most of the bombings that occur in the U.S. are criminal in nature and fall under the jurisdiction
of ATF. ATEF also responds to and helps investigate the remaining explosives incidents that are
classified as “terrorist bombings™ since all terrorist bombings are criminal acts. These include
incidents classified as domestic terrorism, such as acts by animal- or environmental-rights
extremists.
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Criminal bombings and the illegal use of explosives are a threat to public safety at home and
abroad. A common trend emerging in explosives and bombing incidents is the increased use of
IEDs. The Internet has made the knowledge and supplies needed to construct an IED available
to a broader range of the public than ever before, including those who would use that knowledge
to commit violent crimes. Many of the materials required to produce an explosive device are
common household goods, available with minimal or no regulation. U.S. law enforcement needs
to continue to adapt our regulatory and investigative practices to address this new reality.

Since 1968, ATF has identified and adapted to emerging threats that involve explosives. ATF
regulates the explosives industry and investigates bombings, arsons, thefts, and recoveries of
explosives, and the criminal misuse of explosives. ATF is recognized for its expertise in
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bombing and explosives investigations and in the reconstruction of explosives incidents. ATF’s
agents and forensic personnel are highly trained in the investigation of post-blast scenes.
Together, they train Federal, State, local, tribal, and international law enforcement agencies in
mcthods and techniques to solve such crimes.

ATF’s explosives and arson jurisdiction is based on Title XI of the Organized Crime Control Act
of 1970 and its amendments including the Safe Explosives Act. The original legislation was
modeled after the GCA and, like the GCA the explosives law prohibits persons with certain
disabilities, such as felons, from receiving or possessing explosives. The law establishes a
system of controls over commerce in explosives by making it a crime to engage in the business
of manufacturing, importing, and dealing explosives without a license and requires all licensees
to maintain certain records. The law requires that any person who receives explosives for
personal use, whether interstate or intrastate, must obtain a permit from ATF, and requires that
explosives be stored in compliance with regulations.

As an integral part of ATF’s overall violent crime reduction strategy, ATF’s Explosives Program
provides vital resources to local communities to investigate explosives incidents and arson-for-
profit schemes. ATF’s National Response Team (NRT) consists of highly trained agents,
forensic chemists, engineers, Explosives Enforcement Officers (EEOs,) electrical engineers, fire
protection engineers, canine handlers, and other technical experts who can be deployed within 24
hours to major explosion and fire scenes anywhere in the U.S. The NRT conducts investigations

with State and local officers in fire and explosives incidents by providing examinations of the
scene, interviews, assistance with the resulting investigations, and expert court testimony.
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ATEF also provides NRT support to security preparedness efforts at the Olympics, the National
Governor’s Conference, the Super Bowl, and other National Special Security Events. ATF’s
International Response Team (IRT), through an agreement with the Department of State, deploys
in support of Diplomatic Security Service and foreign government requests to investigate
explosive and arson incidents.

There is a strong link between explosives and terrorism. As our understanding of terrorist tactics
grows, so does the range of tools and techniques employed by the terrorists. Therefore, it is
critically important that we have effective intelligence and robust information sharing practices,
and that we use innovative research, training, and investigative tactics to meet this evolving
threat.

ATF’s expertise in detecting, preventing, investigating, and responding to firearms, explosives,
and arson crimes and conducting state-of-the-art forensic analyses of criminal evidence is a
particularly valuable asset in efforts to keep citizens and neighborhoods safe. This
comprehensive expertise significantly contributes to the Global War on Terrorism by supporting
national counterterrorism strategies and by establishing partnerships with members of the law
enforcement, public safety, scientific, industry, academic and intelligence communities.

ATF’s analytical and forensic technology resources and knowledge are available to agencies at
every level of government, domestically as well as internationally, to assist in preventing,
detecting, disrupting, and prosecuting criminal activity and terrorism. To complete our mission,
ATEF relies upon information sharing partnerships with other domestic and international law
enforcement agencies to provide accurate and timely intelligence support. ATF also uses
partnerships in all aspects of its regulatory enforcement, training, and forensic mission areas and
works with the industries it regulates to prevent violence and safeguard the public while
minimizing regulatory constraints that hinder legitimate business.

ATEF participates in a number of efforts and activities that support the Attorney General’s
counterterrorism efforts, including supporting the Law Enforcement Information Sharing
Program (LEISP) with both investigative and intelligence resources.

ATF fully supports Government anti-terrorism efforts and in particular, the FBI-led Joint

Terrorism Task Force (JTTF). Currently, ATF has 60 agents assigned fulltime to the 103 JTTFs
throughout the country. In addition, we have one agent assigned to the National JTTF at FBI
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Headquarters. Because of this participation, ATF has played an important part in a number of
terrorism cases that involved firearms smuggling, bombings, illegal explosive possession, and
tobacco diversions.

ATF’s support to departmental efforts to prevent terrorist attacks extends beyond our nation’s
boundaries. In order to remain at the forefront of emerging terrorist trends, ATF also supports
the Department of Defense’s Combined Explosives Exploitation Cells (CEXC) program, which
was established to document, collect, process, and serve as a repository for physical evidence
recovered from detonations of IEDs in Iraq. Since March 2005, ATF has deployed 36 explosives
experts internationally to Iraq to provide onsite investigative assistance in processing post-blast
incidents directed at U.S. and allied forces.

To further exploit the work of CEXC, ATF supports the Terrorist Explosive Device Analytical
Center {TEDAC). The TEDAC is a DOD program managed by a combined DOJ leadership
team composed of the FBI and ATF. This joint DOJ-DOD program is supported by ATF and
FBI agents, intelligence analysts, certified explosives specialists, and other personnel with
specialized training. Collectively, they assist in the technical and forensic exploitation of
evidence and triggering mechanisms recovered from IED detonations and render safes in Iraq
and Afghanistan. The exploitation of the recovered evidence is a time consuming process in
which every IED component part is identified and documented in an IED database. Additionally
these examinations identify the assembly characteristics and functionality of the IEDs. ATF is a
managing partner in the TEDAC and has assigned 19 permanent employees (with a commitment
of 26 by the end of the year) and nine contract employees to support the analysis of improvised
explosive devices (IED) from Iraq and Afghanistan in an effort to identify bombers and prevent
further attacks.

TEDAC has also established partnerships in the explosives arena with the New Scotland Yard,
Anti-Terrorist Branch. A New Scotland Yard Anti-Terrorism detective has been placed in the
TEDAC to create an information exchange between the U.S. and the United Kingdom to help
deter future terrorist bomb attacks. Research partnerships between forensic scientists from both
agencies are underway to examine new homemade explosives used by terrorists. Those
explosives are being characterized for their explosive properties and effects and for forensic
evidentiary value.

ATEF has strategically placed assets in the Western Hemisphere, forming a first line of defense
and early warning presence to address terrorism and other transnational threats such as gangs and
firearms-related violence arising from DTOs.

ATF’s international offices in Canada, Mexico, and Colombia work in close partnership with law
enforcement counterparts in those countries to combat criminal activity, firearms trafficking
schemes and acts of terrorism. ATF’s NTC traces thousands of U.S.-sourced firearms recovered
in crimes in over 50 different countries in order to provide investigative leads leading to illegal
trafficking sources. Successes include the establishment of the Center for Anti-Explosives
Information and Firearms Tracing (CIARA) in Colombia, which is a firearms and explosives
tracing center modeled after ATF’s NTC Division and the U.S. Bomb Data Center. CIARA is
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the first of its kind in South America and will serve as a model for such centers in Central and
South America as well as the Caribbean Basin.

At the request of the State Department, ATF strategically utilizes its IRT to provide technical and
investigative assistance in international explosives and fire incidents. The IRT has responded to
27 incidents since its inception in 1991, and in April 2007, the IRT responded to Paramaribo,
Suriname, to assist with rendering safe an explosive device.

Reducing Violent Crime Involving Explosives and Bombing through Effective Training
and Research - ATF National Center for Explosives Training and Research

Established as a result of the 2002 Homeland Security Act, the ATF National Center for
Explosives Training and Research (NCETR)’s mission is to deliver basic and advanced courses
on a variety of explosives topics to ATF personnel, law enforcement partners, the U.S. military,
and other Federal agencies. Currently operating at Fort A. P. Hill in Bowling Green, Virginia,
the NCETR provides a means of consolidating ATF explosives expertise and research,
developing and enhancing technical knowledge, and building partnerships for the dissemination
of this knowledge across State, local and Federal law enforcement agencies.

Congress appropriated funds to construct a permanent facility for NCETR at Redstone Arsenal in
Huntsville, Alabama. This facility, under construction and scheduled for completion in 2010,
will consist of three explosives ranges, eight classrooms, laboratories, a conference facility and
office space for ATF personnel and for partners from the Federal, State, local and international
law enforcement and explosives communities. The first of the explosives ranges were available
for training/research activity in August 2008.

The NCETR will be a center for the management and execution of ATF’s explosives related
training, research, and information sharing programs and initiatives. Upon completion, the
NCETR facility will provide the highest-quality training experience and scientific research for
those on the front lines of efforts to prevent and investigate bombings. The concept fits squarely
within ATF’s explosives mission and supports the mission and strategic goals of DOJ and ATF.
The NCETR facility will be a world-class explosives training facility for all levels of government
and we fully expect that the interagency explosives community will derive significant benefits
from the facility.

Upon its scheduled completion in 2010, the NCETR will consist of three explosives ranges, eight
classrooms, laboratories, a conference facility, and office space for ATF personnel and for
partners from throughout the Federal, State, local and international law-enforcement and
explosives communities. Establishment of the NCETR at Redstone Arsenal will enable ATF to
bring together under one roof its explosives training, research, and information-sharing activities,
affording maximum synergy across these inter-related disciplines. Additionally, the planned
presence at the NCETR of training and research partners from across the domestic and
international communities will enhance U.S. Government efforts to foster collaboration and to
successfully combat violent crime and terrorism.
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The demand for training and other support {rom ATF explosives experts, both for ATF personnel
and personnel from other Federal, State, and local agencies, continues to increase. One of the
premier NCETR programs, the Advanced Explosives Destruction Techniques (AEDT) course
has been presented to 371 students in the last three years and still has a backlog of over 900 State
and local law enforcement personnel seeking this training. ATF has historically sought to meet
this demand by using multiple training sites, often borrowed, throughout the country. This
approach is simply insufficient to deliver all the training and explosives support needed.

Among the primary focuses of the planned facility for the NCETR will be to provide state-of-
the-art explosives training for ATF agents, ATF IOIs, ATF Explosives Enforcement Officers and
for law-enforcement and other first-responders from throughout the Federal, State, local, and
international explosives communities. Training that will continue to serve as a cornerstone of
the NCETR curriculum will include courses such as “Advanced Explosives Destruction
Techniques,” “Post-Blast Investigation Techniques,” and “Advanced Explosives Training for
IOIs.” Another of the missions of the NCETR will be to promote and conduct research that will
improve ATF’s ability and the ability of our law enforcement partners to investigate bombings,
prevent diversion, and ensure the safe and secure storage of explosives. Additionally, the
NCETR will have onsite data and information-sharing resources of the U.S. Bomb Data Center.
Integrating ATF’s explosives training, research and information-sharing functions at the NCETR
will improve efficiencies within ATF and will enhance our efforts in each of these inter-related
explosives disciplines.

Establishing the NCETR facility at Redstone Arsenal will provide a variety of benefits. It will
enable ATF to create a facility at which our explosives training, research, and information-
sharing activities can be fully integrated under one roof, providing maximum synergy across
these inter-related explosives disciplines. Additional range and classroom space will enable ATF
to address the backlog of demand from State, local and international law enforcement agencies
for its advanced post-blast and other explosives training classes. The explosives ranges,
laboratories, and office space will also provide an additional location at which members of the
interagency explosives research community can collaborate on and conduct testing.

Furthermore, bringing together partners (and their associated knowledge bases) from throughout
the Federal, State, local and international explosives communities will not only enhance ATF’s
mission, but the missions of other agencies as well. We anticipate fully that the interagency
explosives community will be able to derive significant benefits from using the facilities of the
NCETR to further their own explosives research, training, and information-sharing initiatives.

Additionally, NCETR will have onsite access to the data and information-sharing resources of
the U.S. Bomb Data Center (USBDC). Integrating ATF’s explosives training, research, and
information-sharing functions at NCETR will improve efficiencies within ATF and will enhance
its efforts in each of these explosives disciplines. The new facility will improve cooperation and
information sharing across agency boundaries.
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Reducing Violent Explosives and Bombing Crime with National and International
Information Sharing

ATF developed a collaborative, information-sharing portal for the sharing of explosives-related
technical information. The portal, used by 40 member countries, is used by bomb data centers
that are members of the International Bomb Data Center Working Group (IBDCWG). Its
objective is to share technical information to address critical incidents, involving criminal use of
explosives or other means, and planned or actual terrorist attacks. The portal also includes the
ability to exchange encrypted information in live “chat” forums.

ATF is at the forefront of efforts to create and maintain explosives databases that identify
components used in terrorist IED triggering devices. The TEDAC database, the International
Terrorist Bombing Information System (ITBIS), houses international terrorist bombing
information and IED technical data from Iraq and Afghanistan. The database stores information
about I[EDs and components, and is used to identify similarities between devices and components
collected by federal agencies, international governments, and the military. This electronic
comparison quickly identifies previously used electronic components to determine whether two
or more IEDs have the same “signature” or common origin, thus providing leads for further
investigative or preventive work. The explosives components database will also be utilized in
conjunction with coalition partners (United Kingdom, Australia, etc.) to create an international
network of IED information, centralized at TEDAC, to suppress global terrorist bombings.

The information and trends developed through ATF’s participation in CEXC and TEDAC are
further exploited through participation in the Joint Improvised Explosives Device Defeat
Organization (JIEDDO) and through the post-blast training provided to members of the U.S.
armed forces both here and abroad. These key undertakings contribute significantly to force
protection measures undertaken by our armed forces.

The U.S. Bomb Data Center (USBDC) is the sole repository for arson and explosives related
incident data, having been established by statute and by authority of the Attorney General. Its

purpose is to collect data and to provide investigators with analytical products to assist in the
investigation of the criminal misuse of explosives and acts of arson.
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ATF has been collecting, storing, and analyzing data on explosives and arson incidents since
1976. ATEF, through the U.S. Department of the Treasury, was mandated by Congress pursuant
to Public Law 104-208, the 1997 Omnibus Consolidated Appropriations Act, to establish a
national repository for incidents involving arson and the criminal misuse of explosives. This
authority, as contained in 18 U.S.C. § 846(b) and delegated to ATF by the Secretary of the
Treasury, was moved with ATF to the authority of the Attorney General by the Homeland
Security Act of 2002.

The mission and goals of the USBDC are to collect, analyze and disseminate timely information
and relevant tactical and statistical intelligence within ATF, as well as to external State, local,
other Federal, tribal, military, and international partners. The USBDC provides statistical
analyses of current trends and patterns to assist field elements in preventing the criminal misuse
of explosives.

The USBDC maintains the country’'s most comprehensive collection of data describing arson and
explosives related incidents. The USBDC contains information on more than 180,000 arson and
explosives incidents investigated by ATF and other Federal, State, and local law enforcement
and fire investigation agencies. The USBDC’s Bomb Arson Tracking System (BATS) is the
explosives and arson investigators’ link to the USBDC and all the information that is maintained
there. Investigators can use BATS to perform trend analysis and compare incidents for
similarities in motives, device components, suspects, and crime methodologies for possible
investigative leads nationwide. Images of arson scenes, improvised explosive devices (IEDs)
and crime scenes can be shared through the BATS’ secure web connection.

Investigators are able to capture details of bomb and arson cases, including the area of origin or
device placement, casualties, dollar losses, fire descriptors, collateral crimes, device components
and descriptions of how the device was delivered. BATS also includes a functionality that
allows investigators to use the program as a case management system, allowing them to build
their investigation in BATS, while maintaining critical operational security.

The USBDC provides explosives tracing services to authorized law enforcement agencies in the
U.S. and in foreign countries. Tracing is the systematic tracking of explosives from
manufacturer to purchaser (or possessor) to aid law enforcement officials in identifying suspects
involved in criminal violations, establishing stolen status, and proving ownership. Explosives
manufacturers, importers, wholesalers, and retail dealers in the U.S. and foreign countries
cooperate in the tracing endeavor by providing, on request, specific information from their
records of manufacture, importation, or sale. Because of its licensing authority, ATF is the only
Federal agency authorized access to these records.

The USBDC has the responsibility for tracing and maintaining the official records for the theft
and recovery of foreign and domestic commercial explosives, military explosives and ordnance
and other munitions. The USBDC maintains a unique set of data associated with the tracing of
explosives products from the manufacture to the end user in support of criminal investigations.
Building strong partnerships with the Department of Defense (DOD) and the commercial
explosives industry has allowed the USBDC to trace stolen and recovered explosives to their
origin, including movement in interstate and international commerce.

23

ATF8-001-001-00012574



Employee 3 4207

Preventing Violent Crime Involving Explosives

To assist in the prevention of explosives incidents, ATF trains explosives detection canines
(EDC) and handlers for its use and for other Federal, State, local, and international partners, the
latter in partnership with the State Department’s Office of Anti-Terrorism Assistance program.

ATF’s world-recognized canine training program produces extremely reliable, mobile, and
accurate explosives and accelerant detection canines that are able to assist law enforcement and
fire investigators worldwide. The Accelerant Detection Canine Program places accelerant
detection canines with State and local agencies to support their arson investigation activities.
The Explosives Detection Canine Program (EDCP) trains explosives detection canines for use
overseas and domestically in the war against terrorism. ATF works with agencies that have
received ATF-certified explosives detection and accelerant detection canines and supports those
who are without canine services in their communities.

ATF’s canine training incorporates the research and development of the National Laboratory and
the technical expertise of ATF explosives experts into a training regimen that produces an
extremely reliable, mobile, accurate, and durable explosives detection tool, capable of assisting
law enforcement with the escalating explosives threat faced by communities worldwide.
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Congress has recognized the odor recognition proficiency standard used by ATF as a benchmark
for effective canine explosives detection.

ATEF is also at the forefront of combating terrorism through such innovative programs as training
other Federal, State, local, and international law enforcement explosives detection canines in
peroxide explosives, utilizing its years of experience training its own ATF-certified explosives
detection canine teams on the substances.

Reducing Violent Crime through Effective Regulation of the Explosives Industry

ATF’s enforcement of explosives laws and regulations helps prevent thefts and the acquisition
and use of explosives for criminal or terrorist purposes.

ATEF is the only Federal law enforcement agency that regulates the storage of explosives. ATF’s
criminal and regulatory programs are a key means by which the U.S. Government enforces
Federal explosives laws and prevents criminals and terrorists from obtaining explosives for use
in bombings. Federal law requires that any manufacturer, importer, or dealer of explosives must
have a Federal explosives license, and anyone who acquires for use or transports explosives must
hold a Federal explosives permit or license. ATF enforces the Safe Explosives Act of 2002
(SEA) which reflected Congressional intent to close a loophole in the regulation of explosives
commerce. In order to prevent prohibited persons from gaining access to explosive materials,
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the SEA expanded the scope of the Federal explosives regulations administered by ATF by
placing controls on the intrastate movement of explosives and mandating background checks on
employees who possess explosive materials in the course of their employment with explosives
licensces and permittecs. The SEA also requires that all persons who reccive explosives obtain a
Federal permit that includes a background check.

The Federal Explosives Licensing Center (FELC) screens license and permit applicants, in
conjunction with the FBI, to ensure applicants’ eligibility to lawfully receive and use explosives.
It further screens employees of such licensees and permittees to ensure prohibited persons do not
have access to explosives. ATF established standards for the storage of explosives materials and
related record keeping requirements to ensure explosives accountability and traceability to which
licensees and permittees must adhere. ATF’s IOIs conduct compliance inspections of the 11,163
explosives licensees and permittees nationwide to prevent diversion and promote the safe and
secure storage of explosives. IOIs also detect and assist in the investigations of the theft, loss,
and diversion of explosives.

Alcohol and Tobacco Regulation

The illegal diversion of tobacco products presents a two-fold problem. Governments are
deprived of due revenue and organized criminal groups (including terrorist organizations) gain
substantial profits from contraband tobacco. Domestic tax losses from tobacco diversion are
estimated in the billions of dollars.

ATF enforces Federal criminal statutes that address the diversion of tobacco products in
avoidance of Federal, State, local, and/or foreign tax revenue, including the Contraband Cigarette
Trafficking Act (CCTA.) Organized crime groups and individuals with ties to terrorist
organizations increasingly engage in illegal trafficking of tobacco products. The proliferation of
large-volume trafficking across international borders and interstate commerce to avoid taxes
provides increased funding to terrorist organizations and traditional criminal enterprises. This
trafficking also robs Federal and State governments of important tax-based funding. An
estimated $3.5 billion in tax revenue is lost annually to States and the Federal Government
because of the diversion of tobacco products.

Current investigations have identified instances of terrorist groups forming alliances with
tobacco traffickers to generate monies used to support their organizations and activities.
Diversion activities often generate tremendous cash profits that are laundered and used to further
other unlawful schemes, such as narcotics and firearms trafficking. As an example, ATF
conducted two contraband cigarette trafficking cases in which individuals were convicted of
Material Support to a Terrorist Organization. The individuals in the two cases that were
convicted of the “Material Support” charge were members of Hezbollah.

Criminals have long exploited the differences among tax rates for alcohol and cigarettes by
illegally producing, distributing, and smuggling alcohol and cigarettes into domestic and
international high tax jurisdictions areas, activities collectively referred to as diversion.
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Alcohol diversion raises images of prohibition-era moonshiners and bootleggers. While
moonshiners still exist, more complex alcohol diversion schemes have developed in recent times.
Diversion schemes have included the diversion of distilled spirits from the U.S. to the former
Soviet countries and to European Union countries. In many of these cases, distilled spirits are
mislabeled as industrial products to perpetrate the fraud. In some instances, alleged industrial
alcohol is diverted for beverage purposes.

ATF’s primary jurisdiction relating to tobacco is the CCTA (CCTA). The CCTA makes it
unlawful for any person to ship, transport, receive, possess, sell, distribute, or purchase more
than 10,000 cigarettes that bear no evidence of State tax payment for the State in which the
cigarettes are found (if a State tax stamp is required).

ATF investigates the trafficking of contraband (non-tax paid) and counterfeit tobacco products
that deprive State governments of billions of dollars in tax revenue annually and have been found
to be a funding source for terrorism. Through the successful prosecution and plea agreements in
these complex investigations, millions of dollars in defrauded State excise tax revenues are
returned to the affected States.

ATF agents have unique experience and expertise in the criminal laws related to alcohol and
tobacco diversion. The large cost gap between the regulated and diverted commodities generates
enormous profits for criminal organizations engaged in diversion and related frauds. The
diversion of these commeodities robs Federal and State governments of millions of dollars in
taxes and, in the case of counterfeit or tampered goods may endanger the public health. Unlike
the trafficking of illegal drugs that are readily identifiable as contraband, the diversion of tobacco
and alcohol products attract less scrutiny and have a reduced risk of apprehension while still
offering high potential profits. In addition, immense profits and relatively low penalties attract
organized crime and fundraisers for terrorist groups.

FY 2010 Request and Current Services/Adjustments to Base (ATB):
Each of ATF’s programs is essential to reducing violent crime, preventing terrorism, and
protecting the Nation. ATF’s unique regulatory authority of the firearms and explosives

industries provides strong support to accomplishment of its law enforcement mission.

ATF’s mission supports the priorities of the Attorney General under the Department’s Strategic
Goals 1 and 2, to “Prevent Terrorism and Promote the Nation’s Security” and “Prevent Crime,
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Enforce Federal Laws, and Represent the Rights of the American People.” ATEF’s Congressional
budget request totals $1,114,772,000 and 5,025 FTE, which includes $1,077,783,000 and 4,979
FTE for the FY 2010 current services level. The 2010 request includes $17,989,000 and 92 FTE
for Southwest Border enforcement cfforts and $19,000,000 for operations and infrastructure
costs associated with the National Center for Explosives Training and Research (NCETR). The
request also includes $6,000,000 for construction of two explosives ranges at the NCETR.
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ATF Resource Profile FY 2010
Resources in Support of DOJ Strategic Goals 1 & 2
Decision FY 2008 FY 2008 FY 2009 FY 2009 FY 2010 FY 2010
Unit Enacted Enacted Likely Likely Request Request
FTE ($000) Enacted Enacted FTE ($000)
FTE (3000)

Firearms 3,474 $708,550 3,547 $759,035 3,614 $802,636
Arson and 1316 $255,865 1,320 $274,096 1,321 $289,841
Explosives

Alcohol and
Tobacco 90 $19,682 90 $21,084 90 $22,295
Diversion
S“btgg‘izATF 4880  $984,097 4957  $1,054215 5025  $1,114,772
Construction 0 23,500 0 0 0 6,000
Total ATF
S&E and 4,880 $1,007,597 4,957 $1,054,215 5,025 $1,120,772
Construction
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S&E Resources in Support of DOJ Strategic Goals 1 & 2

By Decision Units and Counterterrorism Crosscut

Decision Units

Alcohol &
Tobacco
Arson & Diversion
Explosives 2%
26% _\

RSN
i

“““ S

Firearms
72%

ATF Homeland Security Counterterrorism Crosscut

.

Counterterrorism
Homeland
Security
Crosscut
40%
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II. Summary of Program Changes

S & E and Construction . Dollars

($000)

Southwest Border | This initiative is part of the Department of Justice

Enhancement strategy to reduce cross border weapons trafficking
and the extremely high level of violence associated
(S&E) with these activities. This initiative supports a

concerted strategy to meet the threats that affect the
U.S. — Mexico border, and ATF’s primary role in this | 92 46 $17,989 48
strategy is to stem the illegal trafficking in weapons
across the border and to reduce firearms driven
violence occurring on both sides of the border. This
initiative supports establishment of 2 Project
Gunrunner teams in the Southwest Border region.
NCETR (S&E) This initiative will provide basic infrastructure,
including, furniture, office equipment, audio-visual
equipment, training equipment, classroom
information technology assets and laboratory
equipment, as well as relocation moves, expanded
training and operational maintenance.

NCETR This initiative will complete the conversion of two
(Construction) additional explosives ranges at the NCETR. 0 0 $6,000 74

0 0 $19,000 74
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II1. Appropriations Language and Analysis of Appropriations Language
FY 2010

Appropriations Language and Analysis of Appropriations Language
Salaries and Expenses

For necessary expenses of the Bureau of Alcohol, Tobacco, Firearms and Explosives,
including the purchase of not to exceed 822 vehicles for police-type use, of which 650 shall
be for replacement only; not to exceed $40,000 for official reception and representation
expenses; for training of State and local law enforcement agencies with or without
reimbursement, including training in connection with the training and acquisition of canines
for explosives and fire accelerants detection; and for provision of laboratory assistance to
State and local law enforcement agencies, with or without reimbursement, /$1,054,215,000]
R 23, of which not to exceed $1,000,000 shall be available for the payrnent of
attorneys fees as provided by section 924(d)(2) of title 18, U.S. Code; and of which «

exceed $10,000,000 shall remain available until expended: Provided, That no funds
appropriated herein shall be available for salaries or administrative expenses in connection
with consolidating or centralizing, within the Department of Justice, the records, or any
portion thereof, of acquisition and disposition of firearms maintained by FFLs: Provided
further, That no funds appropriated herein shall be used to pay administrative expenses or
the compensation of any officer or employee of the U.S. to implement an amendment or
amendments to 27 CFR 478.118 or to change the definition of ~Curios or relics” in 27 CFR
478.11 or remove any item from ATF Publication 5300.11 as it existed on January 1, 1994:
Provided further, That none of the funds appropriated herein shall be available to investigate
or act upon applications for relief from Federal firearms disabilities under 18 U.S.C. 925(c):
Provided further, That such funds shall be available to investigate and act upon applications
filed by corporations for relief from Federal firearms disabilities under section 925(c) of title
18, U.S. Code: Provided further, That no funds made available by this or any other Act may
be used to transfer the functions, missions, or activities of the Bureau of Alcohol, Tobacco
Firearms and Explosives to other agencies or Departments in fiscal year [2009]2¢ <%
Provided further, That, beginning in fiscal year [2009] J¢i{ and thereafter, no funds
appropriated under this or any other Act may be used to disclose part or all of the contents of
the Firearms Trace System database maintained by the National Trace Center of the Bureau
of Alcohol, Tobacco, Firearms and Explosives or any information required to be kept by
licensees pursuant to section 923(g) of title 18, U.S. Code, or required to be reported
pursuant to paragraphs (3) and (7) of such section 923(g), except to: (1) a Federal, State,
local, tribal, or foreign law enforcement agency, or a Federal, State, or local prosecutor,
solely in connection with and for use in a criminal investigation or prosecution; or (2) a
Federal agency for a national security or intelligence purpose; and all such data shall be
immune from legal process, shall not be subject to subpoena or other discovery, shall be
inadmissible in evidence, and shall not be used, relied on, or disclosed in any manner, nor
shall testimony or other evidence be permitted based on the data, in a civil action in any
State (including the District of Columbia) or Federal court or in an administrative
proceeding other than a proceeding commenced by the Bureau of Alcohol, Tobacco,
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Firearms and Explosives to enforce the provisions of chapter 44 of such title, or a review of
such an action or proceeding; except that this proviso shall not be construed to prevent: (A)
the disclosure of statistical information concerning total production, importation, and
cxportation by cach liccnsed importer (as defined in section 921(a)(9) of such title) and
licensed manufacturer (as defined in section 921(1)(10) of such title); (B) the sharing or
exchange of such information among and between Federal, State, local, or foreign law
enforcement agencies, Federal, State, or local prosecutors, and Federal national security,
intelligence, or counterterrorism officials; or (C) the publication of annual statistical reports
on products regulated by the Burcau of Alcohol, Tobacco, Fircarms and Explosives,
including total production, importation, and exportation by each licensed importer (as so
defined) and licensed manufacturer (as so defined), or statistical aggregate data regarding
firearms traffickers and trafficking channels, or firearms misuse, felons, and trafficking
investigations: Provided further, That no funds made available by this or any other Act shall
be expended to promulgate or implement any rule requiring a physical inventory of any
business licensed under section 923 of title 18, U.S. Code: Provided further, That no funds
under this Act may be used to electronically retrieve information gathered pursuant to 18
U.S.C. 923(g)(4) by name or any personal identification code: Provided further, That no
funds authorized or made available under this or any other Act may be used to deny any
application for a license under section 923 of title 18, U.S. Code, or renewal of such a
license due to a lack of business activity, provided that the applicant is otherwise eligible to
receive such a license, and is eligible to report business income or (o claim an income tax
deduction for business expenses under the Internal Revenue Code of 1986.

Yerey

Analysis of Appropriations Language

*  Would extend the pay demonstration project for one year through September 30, 2011
without limit on the number of employees or the positions covered.
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IV. Decision Unit Justification

A. Firearms

Firearms TOTAL Perm Pos. FTE Amount
($000)

2008 Enacted w/Rescissions 3,546 3,474 708,550
2008 Supplementals 0 0 1,000
2008 Enacted w/Rescissions and Supplementals 3,546 3,474 709,550
2009 Likely Enacted 3,594 3,547 759,035
Adjustments to Base and Technical Adjustments 1 21 25,612
2010 Current Services 3,595 3,568 784,647
2010 Program Increases 92 46 17,989
2010 Request 3,687 3,614 802,636

1. Program Description

Firearms-related violent crime is not a simple problem to combat; it is fueled by a variety of
causes that vary from region to region. Common elements, however, do exist. Chief among
these is the close relationship between firearms violence and the unlawful diversion of firearms
from legal commerce into the hands of prohibited individuals. To break this link, ATF employs
its Integrated Violence Reduction Strategy (IVRS), a comprehensive and integrated set of
programs involving the vigorous enforcement of the firearms laws to remove violent offenders
from our communities, keep firearms from prohibited possessors, eliminate illegal weapons
transfers, halt illegal sources of firearms and pursue outreach and prevention efforts. The IVRS
builds upon traditional enforcement efforts with the use of state-of-the-art ballistic imaging
technology, firearms tracing, and intelligence/information sharing.

This is accomplished by:

¢ Partnering with law enforcement agencies and prosecutors at all levels to develop focused
enforcement strategies to investigate, arrest, and prosecute violent offenders and illegal
domestic and international firearms traffickers.

¢ Providing assistance and leadership within the law enforcement community to effectively
solve violent crimes using specialized resources, technology, and training.

¢  Working in cooperation with FFLs to promote the proper recordkeeping and business
practices that help prevent the acquisition of firearms by prohibited persons.

¢ Preventing violence through community outreach.

Firearms
ATF pursues an integrated regulatory and enforcement strategy designed to reduce violent crime.

ATF’s IVRS removes violent offenders from our communities, keeps firearms from prohibited
possessors, eliminates illegal weapons transfers, and prevents firearms violence through
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community outreach. The IVRS builds upon traditional enforcement efforts with the use of
state-of-the-art ballistic imaging technology, firearms tracing, and intelligence/information
sharing.

ATF’s criminal investigative efforts focus on violent crime, domestic and international firearms
traffickers, violent gangs, armed violent offenders, and career criminals.

Firearms Trafficking

The goal of ATF’s illegal firearms trafficking enforcement efforts is to reduce violent crime. We
investigate and arrest individuals and organizations who illegally supply firearms to prohibited
individuals. We deter the diversion of firearms from lawful commerce into the illegal market
with enforcement strategies and technology.

Our firearms trafficking strategy complements our continued focus on the deployment of
resources to specific localities where there 1s a high incidence of gang and gun violence. ATF’s
Violent Crime Impact Team (VCIT) program, a vital component of the Department’s Project
Safe Neighborhood (PSN) and gang enforcement strategies, is a particularly effective example of
how focused law enforcement in violence-plagued, gang-infected communities can reduce
violent crime in America.

Gangs

ATF reduces violent crime by targeting and dismantling those gangs that pose the greatest threat
to public safety. ATEF’s focus on violent firearms related crime provides a strong link to the
investigation of criminal street gangs. Gangs use guns to terrorize communities, enforce
territorial boundaries, retaliate against rivals and witnesses, and facilitate their criminal
enterprises. ATF has wide-ranging experience investigating, infiltrating, and dismantling gangs
ranging from outlaw motorcycle organizations like the Hells Angels and Mongols; international
gangs like MS-13; national gangs like the Crips or the Bloods; and local “drug crews” that afflict
many communities,

The VCIT approach is one of many tools ATF has to address gang violence. ATF’s VCITs are
an integrated Federal, State, and local law enforcement initiative focused on removing the most
violent criminals and criminal organizations from the community. VCIT identifies, disrupts,
arrests, and prosecutes the criminals and gangs responsible for violent crime in targeted hot
spots.

Firearms Industry Regulation
ATEF has sole Federal regulatory authority over FFLs authorized to engage in the business of
manufacturing, importing, or selling firearms in the U.S. ATF qualifies those who enter the

firearms business, licenses them, prescribes the manner in which they must operate, and defines
the records they must keep for the acquisition and sale of each firearm.
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Through this regulatory (ramework, ATF establishes the “paper trail” that (racks each [irearm
from its point of manufacture or importation to the point of its first retail sale, a process known
as “firearms tracing.” ATF operates the National Tracing Center (NTC), which is the only entity
able to trace fircarms from their manufacture to the point of first retail sale. When cvery fircarm
recovered by law enforcement is traced, ATF 1s able to discern patterns that provide invaluable
leads that aid in identifying the diversion of firearms into illegal commerce. In addition to
ensuring compliance with the Federal requirements for gun sales/purchases and the National
Instant Check System, ATF investigations focus on identifying criminals who illegally purchase
fircarms.

The fair and effective regulation of the firearms industry is a key component of ATF’s firearms
enforcement efforts. To this end, ATF inspects FFL applicants to determine their eligibility and
to educate them about their responsibilities, conducts compliance investigations of current FFLs,
and works with industry on voluntary compliance efforts. ATF employs approximately 700 field
based IOIswho are responsible for inspecting 113,019 firearms licensees of all types (53,472 of
which are collectors of specialty firearms, e.g., curios and relics). In FY 2008, these IOIs
inspected more than 11,100 active FFLs.

ATF’s Federal Firearms Licensing Center is responsible for issuing licenses to legitimate
firearms manufacturers, importers, and dealers. ATF works with the FBI to thoroughly screen
firearms license applicants for Federal prohibitors such as felony convictions, drug use, illegal
alien status, mental history, minimum age requirement, etc. To help prevent individuals from
buying firearms by falsely claiming to be FFLs, ATF now gives its licensees access to a database
entitled “FFL EZ Check,” which allows FFLs to verify the legitimacy of the licensee with whom
they are doing business before shipping or disposing of the firearm.

ATF also regulates the importation of firearms into the U.S. ATF approves or denies
applications to import firearms and ammunition by domestic firearms businesses, members of
the U.S. military returning from abroad with personal firearms, non-immigrant aliens temporarily
hunting or attending legal sporting activities in the U.S., and U.S. citizens re-establishing
residency after having lived abroad. The Bureau also registers importers of firearms,
ammunition, firearms parts, and other defense articles pursuant to the import provisions of the
Arms Export Control Act. ATF provides technical advice to the public regarding import
requirements applicable to firearms or ammunition.

Southwest Border — Project Gunrunner

ATF is deploying its resources strategically on the Southwest Border to deny firearms, the “tools
of the trade,” to criminal organizations in Mexico and along the border, and to combat firearms-
related violence affecting communities on both sides of the border. In partnership with other
U.S. agencies and with the Government of Mexico, ATF refined its Southwest Border strategy.
ATF developed Project Gunrunner to stem the flow of firearms into Mexico and thereby deprive
the DTO’s of weapons. The initiative seeks to focus ATF’s investigative, intelligence and
training resources to suppress the firearms trafficking to Mexico and stem the firearms-related
violence on both sides of the border.
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Firearms (racing, in particular the expansion of the eTrace [irearms tracing system, is a critical
component of Project Gunrunner in Mexico. In 2008, ATF deployed eTrace technology in the
nine U.S. consulates in Mexico. ATF has conducted discussions with the government of Mexico
rcgarding the decentralization of the fircarms tracing process to deploy Spanish-language cTrace
to other Mexico agencies.

In the past two years, ATF has seized thousands of firearms headed to Mexico. Trends indicate
the firearms illegally crossing the U.S.-Mexico border are becoming more powerful. ATF has
analyzed firearms seizures in Mexico from FY 2005-07 and identified the following weapons
most commonly used by drug traffickers: 9mm pistols, .38 Super pistols, 5.7mm pistols, .45-
caliber pistols, AR-15 type rifles; and AK-47 type rifles.

Most of the firearms violence in Mexico is perpetrated by DTOs who are vying for control of
drug trafficking routes to the U.S. and engaging in turf battles for disputed distribution
territories. Hundreds of Mexican citizens and law enforcement personnel have become
casualties of the firearms related violence. DTOs operating in Mexico rely on firearms suppliers
to enforce and maintain their illicit narcotics operations. Intelligence indicates these criminal
organizations have tasked their money laundering, distribution and transportation infrastructures
reaching into the U.S. to acquire firearms and ammunition. These Mexican DTO infrastructures
are among the leading gun trafficking organizations operating in the U.S.

ATF has dedicated approximately 100 agents and 25 IOIsto the Southwest Border initiative over
the past two years. Additionally, ATF has dedicated four IRSs and one special agent intelligence
officer to the collection, analysis, and sharing of information. ATF has recently assigned agents
to Las Cruces, N.M.; Yuma, Ariz.; as well as El Paso, Laredo, Houston, Brownsville, San
Antonio, Corpus Christi and McAllen, Texas. New IOIs have been assigned to Houston,
McAllen, and San Antonio. These assignments are part of a broad plan to increase the strategic
coverage and disrupt the firearms trafficking corridors operating along the border.

ATF’s involvement is critical to the Administration’s and the Department’s Southwest Border
Southwest Border strategy. ATF’s primary role in this strategy is to stem the traffic in illegal
weapons across the border and to reduce the firearms driven violence occurring on both sides of
the border. ATF’s industry regulation and criminal investigation programs make a significant
contribution to reducing cross-border drug and weapons trafficking and the extremely high level
of violence associated with these activities. We have proposed the investment of additional
resources to meet the threats that affect the U.S. - Mexico border, and to address U.S.-based
firearms trafficking related to the illicit international drug market.

National Integrated Ballistics Information Network (NIBIN)

The NIBIN Program is the only ballistic imaging system that operates in the U.S., and primarily
supports State and local law enforcement. ATF deploys Integrated Ballistic Identification
System (IBIS) equipment to Federal, State, and local law enforcement agencies for their use to
image and compare crime gun evidence. More than 174 law enforcement agencies nationwide
participate in this program, and IBIS equipment is installed at 203 sites. Nearly 1.3 million
pieces of evidence have been imaged in the system. To date, over 24,946 “hits” have been

37

ATF8-001-001-00012588



Employee 3 4221

logged, many of them yielding investigative information not obtainable by other means. The
investigative information provided by NIBIN supplies pieces to a puzzle for investigators in
solving seemingly unrelated crimes. This program facilitates information sharing across
jurisdictional boundarics and allows law cnforcement agencies to discover links between crimes.

International Policy

At the request of the Department of State, ATF advocates the firearms policies of the Department
of Justice and the U.S. in international forums such as the United Nations and the Organization
of American States. ATF ensures that the international firearms agreements in which the U.S.
participates are consistent with U.S. laws, regulations, policies, and practices. The United
Nations Program of Action, the Organization of American States Convention on Firearms, and
the International Tracing Instrument are just a few of the agreements in which ATF protected the
policies of the U.S. in international settings.

Firearms Tracing

ATF’s NTCis the country’s only crime-gun tracing facility. It provides critical information that
helps Federal, State, and local law enforcement agencies solve firearms crimes, detect firearms
traffickers, and track the intrastate, interstate, and international movement of crime guns.
Congressional restrictions currently prevent the release of firearms trace information to anyone
other than law enforcement agencies.

NTC Programs

eTrace: This is a web-based tracing system that ATF developed to allow law enforcement
agencies to securely submit trace requests via the Internet, as well as receive trace results and
perform limited analysis of the data. Currently, approximately 2,000 law enforcement agencies
use eTrace to submit their trace requests to the NTC, including law enforcement agencies from
10 foreign countries.

Suspect Gun: A suspect gun is a firearm that has not been recovered by law enforcement but is
suspected to be involved in criminal activity. It is flagged in the Firearms Tracing System (FTS)
so that if it is recovered and traced by a law enforcement agency, the criminal investigations can
be coordinated.

Firearms Theft: FFLs arc rcquired to report the theft or loss of fircarms in their inventory to
ATEF so that when they are recovered and traced by a law enforcement agency, the criminal
investigations can be coordinated.

Interstate Theft: Interstate carriers can voluntarily report the theft or loss of firearms in transit so

that if they are recovered and traced by a law enforcement agency, the criminal investigations
can be coordinated.
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Obliterated Serial Number: Allows law enforcement agencies to submit firearms trace requests
with partial serial numbers from crime guns recovered with obliterated serial numbers in order to
identify the crime gun and develop investigative leads.

International Tracing: ATEF traces firearms for foreign law enforcement agencies to provide
investigative leads, detect firearms traffickers and to determine international arms trafficking
routes. More than 50 countries annually submit trace requests to the NTC.

Out-Of-Business Records: When an FFL discontinues business, the FFL must send their
firearms transactions records to the NTC. The NTC receives an average of 1.2 million out-of-
business records per month and is the only repository for these records within the U.S.

Multiple Sales Program: When an FFL sells two or more handguns to the same purchaser within
five consecutive business days the FFL is required to submit a report of multiple sales to the
NTC. The NTC receives an average of 140,000 reports of multiple sales from licensees each
year. These reports, when cross-referenced with firearms trace information for recovered crime
guns, can be an important indicator in detecting illegal firearms trafficking.

Record Search Requests: By searching the out-of-business FFL records, the NTC can assist law
enforcement agencies investigating the theft of firearms to obtain firearms serial numbers. This
is conducted when the owner has no record of the firearm serial number and the FFL from whom
the owner purchased the firearm is now out of business.

Certified Trace Requests: The NTC certifies firearms trace records and FEL out-of-business
records for ATF and U.S. prosecutors for criminal court purposes. All information is validated
for accuracy.

Demand Letter Project: The NTC sends certified demand letters to non-compliant FFLs who
repeatedly fail to respond to firearms trace requests within the required timeframe, and to FFLs
who repeatedly sell firearms with short time-to-crime traces. (The time-to crime is the period
between the sale of a firearm and the use of that firearm in a crime.)

The NTC is located on a 10-acre secure site in Martinsburg, W.Va. This facility also houses
ATF’s Violent Crime Analysis Branch, Firearms Technology Branch, Firearms Testing Range,
Brady Operations Branch, ATF’s Gun Vault Collection, the Federal Explosives Licensing
Center, Imports Branch, NFA Branch, and will soon house the Federal Firearms Licensing
Center.

National Firearms Act (NFA) Enforcement

NFA requires registration and payment of a tax for the making or transfer of the following types
of firearms: machine guns, silencers, short-barreled rifles and shotguns, destructive devices, and
certain concealable weapons classified as “any other weapons.” The NFA requires that firearms
manufacturers, importers, and manufacturers register the NFA firearms they make or import, and
that ATF approve in advance all NFA firearms transfers and exports. The NFA also imposes a
tax on the making and transfer of NFA firearms and requires manufacturers, importers, and
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dealers to pay a special occupational tax. ATF processes all applications to manufacture,
transfer, and register NFA firearms and notices of NFA firearms manufactured or imported. The
registration information is captured in the National Firearms Registration and Transfer Record
(NFRTR), and is uscd to support ATF’s ficld cfforts to inspect fircarms licensees and conduct
criminal investigations. ATF also continually provides technical information to the industry and
the public concerning compliance with the NFA.

Importation of Firearms

ATEF regulates the importation of firearms, ammunition, and other defense-related articles
through the issuance of import permits. ATF also regulates the importation of firearms and
ammunition by nonimmigrant aliens. ATF maintains close liaison with the Department of State
and U.S. Customs and Border Protection to ensure that the permits issued do not conflict with the
foreign policy and national security interests of the U.S.

ATF Partnerships with the Firearms Industry

ATEF updates members of the regulated firearms community of statutory, regulatory, and policy
changes that affect their day-to-day operations. Seminars are routinely held with industry
associations such as the National Firearms Act Trade and Collectors Association, Firearms and
Ammunition Importers Roundtable, National Shooting Sports Foundation, National Pawnbrokers
Association, the National Association of Arms Shows, and other industry groups. ATF publishes
and distributes open letters to importers of firearms, ammunition, and other regulated
commodities advising them of important issues that impact their operations. ATF also publishes
pertinent articles in its semi-annual FFL Newsletter and conducts seminars for licensees at
various locations.

“Don’t Lie for the Other Guy” is a successful outreach program developed jointly by ATF and
the National Shooting Sports Foundation (NSSF). Designed to train FFLs in the detection and

avoidance of illegal straw purchases, “Don’t Lie for the Other Guy” also educates the public
about the serious consequences of being involved in straw purchases.
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2. PERFORMANCE AND RESOURCES TABLE

Decision Unit: Firearms
DOJ Strategic Goal/Objective: Goal 2, Objective 2.2

WORKLOAD/ RESOURCES Final Target Actual Projected Changes Requested (Total)
Current Services
FY 2009 Adjustments and
FY 2008 FY 2008 Enacted FYJZOI 0 Program FY 2010 Request
Change
Workload
Number of fircarms compliance inspections
completed (QSR measure) 6,650 11,169 9,000 0 9,000
Number of fircarms investigations initiated
during fiscal year ' 25,000 22,830 25,000 0 25,000
Total Costs and FTE. FTE $000 FTE $000 FTE $000 FTE $000 FTE $000
3474 |$708,550| 3,348 | $729,835 [3,547) $759,035 | 67 | $43,601 |3614 |  $802636
- .. FTE $000 FTE $000 FTE $000 FTE $000 FTE $000
Program Activity (Criminal Enforcement 2,804 |$620,583] 2,674 | $612,815 2,833] $637,332 | 61 | $39.494 | 2,894 | $676826

OUTCOME Number of gang related

Mecasure dcfendants (PART) 4,100 3,790 4,100 (150) 3,950
Number of defendants who are
Performance involved in trafficking (PART)

Measure
3.225 2,664 3.225 125 3.350
Number of defendants in
OUTPU.T m.vestlga.tlons refer.refi for ) 8,000 7210 8.000 700 8,700
Measure prosccution who are felons in

possession of fircarms” (PART)

[ ‘This figure includes all firearms investigations, including N1CS investigarions forwarded to A'IF field offices fram ATF's Brady Operations Branch.
2 This measure specifically reflects ATF defendants convicted under Tirle 18 of the (LS. Code, Section 922(g) {1). This section prohibits possession of a firearm by persons convicted of a crime punishable by imprisonment for a
lerm exceeding one year. The measure has been re-worded 1o be consistent with PART Web. 1t was previously worded as “Number and Percentage of defendants who are prohibited possessors of firearms.” llowever, for reporting

purposes actual percentages will be provided when made available for years percentage targets were sel.
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WORKLOAD/ Final Target Actual Projected Changes Requested (Total)
RESOURCES

Current Services
S S FY 2009 Adjustments and )
Criminal Enforcement FY 2008 FY 2008 Enacted FY 2010 Program FY 2010 Request
Program Activity Change
Percentage of fircarms
Pcli'/lforma.ncc 1.nvci§t1gat1f)r‘1s' rc'sultm‘.g 1.n a . 589 47% 599 1% 60%
casurc referral for criminal prosecution.
PART, PAR)
OUTCOME Percentage of fircarms
investigations involving the 32% 519%° 34% 2% 36%
Measure recovery of crime guns (PART)
Program Activity |Regulatory Compliance FTE 3000 FTE 3000 FTE| _$000 |FTE $000 FTE $000
670 $87,967 | 674 | $117,020 |714 |$121,703| 6 $4,107 720 $125,810
Reduction in unaccounted
fircarms based on total recall
Performance inspection (PART, QSR) 75% 88% T7% 0 93%
Measure
EFFICIENCY  [Percent of fircarms traces
completed within nine days 68%
Measure PART, QSR) 67% 65% 68% 0
OUTCOME I‘ncrezi.se piaw\fnt brokirg toral
;.0_‘}1? “‘“fe rate Z“_{ f o 53% TBD 57% 3% 60%
Measure ircarms laws and regulations
) PART)

3 Revised methodology used to calenlate the Percenrage of Firearms Investigations Involving the Recavery of Crime (Guns starring with FY 2008 Prejected Actual.  Since a randem sampling will he done again in 2(}Y the results

for the 2008 actuals would not be statistically valid. This measure was new for FY 2007 introduced during the 2007 Hirearms PART process and the baseline was established with the 2005 actvals, results will not be statistically

valid until 2009 when another random sampling is completed.
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2. PERFORMANCE MEASURE TABLE

Decision Unit: Firearms

FY 2002[FY 2003| FY 2004 | FY 2005 | FY 2006 | FY 2007 FY 2008 FY 2009 FY 2010
Performance Report and Performance
Plan Targets
Actual | Actual | Actual | Actual | Actual Actual |Target| Actual | Target Target
OUTCOME
Number of gang related
Measure defendants N/A 1,123 2,010 3,136 3,821 4,381 4,100 | 3,790 4,100 3,950
‘ Number of defendants NA | 2380 | 2957 | 3253 | 3017 3,457 | 3225 26664 | 3225 3,350
Performance |who are involved in
Measure trafficking
Number of defendants in
OUTPUT investigations referred for
Measure prosecution who are felons 8,655 8,069 8,000 | 7,210 8.000 8,700
in possession of firearms N/A 8,034 8,944 9,388
Percentage of firearms
OUICOME vestigations cosulfng in | \ya | N/A | NIA | 55% | 57% 57% | 58% | 47% | 59% 60%
easure i referral for criminal
rosecution.
Percentage of {ircarms
OUICOMLE - finvestigations involving |\ s | \ya | N/a | 26% | 30% 30% | 2% | S1% | 34% 36%
Measure  the recovery of crime
lguns
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2. PERFORMANCE MEASURE TABLE

Decision Unit: Firearms

FY 2002[FY 2003| FY 2004 | FY 2005 | FY 2006 | FY 2007 FY 2008 FY 2009 FY 2010
Performance Report and Performance
Plan Targets
Actual | Actual | Actual | Actual | Actual Actual |Target| Actual | Target Target
Performance
Measure  Reduction in unaccounted | Ny | gsgz | 909 | 90% | 91% 90% | 75% | 88% | 77% 93%
fircarms based on total
recall
Increase pawn brokers’
OUTCOME compliance rate with N/A N/A :
Measure  [Federal firearms laws NA N/A N/A A1% (FY09) | (FY09) >3% | TBD 7% 60%
and regulations
. Percent of firearms
FVCIENCY Hiraces completed within | N/A | 48% | 61% | S8% | 68% 61% | 67% | 65% | 68% 68%
CasUre nine days
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3. Performance, Resources, and Strategies

ATF’s jurisdiction, skills, and assets provide a focused, flexible, and balanced approach to
reducing violent crime, fighting unlawful firearms use and firearms trafficking while protecting
the public’s legitimate access to firearms. ATF specializes in investigations involving sources of
illegal crime guns, the illegal acquisition of firearms, possession, use, and trafficking of firearms
at the national and international level. Through its VCIT program, ATF dedicates resources to
crime gun market areas in an effort to further reduce violent crime. ATF continually strives to
align its assets to maximize performance through the leveraging of technical, scientific, legal
expertise, and partnerships with other law enforcement agencies.

a. Performance Plan and Report for Outcomes

Ensuring the integrity of the records maintained by FFLs in the conduct of business is another
key element of preventing violent firearms crime and ensuring that investigators have the tools
needed to do their jobs. Although comprising only a small percentage of the more than 113,019
licensees, those who willfully disregard the laws and regulations represent a significant threat to
public safety. To ensure all FFLs operate in accordance with the law. ATF is focused on
improving its compliance procedures, which are essential to ensure that (a) prohibited
individuals do not obtain firearms licenses, and (b) firearms are not illegally diverted from legal
to illegal markets. ATF will measure reductions in instances of violations among FFLs to ensure
that its regulatory efforts (i.e., inspection and education) are having the desired impact. Where
problems are discovered, appropriate actions will be taken.

b. Strategies to Accomplish Outcomes

Violent firearms crime and firearms trafficking continue to plague the Nation and our
international neighbors. As the agency responsible for enforcing Federal firearms laws, ATF
leads the fight to reduce violent firearms crime domestically. To achieve the performance goals
outlined for FY's 2009 and 2010, as well as the long-term goals into FY 2015, ATF will depend
on a strategy balanced between incremental increases in personnel and the maximization of
resources through the leveraging of partnerships, technology, and expertise. ATF will continue
to strive to meet the demands and requirements placed by the Administration and the Department
in connection with various domestic and international initiatives under national counterterrorism
strategies and other U.S. government policy measures. ATF will need to create innovative
solutions and use technology in its strategies to accomplish the Bureau’s ambitious goals and
meet national and Department priorities.

In order to address the increasing crime rate on the national level, ATF must build upon its
investigative expertise and past successes. Through the IVRS, ATF addresses domestic firearms
violence nationwide. ATF works closely with other Federal, State, and local agencies to prevent
armed offenders from victimizing the American public, to end illegal gun sales, apprehend
illegal possessors, and ensure industry adherence to applicable laws and regulations.
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To maintain the integrity of the licensee population and ensure they are operating within law and
regulation, ATF is working to update procedures, including those involving the selection of
licensees for inspection, as well as license revocation for those who violate the law.

As mentioned earlier, ATF’s strategic success in reducing violent firearms crime depends upon
the effective use of technology. ATF continues to improve its data quality and data capabilities
so that timely and integrated information is available for all ATF employees to do their jobs, and
to share this information when appropriate and when authorized by law with their Federal
partners, industry members, stakeholders, and the general public. ATF plans to integrate all of
its firearms enforcement and licensing systems and explosives systems so that information can
be cross-referenced and can be accessed expeditiously, using a National Information Exchange
Model (NIEM)-compliant data architecture and the ATF Knowledge Online portal as a front end.
ATF’s NTC is working with firearms manufacturers and wholesalers through electronic linkups
to decrease completion time and reduce costs associated with traces. Through NIBIN, ATF also
provides automated ballistic comparison capabilities to hundreds of agencies nationwide.

ATF’s enforcement and industry operations strategies are complemented by various outreach
efforts. ATF presentations to schoolchildren and the general public promote public safety and
prevent violence. ATF offers training and other services to employees of other Federal, State,
and local agencies to improve their professional capabilities.

ATF participates in numerous multi-agency initiatives, including the JTTF, as well as efforts
within the Department of Justice to coordinate regional, national, and transnational criminal
investigations and prosecutions against major criminal organizations and terrorists at home and
abroad. In addition, ATF has representatives assigned at various law enforcement and
intelligence agencies such as CIA, Defense Intelligence Agency (DIA), FBI, DHS, and
Department of State.

Sharing technology and information is an important element in the success of law enforcement
operations. The Gang Targeting, Enforcement, and Coordination Center (GangTECC) is one
example of this type of coordinated effort. This task force develops law enforcement strategies
and facilitates operations across agency lines aimed at dismantling national and transnational
violent gangs. GangTECC coordinates overlapping investigations conducted by different
agencies, encourages the sharing of tactical and strategic intelligence between law enforcement
agencies, and serves as a coordinating center for multi-jurisdictional gang investigations
involving Federal law enforcement agencies. Additionally, ATF is implementing computer
applications that will allow field employees greater access to needed data, provide an electronic
interface with the FBI for submission of fingerprints and retrieval of results, and facilitate the
sharing of domestic intelligence information with the Department of Homeland Security.

Finally, ATF partners with various law enforcement and prosecutorial entities in conducting
innovative regional cross-training in firearms enforcement for agents, officers, and attorneys, as
well as training in firearms trafficking and tracing to enforcement agencies through the ATF
foreign offices in Mexico, Canada, and Colombia. ATF has an international presence through its
commitment of resources and expertise to the delivery of specialized training, investigative and
technical assistance, and the strategic placement of personnel. ATF has assigned liaison officers
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to INTERPOL in Lyon, France, and to EUROPOL at The Hague, The Netherlands. The
placement of these officers facilitates the efficient exchange of information and expertise with
the international law enforcement community. These partnerships throughout the world have
increcascd information and technology sharing and strengthened terrorist and transnational
criminal investigations between ATF and our international colleagues.

¢. Results of Program Assessment Rating Tool (PART) Reviews

OMB evaluated ATF’s firearms enforcement program during the FY 2007 PART process. OMB
assessed the effectiveness of ATF’s firearms programs with a rating of “adequate.” ATF
developed improvement plans to be implemented in the firearms program:

¢ ATF will develop an evaluation strategy that subjects the program to external, rigorous,
and thorough, regularly scheduled independent evaluations.

¢ ATF will continue to work with the Department and OMB on legislative proposals
regarding graduated sanctions for FFLswhen they are found to be non-compliant.
Graduated sanctions for FFL non-compliance are included in the proposed "Violent
Crime and Anti-Terrorism Act of 2007."

¢ ATF will ensure that all financial management related material weaknesses identified are
corrected in an expeditious and comprehensive manner.

¢ ATF will develop ambitious and/or challenging targets for the annual performance
measures associated with its firearms program.

Subsequent to this evaluation, ATF was again audited in FY 2008 under the Chief Financial
Officer’s Act. The auditors removed the prior cited financial management material weakness

after that audit. ATF’s firearms programs continue to receive positive overall assessments for
purpose, resource utilization, strategic planning, program management, and program results.
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Program Increases
Ttem Name: Project Gunrunner - Southwest Border Enforcement
Budget Decision Unit(s): Firearms

Strategic Goal(s) & Objective(s): Strategic Goal 1: Prevent Terrorism and Promote the
Nation’s Security, Objectives 1.1 and 1.2

Strategic Goal 2: Prevent Crime, Enforce Federal
Laws, and Represent the Rights and Interests of the
American People, Objectives 2.1 and 2.2
Organizational Program: Firearms
Component Ranking of Item: Item lof 2

Program Increase: Positions: 92 Agt: 34 FTE: _46 Dollars: $17.989.000

Description of Item

ATF requests 92 positions (26 domestic and eight foreign agents, 45 10Is , three Investigative
Analysts (IAs), eight IRSs, and two firearms enforcement officers), 46 FTE, and $17,989,000 to
address U.S.-based firearms trafficking fueling the violence along the Southwest Border. This
includes the following emphasis:

¢ 41 IOIS(IOI) and $3,897,000 to be added to understaffed offices in the Dallas, Houston,
Phoenix, and Los Angeles Field Divisions.

e 25 agents, four IOIs, two IAs, four IRSs and $7,668,000 to establish Project Gunrunner
Teams in El Paso, TX, and Tucson, AZ. The new field offices will allow ATF to more
effectively address firearms trafficking and gang-related firearms violence that continues
along the Southwest Border.

¢ Eight agents and $ 4,988,000 to assign two agents to each of the existing DEA offices in
Guadalajara, Monterrey, Hermosillo, and Mazatlan, Mexico to work locally with and
provide direct support to Mexican law enforcement officials on firearm-trafficking-
related issues.

¢ §$616,000 to purchase armored vehicles and tracking devices to ensure the safety of ATF
personnel

¢ Four IRSs, one A, one special agent/intelligence officer, and $647,000 to be added to the
ATF Southwest Border Unit, located at the El Paso Intelligence Center, to focus on the
intelligence and analytical collection management efforts.

s Two Firearms Enforcement Officers and $173,000 to assist in the identification and
classification of recovered firearms.
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Justification

The Southwest Border initiative brings together the resources of DOJ’s various law enforcement
components to reduce cross border drug and weapons trafficking and the extremely high level of
violence associated with these activities. It is a concerted strategy to meet the threats that affect
the U.S. - Mexico border, and is consistent with the U.S. Department of State’s proposal to
address U.S.-based firearms trafficking related to the illicit international drug market. ATF’s
primary role in this strategy is to stem the illegal trafficking in weapons across the border and to
reduce the firearms driven violence occurring on both sides of the border.

ATEF approaches firearms violence from two distinct fronts: industry regulation and criminal
investigation. ATF regulates the manufacture, importation, and sale of firearms in the U.S. ATF
qualifies persons who wish to engage in these businesses, licenses them, proscribes the manner
in which they must operate, and defines the records they must keep for the acquisition and sale of
each firearm. Through this regulatory framework, ATF establishes the “paper trail” that allows
us to track each firearm from its point of manufacture or importation through the point of first
retail sale, a process known as “tracing.” By tracing every recovered firearm, ATF is able to
discern patterns of names, locations, and weapon types that provide invaluable leads that aid in
the identification of persons engaged in the diversion of firearms into illegal commerce. ATF
has sole regulatory authority over FFLs, and manages the NTC, which is able to trace firearms
from their manufacture to the point of first retail sale.

Southwest Border 101 Understatfing

ATF has four field divisions that operate along the Southwest Border in support of this strategy:
Dallas, Houston, Phoenix, and Los Angeles. Besides being contiguous to the Southwest Border,
the areas of responsibility covered by these divisions are the source areas for a vast majority of
the firearms that are recovered along the Southwest Border. All four of these divisions are
significantly understaffed. Based on a review of current field office staffing, ATF has identified
that the above noted four field divisions are understaffed by 70 IOIs. The current staffing level
precludes ATF’s ability to identify and interdict more firearms trafficking organizations through
its inspection program. Funding for the requested 41 positions would allow ATF to more fully
staff its Southwest Border offices and focus more readily on firearms trafficking and the
associated violent crime that occurs along the Southwest Border.

ATF’s IOIs carry out its industry regulation functions. By ensuring that those engaged in the
business of manufacturing, importing and selling firearms are in compliance with law and
regulation, the IOIs are the first line of defense in preventing the movement of firearms to
persons who are prohibited from possessing them. Through their inspection processes, I0Is
routinely examine the licensee’s books and records for illegal transactions or a series of
transactions, which would suggest the possible diversion of firearms. By ensuring the
availability and accuracy of licensee records, the IOIs establish the critical foundation for many
firearms trafficking criminal cases.

There are over 6,600 FFLs along the Southwest Border, and ATF does not have sufficient IOIs to
properly inspect the FFLs on a regular basis. With the addition of 41 IOIs to the four affected
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(ield divisions, ATF will be able to inspect nearly all retail dealers and pawnbrokers in the source
areas of Texas and Arizona once every two years instead of once every four years. With only a
slight staffing addition, the Los Angeles Division will be staffed to a level that permits
inspections oncc every two years.” More frequent inspection of licensees will yield critical carly
leads for our criminal investigators. The requested resources will strengthen industry oversight
in the region and provide greater focus to identify purchasers, traffickers, and non-compliant
licensees that may be sources of trafficked firearms.

ATF will dedicate resources to operate understaffed offices in each of the following field
divisions:

Field Division 101
Dallas 12
Houston 14
Los Angeles 3
Phoenix 12
Sub-total 41

Project Gunrunner Teams

ATF agents carry out criminal investigation functions focusing on those cases that will have
significant impact on violent crime. From October 1, 2003 to January 1, 2009 (FY 2004 to FY
2009 year-to-date) ATF has referred 754 cases and 1,580 defendants pertinent to the Southwest
Border for prosecution. To date, 293 of those cases have resulted in the conviction of 690
defendants. Through hiring and reassigning senior agents during FY 2008, ATF has redirected
52 agents from existing resources to increase the number of agents dedicated to the Southwest
Border to 145 agents.

On the Southwest Border, ATF’s focus is firearms trafficking. From October 1, 2003 to January
1, 2009 (FY 2004 to FY 2009 year-to-date), ATF has referred 374 firearms trafficking cases
involving 12,692 firearms, believed to have been trafficked to the Southwest Border, for
prosecution.

The investigation of firearms traffickers is a function exclusive to ATF. By its nature, firearms
trafficking is an issue that only ATF can consistently and adequately address. Many have the
false impression that State and local law enforcement has the authority to impact illegal firearms
trafficking through investigation. However, due to the multi-jurisdictional nature of the federally
regulated firearms industry, State or local laws to prevent illegal firearms trafficking do not exist
in most states. In the few states that have trafficking laws, the laws are ineffective unless they
catch the interstate trafficker in the act within their State. The important role of State and local
law enforcement is to trace all their recovered crime guns and collaborate with ATF. Even
intrastate firearms trafficking cases often exceed the jurisdiction of a city or county law
enforcement agency and require ATF’s involvement to both identify and dismantle the illegal
firearms source.
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Domestically, ATF can address this type of situation at both the “source” and “market” ends of
the trafficking problem. Without ATF, crime guns do not get traced, trace data does not get
analyzed, illegal firearms traffickers do not get investigated and apprehended, and armed crime
does not get reduced. No other law enforcement agency has the unique statutory ability, unique
industry and crime gun information, and expertise to address firearms trafficking. In the case of
the Southwest Border, ATF’s primary focus is on investigating the sources of firearms identified
from trace data supplied by its Mexican counterparts that is derived from firearms recovered in
the Mexican “market” areas.

Presently, ATF is directing most of its investigative efforts at the armed violent criminal
organizations operating on the U.S. side of the border. ATF has been very successful in
obtaining lengthy mandatory sentences for violent criminals who are in possession of firearms.

Due to understaffing, ATF has not had sufficient resources to attack effectively the sources of the
firearms making their way to the DTOs in Mexico. In 2008, ATF arrested 385 defendants
involved in crimes affecting the Southwest Border. Of those defendants, 215, or fifty-six percent
were involved in gang related criminal acts that caused their arrests. Between FY 2004 and the
first quarter of FY 2009, one hundred cases focused on gang related firearms trafficking and
involved an estimated 2,831 weapons. As a result, ATF is seeking the necessary resources to
pursue firearms trafficking investigations.

ATF requests 25 agents, four IOIs, 2 TAs and four IRSs to expand firearms trafficking
investigations in support of the Southwest Border initiative. These additional resources will
support Project Gunrunner by establishing teams in El Paso, TX, and Tucson, AZ. Project
Gunrunner is the name given to the ATF strategy devised to interdict weapons trafficked from
the U.S. into Mexico and is a crucial part of the overall Department of Justice and U.S.
government strategy to reduce the armed violence occurring in both Mexico and the U.S. The
focus of Project Gunrunner is to disrupt and dismantle the individuals and organizations
responsible for the movement of the high quality firearms to the violent criminal organizations
operating on both sides of the border.

Analysis of firearm trace data has shown that there are multiple routes being used to traffic
firearms that are eventually recovered in Mexico.

The data mining of firearms trace data has determined that the seven areas noted above have
gained the most notoriety as sources of firearms recovered in Mexico and will be the initial focus
of Project Gunrunner. To successfully disrupt and dismantle the firearms trafficking
infrastructures supplying firearms to Mexico’s criminal organizations, ATF will deploy seven
Project Gunrunner Teams. These teams will be comprised of 11 agents, one supervisor, two
IOIs, 1 IA, and one IRS and will focus solely on firearms trafficking.

ATF has already supplemented existing staffing by assigning an additional 52 agents and 15 IOIs
to the Southwest Border in FY 2008. ATF is unable to commit further resources to the
Southwest Border due to a series of events that impacted its budget’s base level. ATF has been
held at flat budget levels since FY 2007. This is a result of continuing and joint resolutions
being used to fund government operations. This situation has been compounded by the
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underfunding of adjustments to its FY 2008 base budget. In the absence of this [unding, ATF
has been unable to hire the positions enumerated above, which are intended to be deployed to the
Southwest Border.

The two new Project Gunrunner Teams will help ATF expand its efforts and produce results for
the Southwest Border initiative. These teams will allow ATF to further focus their efforts to
preventing and disrupting violence perpetrated by militias and cartels that traffic in firearms,
ammunition, and narcotics between the U.S. and Mexico.

Even with the limited number of ATF agents currently assigned to duties along the Southwest
Border, ATF has proven it has the experience, but most importantly the expertise to investigate
the types of violations that are threatening citizens on both sides of the border.

An example of this expertise occurred on April 26, 2008, when two feuding drug lords with ties
to the Arellano Felix Drug Trafficking Organization, based in Baja California, Mexico engaged
in a gun battle in a neighborhood located in the city of Tijuana. The battle is purported to have
lasted nearly 2-1/2 hours and involved over 35 members of the warring drug organizations.
More than 1,500 shell casings were recovered at the scene. The violence continued as federal
police responded and were drawn into the confrontation. In the end, 16 people died including
several Mexican federal police officers. Sixty crime firearms were seized and taken into
Mexican custody. ATF agents quickly traveled to Tijuana to assist with the identification of the
firearms and expedite the gun tracing. ATF identified that many of the rifles had been illegally
converted into machine guns, some of the firearms had their serial numbers illegally removed,
and others had not originated from the U.S. Thirty-eight of the confiscated firearms improperly
identified by Mexican authorities were re-identified by ATF agents allowing them to be traced.
Within days, ATF traced many of the firearms to nine different source cities in the U.S. As a
result, several ATF investigations are now being conducted that involve organized firearm
trafficking and purchasing schemes.

In a separate case, ATF’s Violent Crime Analysis Branch recently identified a man living in a
U.S. city located along the U.S. - Mexico border as the purchaser of three crime guns recovered
and traced from Mexico. The firearms were involved in three separate crime scene recoveries.
ATF opened an investigation and quickly uncovered that the man was also responsible for a
fourth firearm also recovered and traced in Mexico. ATF trace data identified the federally
licensed firearm dealer (FFL) who had sold these firearms. On further investigation, ATF
uncovered evidence that the suspect had purchased 111 AR-15 type rifle/pistol receivers and
seven additional firearms within a short time span utilizing nine separate FFL wholesale
distributors as sources for his guns.

In April 2008, ATF seized 80 firearms from the suspect and learned that he was manufacturing
firearms from parts and selling them from his home to several buyers. The man sold over 100
firearms to one suspect alone who is alleged to be linked to a drug cartel. Investigative leads are
being pursued in Mexico with charges pending by ATF.

International Support and Cooperation
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Mexican President Calderon and Attorney General Medina-Mora have called the trafficking of
U.S. sourced firearms the number one crime problem affecting the security of Mexico. ATF
continues to see an increase in firearms recovered in Mexico that originated in the U.S. As the
major sourcc nation for these recovered guns, the U.S. is very concerned about by the explosion
of firearms related violent crime in Mexico. International cooperation continues to be crucial in
effectively preventing and disrupting criminal use of firearms and gang activity. ATF proposes
to post eight additional personnel in Mexico -- two each for the existing U.S. Consulate offices in
Guadalajara, Monterrey, Hermosillo, and Mazatlan in Mexico to work with and provide direct
support to Mexican law cnforcement personncl on fircarms-trafficking-related issues as
described in the case examples above.

To maximize safe investigative operations in Mexico, funding is requested to provide
appropriate investigative and safety-related equipment to ATF personnel assigned to the
consulate offices in Mexico, including armored vehicles and personnel Emergency Alert and
Tracker Safety devices. Funds will also be utilized to build out or reconstruct Consulate Office
space, and supplement applicable ICASS, and CSCS Costs.

Southwest Border Agent Safety

An integral part of the investigative efforts is regular travel into Mexico to assist in the
identification of recovered firearms, assist at crime scenes, and coordinate investigative efforts
with its counterparts as noted above. Currently, ATF must rely on obtaining assistance from
other Federal agencies to drive ATF personnel into Mexico in their armored vehicles in order to
ensure the safety of its personnel. Given the level of violence in the region, in order to provide
for the safe transit of ATF personnel into and out of Mexico, ATF requests $592,000 for the
purchase of four armored vehicles and $24,000 for 12 GPS-enabled personal tracking devices.

El Paso Intelligence Center (EPIC)

In addition to the Project Gunrunner Teams, ATF will augment its staffing (agents and
intelligence analysts) at the ATF Southwest Border Unit, at the El Paso Intelligence Center
(EPIC). ATF requests one special agent, four IRSs, and one IA to support the Southwest Border
initiative. The ATF Southwest Border Unit, which includes the EPIC Gun Desk, serves as the
focal point for the collection, analysis, and dissemination of investigative leads derived from
Federal, State, local, and international law enforcement agencies. Working with its domestic and
international law enforcement partners, ATF will deny the “tools of the trade” of the criminal
organizations operating in Mexico through proactive investigation of firearms trafficking and
violent crime. This enforcement effort extends beyond the affected border states on the domestic
front and will support investigative and enforcement efforts in Mexico through assistance and
cooperative interaction with the Mexican authorities.

ATF's unique attributes allow the Bureau to address this problem where other Federal, State, and
local law enforcement agencies lack the expertise, resources, and jurisdiction to curb firearms
trafficking. ATF and other DOJ components (DEA, USMS, and FBI), as well as DHS, are
anchored along the Southwest Border. Each agency is responsible for the implementation of
investigative strategies and development of intelligence related to their specific areas of
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expertise. Any information they develop as to weapons trafficking into Mexico is routed to
ATF’s Southwest Border Unit at EPIC, which is a central repository for weapons-related
intelligence.

The Southwest Border Unit, in coordination with participating law enforcement entities at EPIC,
exploits all illicit weapons trafficking intelligence, violence related data and drug trafficking
intelligence collected from Federal, State, local and international law enforcement agencies.
Customs and Border Protection (CBP) and Immigration and Customs Enforcement (ICE) share
weapons seizure data with the EPIC ATF Southwest Border Unit, which is appropriately de-
conflicted and coordinated with participating agencies. The information vetted through EPIC
will serve as the primary source of actionable intelligence to the Gunrunner Teams.

Southwest Border Firearms Recoveries

ATEF requests two Firearms Enforcement Officers (FEOs) and $173,000 to support Southwest
Border firearm recoveries. One of the principal challenges faced on the Southwest Border is
proper identification of recovered firearms and the identification of modifications that may
change their legal classification. ATF’s FEOs assigned to the Firearms Technology Branch
(FTB) serve as ATF’s authority in the field of firearms identification and classification under
Federal law. FEOs support the Southwest Border Initiative by providing rapid response to the
field to assist with the identification of firearms recovered at arrest and search warrant locations
or in the custody of its international partners. The FEOs also provide technical training to
support on-going criminal investigations for Federal, State, and local law enforcement agencies,
expert testimony for criminal prosecutions involving violations of the Gun Control Act, National
Firearms Act, and the Arms Export Control Act, and international training by traveling overseas
to assist in the area of firearms identification. The FEOs also provide current firing and non-
firing prop firearms for use in all types of undercover and enforcement operations.

Impact on Performance (Relationship of Increase to Strategic Goals)

The expected strategic outcome is multifold. By curtailing the availability of firearms to the
Mexican drug cartels, ATF will diminish their ability to export drugs to the U.S. In addition, by
removing the guns from the cartels’ lethal resources, ATF will directly affect their ability to
operate and concurrently suppress the firearms - related violence that occurs on both sides of the
Southwest Border. This will be accomplished through effective law enforcement collaboration,
focused training, and interdiction of illicit trafficking and illegal use of firearms and ammunition.

ATF must continually collaborate with its domestic and international law enforcement partners
to deny “tools of the trade” to the criminal organizations that operate along the U.S. - Mexico
border. ATF continually assists and interacts with the Mexican authorities in their fight against
violent crime. This is accomplished through proactive enforcement in the Southwest Border
states previously noted.

Firearms tracing allows law enforcement agencies to identify trafficking trends of criminal
organizations that funnel guns into Mexico from the U.S. Using the trace data developed from
U.S.-based and Mexican-based law enforcement personnel, ATF is positioned to develop leads
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to put (irearms traffickers and straw purchasers, people who knowingly purchase guns for
prohibited persons, behind bars before they cross the border.

55

ATF8-001-001-00012606



Employee 3

4239

Funding
Base Funding
_ EY 2008 Enacted (wiresc/supps) . |
Pos | Agt | FTE $(000) Pos | Agt | FTE $(000) Pos | Agt | FTE $(000)
215 | 155 215 33,689 255 | 177 | 235 39,637 255 | 177 | 255 43,026
Personnel Increase Cost Summary
Modular Cost Number of FY 201.1 Net
- o FY 2010 Request Annualization
Per Position Positions ($000) (change from 2010)
($000) Requested ($000)
Domestic
Agents 214.8 26 5,586 994
I0Is 95.1 45 4277 3,497
Other 86.5 13 1,124 961

NN

by 3

Non-Personnel Increase Cost Summary

FY 2011 Net
. . Annualization
Unit Cost Quantity FY 2010 | (Change from 2010)
Request ($000) ($000)

Domestic
Rent for Field
Office 153.9 2 308 (308)
PCS Moves 135 6 810 (810)
Operational
Support 280
Armorcd Vchicles 148 6 592 (592)
GPSA Tracking 5 12 o4 (24)
Devices
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Total Request for this Item

Non-

Personnel Total
Pos Agt FTE Personnel
($000) (3000) ($000)

Current 255 | 177|255 39.176 3.851 43,027
Services
Increases 92 34 46 15,975 2,014 17,989
Grand Total 347 211 301 55,151 5,865 61,016
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B. Arson and Explosives

Arson and Explosives TOTAL Perm Pos. FTE Amount
($000)

2008 Enacted w/Rescissions 1,317 1,316 255,865
2008 Supplementals 0 0 3,000
2008 Enacted w/Rescissions and Supplementals 1,317 1,316 258,865
2009 Likely Enacted 1,321 1,320 274,096
Adjustments to Basc and Tcchnical Adjustments 0 1 (3,255)
2010 Current Services 1,321 1,321 270,841
2010 Program Increases 0 0 19,000
2010 Request 1,321 1,321 289,841

1. Program Description

ATF is the primary Federal agency responsible for administering and enforcing the regulatory
and criminal provisions of Federal laws pertaining to destructive devices, explosives, bombs, and
arson. One of ATF’s greatest strengths is its dual regulatory and criminal enforcement mission.
ATF has unique expertise in the investigation and forensic analysis of fire, arson, and explosives
incidents arising from criminal or terrorists acts against the U.S., and it shares its technical and
scientific expertise and state-of-the-art resources with other Federal, State, local, tribal, and
international law enforcement partners and fire service agencies.

ATF’s law enforcement mission is supported by its efforts to ensure that only qualified and
legitimate applicants enter the explosives industry and that licensees employ proper
recordkeeping and business practices to help prevent thefts, explosives incidents, and the
acquisition of explosives for criminal or terrorist purposes. ATF works closely with public
safety officials, explosives industry members, and State governments to provide guidance and
instruction on all aspects of the explosives laws, including the Safe Explosives Act, in an effort
to make regulation less burdensome and to promote compliance with Federal laws.

Since 1968, ATF has identified and adapted to emerging threats that involve explosives. ATF
regulates the explosives industry and investigates bombings, arsons, thefts, and recoveries of
cxplosives, and the criminal misusc of cxplosives. ATF is recognized for its expertise in
bombing and explosives investigations and in the reconstruction of explosives incidents. ATF’s
agents and forensic personnel are highly trained in the investigation of post-blast scenes and train
Federal, State, local, tribal, and international law enforcement agencies in methods and
techniques to solve such crimes.

ATF has primary responsibility for the investigation of criminal bombings utilizing Improvised
Explosive Devices (IEDs). ATF has the training, experience, and ability to detect, prevent,
protect against, and respond to explosives incidents involving IEDs.
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98.5 percent of all bombings in the U.S. fall under the jurisdiction of ATF. ATF also responds to
and helps investigate the remaining explosives incidents that are classified as “terrorist
bombings.” These include incidents classified as domestic terrorism, such as acts by animal- or
cnvironmental-rights extremists. Since 1978, ATF has investigated more than 25,000 bombings
and attempted bombings, more than 1,000 accidental explosions and more than 21,000 incidents
involving recovered explosives or explosive devices. The majority of these criminal bombings
involved the use of IEDs.

ATF’s explosives and arson jurisdiction is based on Title XI of the Organized Crime Control Act
of 1970 and its amendments including the Safe Explosives Act. The original legislation was
modeled after the GCA and, like the GCA the explosives law prohibits persons with certain
disabilities, such as felons, from receiving or possessing explosives. The law establishes a
system of controls over commerce in explosives by making it a crime to engage in the business
of manufacturing, importing, and dealing explosives without a license and requires all licensees
to maintain certain records. The law requires that any person who receives explosives for
personal use, whether interstate or intrastate, obtain a permit from ATF, and requires that
explosives be stored in compliance with regulations.

Criminal bombings and the illegal use of explosives are a threat to public safety at home and
abroad. A common trend emerging in explosives and bombing incidents is the increased use of
IEDs. The Internet has made the knowledge and supplies needed to construct an IED available
to a broader range of the public than ever before, including those who would use that knowledge
to commit violent crimes. Many of the materials required to produce an explosive device are
common household goods, available with minimal or no regulation. ATF must adapt its
regulatory and investigative practices to address this new reality.

There is a strong link between explosives and terrorism. As our understanding of terrorist tactics
grows, so does the range of tools and techniques employed by the terrorists. Therefore, it is
critically important that we have effective intelligence and robust information sharing practices,
and that we use innovative research, training, and investigative tactics to meet this evolving
threat.

Participation in Joint Terrorism Task Forces (JTTFs)

ATEF fully supports Government anti-terrorism efforts and in particular, the FBI-led JTTFs.
Currently, ATF has 60 agents assigned fulltime to the 103 JTTFs throughout the country. In
addition, we have one agent assigned to the National JTTF at the National Counter-terrorism
Center. Because of this participation, ATF has played an important part in a number of terrorism

cases that involved firearms smuggling, bombings, illegal explosive possession, and tobacco
diversions.

Combined Explosives Exploitation Cells (CEXC)

Since March 2005, ATF has deployed personnel to Iraq to support CEXC activity. CEXCisa
DOD program that provides immediate, in-theater technical and operational analysis of IEDs
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used by insurgents. ATF explosives experts provide onsite investigative assistance (0 process
post-blast incidents directed at U.S. and allied forces.

Terrorist Explosive Device Analytical Center (TEDAC)

An ATF special agent serves as the deputy director of the TEDAC. TEDAC coordinates and
manages the technical and forensic analysis of evidence recovered from IEDs of interest to the
U.S. Government (principally derived from CEXC activities in the Iraq and Afghanistan
conflicts). The TEDAC combines the assets of law enforcement, military, and intelligence assets
to classify the operation, componentry, and deployment of IEDs. These efforts help prevent IED
detonations, protect our armed forces, and identify those who manufacture and place these
devices so they may be brought to justice. ATF is a significant TEDAC partner and has
committed 26 full-time employees and 9 contract technical examiners.

Arson Task Forces

In January 1977, ATF formed its first arson task force in the Philadelphia metropolitan area.
ATF has since expanded this program to other major cities with significant arson problems.
Currently, ATF has formal task forces established in Atlanta, Boston, Chicago, Dallas, Detroit,
Houston, Kansas City, Los Angeles, Newark, New Orleans, New York City, Philadelphia,
Pittsburgh, San Francisco, and Washington, DC. Each task force is configured based on the
resources and needs of the particular city. Task forces typically include ATF agents (including
Certified Fire Investigators, Certified Explosives Specialists), ATF auditors and local fire
officials, arson investigators and police.

Fires and Bombings at Houses of Worship

In 1996, the National Church Arson Task Force (NCATF) was created to coordinate Federal,
State, and local law enforcement efforts to combat arson at houses of worship. As part of
NCATF, ATF employs all of its authorities and assets to combat the problem of church arsons,
including its National Response Teams, laboratories, U.S. Bomb Data Center, and computer
systems. NCATF’s arrest rate is more than twice the national average for arson cases. ATF
continues to place a priority on investigating bombings and arsons at houses of worship.

National and International Response Teams

As an integral part of ATF’s overall violent crime reduction stratcgy, ATF’s Explosives Program
provides vital resources to local communities to investigate explosives incidents and arson-for-
profit schemes. ATF’s National Response Team (NRT) consists of highly trained agents,
forensic chemists, engineers, EEOs, electrical engineers, fire protection engineers, canine
handlers, and other technical experts who can be deployed within 24 hours to major explosion
and firc scenes anywhere in the U.S. The NRT assists State and local officers in fire and
explosives incidents by providing examinations of the scene, interviews, assistance with the
resulling investigations, and expert court testimony. Since 1978, the NRT has responded to more
than 600 significant incidents throughout the U.S., including the Oklahoma City Bombing; the
1993 World Trade Center bombing; the September 11, 2001 World Trade Center attacks. In FY
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2008, the NRT responded to 19 incidents that caused $410 million in property damage. ATF
also provides NRT support to security preparedness efforts at the Olympics, The National
Governor’s Conference, the Super Bowl, and other National Special Security Events. ATF’s
International Response Team, through an agreement with the Department of State, deploys in
support of Diplomatic Security Service and foreign government requests to investigate explosive
and arson incidents.

Explosives Industry Regulation

ATF is the only Federal law enforcement agency that regulates the explosives industry. ATF’s
criminal and regulatory programs are a key means by which the U.S. Government enforces
Federal explosives laws and prevents criminals and terrorists from obtaining explosives for use
in bombings. Federal law requires that any manufacturer, importer, or dealer of explosives must
have a Federal explosives license, and anyone who acquires for use or transports explosives must
hold a Federal explosives permit or license. The FELC screens license and permit applicants, in
conjunction with the FBI, to ensure applicants’ eligibility to lawfully receive and use explosives.
It further screens employees of such licensees and permittees to ensure prohibited persons do not
have access to explosives. ATF established standards for the storage of explosives materials and
related record keeping requirements to ensure explosives accountability and traceability to which
licensees and permittees must adhere. ATF’s IOIs conduct compliance inspections of the nearly
12,000 explosives licensees and permittees nationwide to prevent diversion and promote the safe
and secure storage of explosives. 10Is also detect and assist in the investigations of the theft,
loss, and diversion of explosives.

The amount of our I01s time dedicated to explosives application and compliance inspection
work has increased since the enactment of the Safe Explosives Act (SEA) of 2002. The initial
requirement to inspect 100 percent of the licensees and permittees within their three-year license
/ permit cycle has resulted in between 25 percent and 41 percent of available 101 resources being
devoted to SEA work in any given year.
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U.S. Bomb Data Center (USBDC)

The USBDC is the sole repository for arson and explosives related incident data, having been
established by statute and by authority of the Attorney General. Its purpose is to collect data and
to provide investigators with analytical products to assist in the investigation of the criminal
misuse of explosives and acts of arson.

ATF has been collecting, storing, and analyzing data on explosives and arson incidents since
1976. ATF, through the U.S. Department of the Treasury, was mandated by Congress pursuant
to Public Law 104-208, the 1997 Omnibus Consolidated Appropriations Act, to establish a
national repository for incidents involving arson and the criminal misuse of explosives. This
authority, as contained in 18 U.S.C. § 846(b) and delegated to ATF by the Secretary of the
Treasury, was moved with ATF to the authority of the Attorney General by the Homeland
Security Act of 2002.

The mission and goals of the USBDC are to collect, analyze, and disseminate timely information
and relevant tactical and statistical intelligence within ATF, as well as to external State, local,
other Federal, tribal, military and international partners. The USBDC provides statistical
analyses of current trends and patterns to assist field elements in preventing the criminal misuse
of explosives.
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The USBDC maintains the country's most comprehensive collection of data describing arson and
explosives related incidents. The USBDC contains information on more than 180,000 arson and
explosives incidents investigated by ATF and other Federal, State, and local law enforcement
and firc investigation agencies. The USBDC’s Bomb Arson Tracking System (BATS) is the
explosives and arson investigator’s link to the USBDC and all the information that is maintained
there. Investigators can use BATS to perform trend analysis and compare incidents for
similarities in motives, device components, suspects, and crime methodologies for possible
investigative leads nationwide. Images of arson scenes, improvised explosive devices and crime
scenes can be shared through the BATS sccure web connection.

Investigators are able to capture details of bomb and arson cases, including the area of origin or
device placement, casualties, dollar losses, fire descriptors, collateral crimes, device components
and descriptions of how the device was delivered. BATS also includes a functionality that
allows investigators to use the program as a case management system, allowing them to build
their investigation in BATS, while maintaining critical operational security.

The USBDC provides explosives tracing services to authorized law enforcement agencies in the
U.S. and in foreign countries. Tracing is the systematic tracking of explosives from
manufacturer to purchaser (or possessor) to aid law enforcement officials in identifying suspects
involved in criminal violations, establishing stolen status, and proving ownership. Explosives
manufacturers, importers, wholesalers, and retail dealers in the U.S. and foreign countries
cooperate in the tracing endeavor by providing, on request, specific information from their
records of manufacture, importation, or sale. Because of its licensing authority, ATF is the only
Federal agency authorized access to these records.

The USBDC has the responsibility for tracing and maintaining the official records for the theft
and recovery of foreign and domestic commercial explosives, military explosives and ordnance
and other munitions. The USBDC maintains a unique set of data associated with the tracing of
explosives products from the manufacture to the end user in support of criminal investigations.
Building strong partnerships with the DOD and the commercial explosives industry has allowed
the USBDC to trace stolen and recovered explosives to their origin, including movement in
interstate and international commerce.

ATF National Center for Explosives Training and Research (NCETR)

Established as a result of the 2002 Homeland Security Act, NCETR’s mission is to deliver basic
and advanced courses on a variety of explosives topics to ATF personnel, law enforcement
partners, the U.S. military, and other Federal agencies. Currently operating at Fort A. P. Hill in
Bowling Green, Virginia, the NCETR provides a means of consolidating ATF explosives
expertise and research, developing and enhancing technical knowledge, and building
partnerships for the dissemination of this knowledge across Federal, State, local law enforcement
agencies.

Congress appropriated funds to construct a permanent facility for NCETR at Redstone Arsenal in
Huntsville, Alabama. This facility, under construction and scheduled for completion in 2010,
will consist of three explosives ranges, eight classrooms, laboratories, a conference facility and
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office space [or ATF personnel and [or partners (rom the Federal, State, local, and international
law enforcement and explosives communities. The first of the explosives ranges were available
for training/research activity in August 2008. The planned facility will provide explosives
training for ATF personnel and for law enforcement and other first responders from the full
explosives community. It will promote and conduct research to improve the ability of ATF and
its partners to investigate bombings, prevent diversion of explosives from legal commerce to the
black market, and ensure the safe, secure storage of explosives.

NCETR will be a center for the management and execution of ATF’s explosives related training,
research, and information sharing programs and initiatives. The concept fits squarely within
ATF’s explosives mission and supports the mission and strategic goals of DOJ and ATF. The
NCETR facility will be a world-class explosives training facility for all levels of government and
ATF fully expect that the interagency explosives community will derive significant benefits from
the facility. Upon completion, the NCETR facility will provide the highest-quality training
experience and scientific research for those on the front lines of efforts to prevent and investigate
bombings.

The demand for training and other support from ATF explosives experts, both for ATF personnel
and personnel from other Federal, State, and local agencies, continues to increase. Demand for
explosives investigation training is significant and continues to grow. One of the premier
NCETR programs, the Advanced Explosives Destruction Techniques (AEDT) course currently
has a backlog of over 900 State and local law enforcement personnel seeking this training. ATF
has historically sought to meet this demand by using multiple training sites, often borrowed,
throughout the country. This approach is simply insufficient to deliver all the training and
explosives support needed.

The explosives training conducted at the NCETR reflects ATF’s expertise regarding explosives-
related investigations. Courses related to post-blast investigations, homemade explosives, and
explosives disposal ensure that ATF agents and Certified Explosives Specialists (CES) maintain
a cutting-edge acumen and capability in support of ATF’s mission.

Additionally, NCETR will have onsite access to the data and information-sharing resources of
the USBDC. Integrating ATF’s explosives training, research, and information-sharing functions
at NCETR will improve efficiencies within ATF and will enhance its efforts in each of these
explosives disciplines. The new facility will improve cooperation and information sharing
across agency boundaries.

Arson and Explosives Detection Canine Training

ATF’s world-recognized canine training program produces extremely reliable, mobile, and
accurate explosives and accelerant detection canines that are able to assist law enforcement and
fire investigators worldwide. The Accelerant Detection Canine Program places accelerant
detection canines with State and local agencies to support their arson investigation activities.
The Explosives Detection Canine Program (EDCP) trains explosives detection canines for use
overseas and domestically in the war against terrorism. ATF works with agencies that have
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received ATF-certified explosives detection and accelerant detection canines and supports those
who are without canine services in their communities.

ATF’s canine training incorporates the research and development of the National Laboratory and
the technical expertise of ATF explosives experts into a training regimen that produces an
extremely reliable, mobile, accurate, and durable explosives detection tool, capable of assisting
law enforcement with the escalating explosives threat faced by communities worldwide.
Congress has recognized the odor recognition proficiency standard used by ATF as a benchmark
for effective canine explosives detection.

There are 32 ATF-trained explosives detection canine teams with ATF special agent canine
handlers. In addition, there are currently 112 ATF-trained explosives detection canine teams
deployed throughout the U.S. with other Federal, State and local agencies, as well as in 21
foreign countries. In addition, there are 71 ATF-trained accelerant detection canine teams
currently active in the U.S. and one in Canada. Since 1991, ATF has trained 595 explosives
detection canines and 127 accelerant detection canines.

ATF is also at the forefront of combating terrorism through such innovative programs as training
other Federal, State, local and international law enforcement explosives detection canines in
peroxide explosives, utilizing its years of experience training its own ATF-certified explosives
detection canine teams on the substances.

Arson and Explosives Enforcement Programs

ATEF specialists are trained in investigating post-blast scenes in response to criminal and terrorist
explosives incidents. These agents investigate bombings, explosions, and potential acts of arson
motivated by profit, ideology or other criminal intent. The agents train Federal, State, local, and
international law enforcement agencies on how to investigate and solve such crimes. ATF is
recognized for its expertise in fire and explosives investigations, in conducting research to help
investigators reconstruct fire and explosives incidents, and in conducting financial analyses to
identify illegal arson for profit schemes. ATF also investigates incidents of explosives stolen
from licensees, a particular concern considering the threats of terrorism against U.S. citizens.

Certified Fire Investigators (CFI)

ATF’s CFIs are agents who have completed an extensive two-year training program in the field
of advanced fire scene examination, with an emphasis on the modern principles of fire dynamics.
CFls serve as ATF’s primary resource in fire-related matters. They conduct fire scene
examinations and render origin and cause determinations on behalf of ATF, provide expert
testimony on fire scene determinations, and provide technical support and analysis to assist other
agents and prosecutors with court preparation, presentation of evidence, and technical
interpretation of fire-related information. The agents lend technical guidance in support of field
arson investigative activities, conduct arson-related training for ATF agents and other Federal,
State, and local fire investigators, and conduct research to identify trends and patterns in fire
incidents. The CFIs are supported in their investigations by the ATF Fire Research Laboratory,
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which has the unique capability to re-create (ire scenarios, both large and small, in its f{ire testing
facility.

Certified Explosives Specialists (CES)

The mission of ATF’s CESs is to provide expert explosives crime scene examinations, to lend
expertise in support of security measures implemented at special events, and to assist ATE’s law
enforcement counterparts at the Federal, State, local, and international levels in their efforts to
investigate explosives-related incidents. ATE’s CESs acquired expertise in post-blast analysis
through years of experience in the field. Their training consists of a multiphase program that
ensures their continued proficiency in all aspects of explosives handling, instruction,
identification, demonstration, and destruction, as well as training in the chemistry of
pyrotechnics, hazardous materials incident response operations, advanced explosives destruction
techniques, and advanced improvised explosive devices (IEDs).

Explosives Enforcement Officers (EEQ)

EEOQOs are ATFE’s explosives technology experts. EEOs have extensive experience in explosives
and bomb disposal. They render explosive devices safe and/or disassemble explosive and
incendiary devices, prepare destructive device determinations and give expert testimony in
support of such determinations in Federal and State criminal court proceedings. EEOs provide
expert analysis and onsite investigative technical assistance at bomb scenes and at scenes where
explosions of an undetermined nature have occurred. Determining what constitutes an explosive,
incendiary, or destructive device under Federal explosives laws and the National Firearms Act
involves highly technical examinations and analysis. EEOs also provide assistance and training
in all aspects of explosives handling, usage, and destruction; threat vulnerability assessments;
and all other explosives-related matters for ATF, Federal, State, local and international law
enforcement agencies.

ATF Laboratories

ATF’s Laboratory Services Division provides analytical examination of evidence and advisory
services on matters of a scientific nature. Our examiners support the National Response Teams,
provide numerous training exercises in all mission related functions, and provide expert witness
testimony. Laboratory Services averages over 1,000 days out of the laboratory providing this
service. Laboratory Services is made up of four organizational groups: the Forensic Science
Laboratory (FSL) in Atlanta, San Francisco, and Washington, and the Fire Research Laboratory
(FRL). The National Laboratory Center houses the FSL in Washington and the FRL and serves
as the administrative center for Laboratory Services. Laboratory staff is composed of more than
100 personnel, including biologists, chemists, scientists, engineers, fingerprint specialists,
firearm and tool mark examiners, document examiners and administrative support personnel.
ATF Laboratory personnel hold leadership positions in numerous professional scientific
organizations and are considered among the most highly qualified specialists in their individual
fields.
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All of the ATF Laboratories are accredited by the American Society of Crime Laboratory
Directors — Laboratory Accreditation Board (ASCLD-LAB). ASCLD-LAB is a voluntary
program in which crime laboratories may participate to demonstrate that their management,
operations, personncl, procedures, cquipment, physical plant, sccurity, and safcty meet the
industry standards. ASCLD-LAB accreditation must be renewed every five years. ATF was the
first Federal agency to be accredited by ASCLD-LAB, beginning in 1984. The ATF
Laboratories recently added two new forensic disciplines in support of ATF investigations--DNA
and tobacco analysis. DNA analysis has added significant capability for linking a suspect to a
crime. Tobacco analysis was devcloped to support all the Burcau needs for analysis of
counterfeit and contraband tobacco products and tax stamps.

A critical component of ATF’s fire investigation mission is ATF’s Fire Research Laboratory
(FRL), a one-of-a-kind fire testing facility able to replicate fire scenarios under controlled
conditions. This facility is designed to support ATF’s arson investigative requirements well into
the future. The FRL is a unique and innovative resource for law enforcement, fire services,
public safety agencies, industry, and academia. Its scientists use the most advanced scientific,
technical, educational, and training methods to make ATF and its partners leaders in fire
investigation science.

Forensic Auditing

ATEF develops and provides financial investigative, forensic accounting, and financial expert
witness capabilities in support of criminal and regulatory investigations such as arson-for-profit,
the use of explosives and bombings in the furtherance of financial frauds, threats to public safety,
and alcohol and tobacco diversion investigations. Forensic auditors provide pretrial depositions
and expert witness testimony for Federal, State, local governments and insurance companies.

ATF’s forensic auditors provide comprehensive accounting, fraud detection, and financial
investigative services for a diverse range of ATF programs. ATF forensic auditors hold
advanced licenses and certifications in accounting, auditing and fraud detection. While forensic
auditors support counter-terrorism, alcohol and tobacco diversion, firearms and narcotics
trafficking cases, gang and other organized crime enterprises, the largest caseload support is
arson-for-profit cases. Regardless of the type of case, at the conclusion of the financial
investigation, the forensic auditor provides a written report and, if needed, expert testimony.
ATF’s auditors are certified by the National Association of States Board of Accountancy.
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QOutreach Activities

ATF works with a variety of customers in providing services such as the NRT investigators,
guidance, and advice to arson programs customers and explosives industry members. A 2005
survey found that customers of ATF’s arson and explosives programs and services are generally
highly satisfied with ATF and want more of what they are receiving: training, programs, agents,
and other ATF expertise.

ATEF continues its efforts through the Explosives Threat Assessment and Prevention Strategy
(ETAPS). The ETAPS program was instituted in 2004 to prevent thefts and the acquisition and
use of explosives for criminal and terrorist purposes. This strategy consists of a two-phased risk
management plan to identify explosives vulnerabilities and potential control points in the U.S.,
and to implement mitigation strategies and take corrective actions. This strategy also involves
outreach with retailers of non-regulated commodities such as ammonium nitrate.

ATF also continues to work with the Institute of Makers of Explosives (IME) and the
International Society of Explosives Engineers (ISEE) and took steps to eliminate explosives
losses by examining issues pertaining to the inventory, security, and control of bulk products,
including ammonium nitrate. This ongoing project will expand to include packaged products.
These agencies/associations also worked together to complete an ATF publication titled “Safety
and Security of Explosives Materials for Explosives Licensees and Permittees.” ATF, IME, and
ISEE work together to increase safety and security and examine new explosives identification
and tracking technologies as they become available.

ATEF scientists are leaders in the development, standardization, and use of scientific techniques to
examine evidence from fire and explosives investigations. This leadership extends to scientific
working groups and professional organizations, both nationally and internationally.

ATF communicates with the fire and explosives investigation community through arson and
explosives advisory groups, the National Bomb Squad Commander Advisory Board
(NABSCAB) and the International Bomb Data Center Working Group (IBDCWG Portal)4
meetings. Each week, the USBDC provides information on ATF’s arson and explosives
investigative activity. The advisory reports are distributed to other Federal, State, and local law
enforcement agencies. The USBDC also publishes explosives theft advisory reports and periodic
advisories highlighting specific or emerging threats to public safety or the bomb technician
community.

* The IBDCWG Portal is phase I of the larger ATF Knowledge Online (ATF KO) portal, which will be the unifying
point of presence for several ATF information sources.

68

ATF8-001-001-00012619



Employee 3 4252

2. PERFORMANCE AND RESOURCES TABLE

[Decision Unit: Arson & Explosives
DOJ Strategic Goal/Objective: Goal 1, Objective 1.2; Goal 2, Objective 2.2

WORKLOAD/ RESOURCES Final Target Actual Projected Changes Requested (Total)
Current Services
FY 2009 Adjustments and .
FY 2008 FY 2008 Enacted FY 2010 Program FY 2010 Request
Change
(Workload
Number of explosives investigations initiated
during [iscal year (QSR) 2,214 1,686 1.895 0% 1,895
Number of arson investigations initiated during
[iscal year 1,526 1,306 1,526 0% 1,526
Total Costs and FTE FTE | $000 | FTE $000 | FTE $000 FTE $000 FTE $000
1,316 | $255,865 | 1,132 | $229,380 | 1,320 | $274,096 | 1 $15,745  [1,321] $289,841
- .. . s FTE | $000 | FTE $000 | FTE | $000 FTE $000 FTE $000
Program Activity [Criminal investigations
924 | $202,467 | 811 |$175,837| 946 [$216444| 0 $16,429 946 $232,873
Percentage of arson/
- e cxplosives cases with
OUTCOME Mcasure defendants referred for
prosecution. (PART, QSR) 23% 32% 24% 1% 25%
Performance Measure|NRT Satisfaction rating 90% 100% 90% 0% Discontinued
Program Activity Regulatory compliance | FTE $000 | FTE | $000 FTE [ $000 | FTE $000 FTE $000
392 [ $53,398| 321 | $53,543 | 374 | $57.652 1 ($684) 375 $56,968

Performance Measure [Resolution of unsafe

explosives conditions by

inspection (PAR) 1,722 1,845 1,722 0 Discontinued
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Performance Measure

Number and percentage of

cxplosives
licensees/permittecs
. 5
inspected

2,640/22%

3,055/27%

2,640/22%

Discontinued

OUTCOME Mcasurc

Percentage of explosives
licensees/permittecs who
improve compliance with
Federal explosives
regulations upon re-
inspection (PART, QSR)

Baseline

80%

80%

80%

OUTCOME Measure

[Percentage of explosives
licensees/permittees
inspected in compliance
with the Safc Explosives
Act. (PART)

53%

55%

100%

(72%)

28%

EFFICIENCY
MEASURE

Number of forensic arson
and explosives cases
completed per chemist FTE
(PART, QSR)

Baseline

60

60

60

OUTPUT Measure

Percent of forensic arson
cases closed within 30 days

(PART)

57%

52%

58%

2%

60%

3 According to the SEA mandate to inspect explosives licensees and permittees at least once every 3 years, ATF had set a goal to
inspect approximately one third of licensees/permittecs cach year.

70

ATF8-001-001-00012621




Employee 3 4254

Percent of forensic
OUTPUT Measure [explosives cases closed
within 30 days (PART) 36% 20% 37% 29 39%

Percentage reduction in public

safety violations (recall insp.)
OUTCOME Measure

5% 70% 75% 0 Discontinued

Performance Measure Table

Decision Unit: Arson & Explosives

FY 2002|FY 2003 FY 2004|FY 2005 FY 2006/ FY 2007, FY 2008 |FY 2009 FY 2010

Performance Report and Performance Plan Targets | Actual | Actual | Actual | Actual | Actual | Actual | Target |Actual| Target Target

Performance

Measure  [Minimum satisfaction rating —
National Response Tcam N/A N/A 100% | 100% | 100% | 100% | 90% |100% | 90% | Discontinued

Performance

Measure  [Resolution of unsafc cxplosives

conditions by inspection N/A N/A 1,235 | 1.821 1,655 | 1,836 | 1,722 | 1,845| 1.722 | Discontinued
Performance
3,291/
Measure Number and percentage of explosives 6,392 / 2,640/ |3,055/| 2.640/
) licensee/permittees inspected N/A N/A 22% 55% 28% 22% | 27% | 22% | Discontinued
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34%
OUTCOME |, . e
Measure Percentage of arson/explosives cases
with defendants referred for
prosecution. N/A N/A N/A 20% 21% 37% 23% | 32% | 24% 25%
Percentage of explosives
licensees/permittces who improve
outcous (omncswib ldr ol
Measure & P P
IN/A N/A N/A N/A N/A N/A Baseline| 80% | 80% 80%
OUTCOME
Measure  |pereentage of explosives
licensees/permittees inspected in
compliance with the Safe Explosives
Act. N/A N/A N/A N/A N/A 28% 53% | 55% | 100% 28%
Number of forensic arson and
explosives cases completed per
EFFICIENCY |chemist FTE
Measurc IN/A N/A N/A N/A N/A N/A
Baseline 60%  [60% 60%
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Performance Measure Table

Decision Unit: Arson & Explosives

FY 2002|FY 2003|FY 2004FY 2005|FY 2006/FY 2007 FY 2008 |FY 2009 FY 2010
Performance Report and Performance Plan Targets | Actual | Actual | Actual | Actual | Actual | Actual | Target |[Actual| Target Target
OQUTPUT
Measure Percent of forensic arson cases closed
within 30 days. N/A N/A 54% 45% 60% 56% 57% | 52% | 38% 60%
QUTPUT
Measure Percent of forensic explosives cases
closed within 30 days N/A N/A 22% 35% 35% 32% 36% | 20% | 37% 39%
OUTCOME
Percent reduction in public safety
Mecasurc  |violations — recall inspections N/A N/A N/A N/A N/A 75% 75% | 70% | 75% | Discontinued
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for OQutcomes

The arson and explosives decision unit contributes to the Department’s Strategic Goals 1 and 2.
This unit complements ATF’s firearms decision unit with advanced investigative techniques,
vigorous prosecution of criminals, training and prevention strategies through law enforcement,
industry regulation, industry outreach, technology, and the reduction of public safety risks
relative to regulated commodities. Innovation, partnerships, and open communication are
employed to fully achieve this strategic goal.

ATF uses its investigative jurisdiction, skills, and assets to assist other Federal, State, and local
public safety officials, and international partners in the fight against explosives and arson-related
violence and terrorist acts. The explosives regulatory enforcement program safeguards the
American public from explosives incidents caused by improperly stored explosives materials.
The program also minimizes criminals’ access and use of explosive materials by heightening
accountability and increasing the traceability of explosives materials, all without posing undue
burden on the explosives industry.

Internationally, ATF contributes to national counterterrorism strategies and supports the
Administration’s and Department’s national priorities to combat terrorism at home and
in the international front by actively fostering working partnerships with friendly
nations and U.S. allies. ATF shares intelligence and other assets in the war against
global terrorism.

b. Strategies to Accomplish Outcomes

ATEF directs a concentration of resources and specialized expertise to achieve effective post-
incident response and preventing the criminal use of explosives. ATF is also committed to
ensuring that its explosives inspection program is effective and provides for public safety and
security from the unauthorized use of explosive materials.

Educating the industry on ATF policies and regulations, product storage safety, and theft
prevention, as well as inspecting industry members, remain important elements in securing
public safety. Specifically, continued liaison efforts with explosives industry members,
explosives licensees and permittees, the precursor chemical industry, and public safety agencies
will help mitigate the possibility of terrorists obtaining explosives through the legal explosives
industry.

In response to long-term national counterterrorism strategies, ATF intends to set up a strategic
global presence to safeguard and support U.S. interests and policies internationally. ATF will
cstablish a presence at the U.S. Embassy in Iraq, joining ATFE’s other foreign offices in the
Western Hemisphere to set up an effective early warning presence against terrorist organizations
that may seek to use or to traffic in firearms, other conventional weapons, or explosives.
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Crosscutting Activities

ATF plays a major role in the prevention and investigation of violent crimes, including those
involving explosives and fire. ATF participates in multi-agency efforts such as the JTTF, High
Intensity Drug Trafficking Area (HIDTA), High Intensity Financial Crime Areas (HIFCA) and
the Organized Crime Drug Enforcement Task Force (OCDETF) and provides direct investigative
expertise to State and local public safety agencies.

The Bomb and Arson Tracking System (BATS) provides valuable investigative information and
intelligence to share with ATF’s Federal, State, local, and international law enforcement partners
such as the National Gang Intelligence Center (NGIC), Regional Information Sharing System
(RISS), International Organized Crime (I0C) Fusion Center, and the Organized Crime Drug
Enforcement Task Force (OCDETF) Fusion Center. In addition, ATF has representatives
assigned at various law enforcement and intelligence agencies such as Central Intelligence
Agency (CIA), Defense Intelligence Agency (DIA), Federal Bureau of Investigation (FBI),
Department of Homeland Security (DHS), and Department of State.

ATF will continue to support interdepartmental initiatives to combat terrorism through
its continuing efforts to fulfill its responsibilities under the National Implementation
Plan for the War on Terror, support the implementation plan for Homeland Security
Presidential Directive 19 (Combating Terrorist Use of Explosives in the U.S.), and by
taking part in task forces such as the CEXC and TEDAC, and by using resources such
as BATS, Dfuze and its explosives canine program.

¢. Results of Program Assessment Rating Tool (PART) Reviews

OMB evaluated ATF’s arson and explosives program during the FY 2008 PART process. OMB
assessed the effectiveness of ATF’s arson and explosives programs with a rating of “adequate.”
ATF developed improvement plans to be implemented in the arson and explosives program:

¢ ATF will work with the FBI to implement the provisions of the July 2008 Memorandum
of Understanding between the two agencies.

¢ ATF will conduct independent program evaluations to determine whether the program is
effective and achieving results.

¢ ATF will establish a performance measure based on in-depth evaluation of the
application of select training it provides.

¢ (Consolidate the Bomb Arson Tracking System and other internal arson and explosives
information systems and will be completed by the end of the fiscal year.

ATF’s arson and explosives programs continue (o receive positive overall assessments [or
purpose, resource utilization, strategic planning, program management, and program results.
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Program Increases

Item Name: ATF National Center for Explosives Training and
Research (NCETR)
Budget Decision Unit(s): Arson and Explosives

Strategic Goal(s) & Objective(s): The NCETR directly supports the Department of Justice’s

Strategic Goal 1: Prevent Terrorism and Promote the
Nation’s Security. NCETR will further advance Federal,
State and local government agencies in a comprehensive
effort to develop and maintain adequate domestic
preparedness. Explosives and bombs are tools of preference
for terrorist organizations. The NCETR supports DOJ’s
Strategic Goal II: Prevent Crime, Enforce Federal Laws and
Represent the Rights and Interests of the American People.
Objective 2.2 of this goal™: reduce the threat, incidence, and
prevalence of violent crime” 1s directly supported by the

NCETR concept.
Organizational Program: Arson & Explosives
Component Ranking of Item: Item 2 of 2

Program Increase: Positions _0 Agt 0 FTE _0  Dollars $25.,000.000

Description of Item

In FY 2010, ATF requests $25,000,000 ($19,000,000 for S&E and $6,000,000 for Construction)
for the National Center for Explosives Training and Research (NCETR). This includes the
following components:

$6,000,000 in Construction funds to re-engineer two additional explosives ranges and
construct range facilities.

$15,320,000 for facility infrastructure

$725,000 for 5 Permanent Change of Station Relocations (PCS) moves

$1,127,000 for expanded training delivery

$1,828.,000 for Operations and Maintenance

In FY 2011, ATF will request approximately $22,000,000 to complete the operational funding
requirements for NCETR (Facility Infrastructure, PCS moves, Staffing, Training, Research &
Development projects, and Operations and Maintenance).

Justification
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In FY 2008, Congress approved a multi-year project (o construct and operate the ATF National
Center for Explosives Training and Research (NCETR) facility located at the Redstone Arsenal
in Huntsville, Alabama. In FY 2008, Congress provided $23,500,000 for phase one of the
projcct (basic building construction) to which ATF added two positions {onc FTE) and
$5,000,000 to fund the initial NCETR construction. Groundbreaking for the construction project
took place during the fourth quarter of FY 2008 with completion expected in June 2010.

From the inception of this project, ATF, the Department, and Congress agreed to facilitate the
execution of this project by phasing development, funding, and implementation over multiple
fiscal years. This funding request is for the second of three project phases, and includes partial
staffing and equipment requirements for the facility. The requested funds are required to
complete the construction of the explosives training and research ranges; provide the fixtures,
equipment, and facility infrastructure needed to bring the building into operation; partially staff
the facility; and provide for the partial year operation and maintenance of the facility.

Construction

Funding for the completion of the two additional explosives ranges, while anticipated at the
inception of the project, was deferred in order to manage fiscal outlays. $6,000,000 is required
to complete the conversion of the Corkern and McKinley explosives ranges.

Facility Infrastructure

In FY 2009, Phase I of occupancy and operations at the NCETR facility has begun. Two ATF
personnel will coordinate site development, facility design, environmental issues, information
technology, and equipment needs of the NCETR facility. This request includes $15,320.000 to
provide the basic infrastructure, including security fencing, furniture, office equipment, audio-
visual equipment, training equipment, classroom information technology assets, and laboratory
equipment necessary to begin operations as depicted below. It also includes the interagency
agreement charges from the U.S. Army during the construction phase of the project.

FY 2010 Request
Quantity
(3000)

Explosives Range LT 1 4.000
Instrumentation

Explosives Library Data 500
Base

Furniture LT 1 1,750
Audio Visual Equipment LT 1 1,500
Classroom IT EA 4 2,500
Lab Equipment LT 1 1,700
Office Equipment LT 1 750
Training Equipment LT 1 1,050
Loading Dock Equipment LT 1 125
U.S. Army Interagency EA 1 1,445
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Agreement (during
tructi h

Facility Staffing

In FY 2010 and FY 2011, ATF will initiate the relocation of 18 existing program positions (Five
positions in FY 2010 and 13 positions in FY 2011) to NCETR that will form the core of the
NCETR staff. ATF requests $725,000 in FY 2010 funding for 5 Permanent Change of Station
Relocation (PCS) moves for training officers.

Training

The NCETR facility will serve as a world-class explosives training facility for all levels of
government. Upon completion of the staffing and relocation phase of the project in FY 2011, the
facility will more than triple ATF’s capacity to provide explosives training to ATF personnel and
to Federal, State, local and international partner agencies, including the DOD. In so doing, ATF
will be in a better position to meet the continually growing demand for its explosives expertise
and the delivery of its cutting-edge explosives training programs. In FY 2010, with completion
of the first explosives range and classrooms, full capacity will not be realized. Nonetheless,
there will be an opportunity to increase modestly the number of training courses delivered.
Accordingly, ATF requests an enhancement of $1,127,000 to its existing budget to fund
additional deliveries of several courses as shown below.

FY 2010 Planned Capabilit
Class Current #of Proposed # of
Deliveries | Students Cost Deliveries | Students Cost Increment

ATF Certified
Explosives
Specialist
Basic Training 0 0 0 1 33 100 100
ATF Certified
Explosives
Specialist
Recertification 4 120 752 6 180 1,128 376
Explosives
Training for
10]s 2 60 240 4 120 481 241
Advanced
Explosives
Destruction
Techniques 4 120 548 7 210 958 410
Total S&E
Base Increase
Requested 10 300 1,540 18 543 2,667 1,127
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To [ully utilize the training capacity that will be available through the NCETR beginning in FY
2011, phase three of this project, including completion of staffing and augmentation of ATF’s
annual training and operations budget will be required.

In addition to the basic and advanced courses for ATF employees, ATF will the opportunity to
conduct a variety of explosives training courses for other Federal, State, local, and international
organizations, and the U.S. military, including courses for the U.S. Army’s Explosive Ordnance
Disposal units deploying to Iraq and Afghanistan.

Training provided through the NCETR will teach the nation’s first responders, bomb technicians
and investigators to prevent, deter, and protect against bombings by providing the best training
and operational support available to improve their skills. The NCETR training will also equip
first responders, bomb technicians and investigators with the knowledge and skills necessary to
complete thorough and effective post blast investigations.

ATF continues to receive requests for training from Federal, State, local, and international
agencies on a regular basis. ATF plans to expand capabilities in explosives training through
memoranda of understanding with other Federal and international law enforcement partners to
address these needs. ATF fully anticipates the interagency explosives community will derive
significant benefits from training at the NCETR facility.

Operations and Maintenance

The Redstone Arsenal Department of Public Works has estimated the fully serviced and
supported annual operating costs for NCETR at $3,103,000. This amount provides all support
and utilities required to maintain and operate the facility. It includes, for example, police and
fire and ambulance services, electricity, heart, water, telephone, building and grounds
maintenance, etc. Partial year funding will be required in FY2010 as depicted below.

Operation and Maintenance Costs ($000)
U.S. Army, Redstone Arsenal Interagency $1,056
Agreement for utilities, maintenance, and
support.

Other Services:

ADP Services $261
Guard Services $156

All Other $ 16

Supplies $339
Total O&M Costs $1,828,000

Impact on Performance (Relationship of Increase to Strategic Goals)

The NCETR directly supports the Department of Justice’s Strategic Goal 1: Prevent Terrorism
and Promote the Nation’s Security. NCETR will further advance Federal, State and local
government agencies in a comprehensive effort to develop and maintain adequate domestic
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preparedness. Explosives and bombs are tools of preference [or terrorist organizations. The
explosives training that will be provided to law-enforcement and military personnel through the
NCETR—and the explosives-related research that the NCETR will facilitate--will play a critical
role in enhancing government cfforts to prevent and respond to acts of terrorism involving
explosives. Importantly, NCETR will allow ATF to realize internal efficiencies through the co-
location of operations. The co-location of NCETR with the FBI's Hazardous Devices School
will also greatly enhance DOJ’s efforts to create a coordinated explosives training environment
and realize efficiencies in DOJ programs and activities. The ability of ATF and FBI personnel to
better coordinate training activitics and participate in training togcther will also be enhanced.

The NCETR will also afford first responder, bomb technicians and investigators the training
necessary to complete thorough and effective post blast investigations. Developing this skill-set
in the nation’s first responders will allow them to more readily defeat improvised explosive
devices before they are used against the citizens of the U.S.

The NCETR also supports DOJ’s Strategic Goal 1I: Prevent Crime, Enforce Federal Laws and
Represent the Rights and Interests of the American People. Objective 2.2 of this goal”: reduce
the threat, incidence, and prevalence of violent crime” 1s directly supported by the NCETR
conceptB. Most bombings and explosives crimes committed in the U.S. are perpetrated by
violent domestic criminals. As a world-class technical and training resource for all levels of
government, the NCETR will prepare Federal, State, local law enforcement officers and bomb
technicians to be better able to prevent the unlawful use of explosives through criminal
investigations and through the effective regulation of the explosives industry.
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Funding

4264

2009 Enacted

EY 2010 Current Services

Pos | Agt

FTE

$(000)

Pos

“Agt | FTE

$(000)

Pos | Agt | FTE

$(000)

28,500

1/ Includes $5,000 reprogrammed from S&E Appropriations

Fort AP Hill and NCETR Program Office Only

Pos | Agt | FTE | S(000) | Pos | Agt | FTE | $(000) | Pos | Agt | FTE | $(000)
14 8 14 3,340 | 14 8 14 3,407 | 14 8 14 3,473
Non-Personnel Increase Cost Summary
. FY 2010 FY 2011 Net
Unit Cost Quantit Request Annualization
($000) Y ($300) (Change from 2010)
s = ($000)
Construction 6,000 6,000 (6,000)
Facility Infrastructure 15.320 15,320 (15,320)
Facility Staffing — PCS Moves 145 5 725 (725)
Training
Operations and Maintenance

Total Request for this Item

Personnel Non- Total
Pos | Agt | FTE Personnel
($000) ($000) ($000)
Current
) 14 8 14 2,040 1,433 3,473
Services
Increases 0 0 0 0 25,000 25,000
Grand Total 14 8 14 2,040 26,433 28,473
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C. Alcohol and Tobacco

Aleohol and Tobacco TOTAL Perm Pos. FTE Amount
2008 Enacted w/Rescissions 93 90 19,682
2008 Supplementals 0 0 0
2008 Enacted w/Rescissions and Supplementals 93 90 19,682
2009 Likely Enacted 93 90 21,084
Adjustments to Base and Technical Adjustments 0 0 1,211
2010 Current Services 93 90 22,295
2010 Program Increases 0 0 0
2010 Request 93

1. Program Description

The illegal diversion of tobacco products presents a two-fold problem. Governments are
deprived of due revenue and organized criminal groups (including terrorist organizations) gain
substantial profits from contraband tobacco. Domestic tax losses from tobacco diversion are
estimated in the billions of dollars.

Criminals have long exploited the differences among tax rates for alcohol and cigarettes by
illegally producing, distributing, and smuggling alcohol and cigarettes into domestic and
international high tax jurisdictions areas, activities collectively referred to as diversion. During
FY 2008, ATF opened approximately 160 investigations into the diversion of alcohol and
tobacco products, recommending the prosecution of approximately 223 defendants and seizing
approximately $2.25 million in criminal contraband and an additional $10,800,000 in criminally
derived proceeds.

Alcohol diversion raises images of prohibition-era moonshiners and bootleggers. While
moonshiners still exist, more complex alcohol diversion schemes have developed in recent times.
Recent diversion schemes have included the diversion of distilled spirits from the U.S. to the
former Soviet countries and to European Union countries. In many of these cases, distilled
spirits are mislabeled as industrial products to perpetrate the fraud. In some instances, alleged
industrial alcohol is diverted for beverage purposes.

ATF’s primary jurisdiction rclating to tobacco is the Contraband Cigarcttc Trafficking Act
(CCTA). The CCTA makes it unlawful for any person to ship, transport, receive, possess, sell,
distribute, or purchase more than 10,000 cigarettes that bear no evidence ol State tax payment [or
the State in which the cigarettes are found (if a State tax stamp is required).

ATF investigates the trafficking of contraband (non-tax paid) and counterfeit tobacco products
that deprive State governments of billions of dollars in tax revenue annually and have been found
to be a funding source for terrorism. Through the successful prosecution and plea agreements in
these complex investigations, millions of dollars in defrauded State excise tax revenues are
returned to the affected States.
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ATF agents have unique experience and expertise in the criminal laws related to alcohol and
tobacco diversion. The large cost gap between the regulated and diverted commodities generates
enormous profits for criminal organizations engaged in diversion and related frauds. The
diversion of these commeoditics robs Federal and State governments of millions of dollars in
taxes and, in the case of counterfeit or tampered goods may endanger the public health. Unlike
the trafficking of illegal drugs that are readily identifiable as contraband, the diversion of tobacco
and alcohol products attract less scrutiny and have a reduced risk of apprehension while still
offering high potential profits. In addition, immense profits and relatively low penalties attract
organized crime and fundraiscrs for terrorist groups.

ATF has conducted two contraband cigarette trafficking cases in which individuals were
convicted of Material Support to a Terrorist Organization. The individuals in the two cases that
were convicted of the “Material Support” charge were members of Hezbollah.
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2. PERFORMANCE AND RESOURCES TABLE
Decision Unit: Alcohol and Tobacco
DOJ Strategic Goal/Objective: Goal 2, Objective 2.2
WORKLOAD/ RESOURCES Final Target Actual Projected Changes Requested (Total)
Current Services
Adjustments and
FY 2008 FY 2008 FY 2009 FY 2010 FY 2010 Request
Enacted
Program
Change
Workload
Number of Alcohol and Tobacco
investigations initiated during fiscal year
(QSR) 135 122 135 (15) 120
Total Costs and FTE FIE $000  |FTE| $000 |FTE|  $000 FTE|  $000 FTE $000
90 $19,682 95 | $20.878 | 90 $21,084 0 $1.211 90 $22,295
Program Activity |Criminal investigations FTE $000 FTE $000 FTE $000 FTE $000 FTE $000
90 $19,682 95 | $20.878 | 90 $21,084 0 $1,211 %0 $22,295
EFFICIENCY |Average dollar value of
MEASURE  [tobacco seizures (QSR) $30,000 $699,277 $30,000 $20,000 $50.000
OUTCOME  |Number defendants
convicted (Alcohol and 50 92 50 0 50
Mcasure Tobacco)’
d
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Performance Measure Table

Decision Unit: Alcohol and Tobacco

FY 2002 | FY 2003 | FY 2004 | FY 2005 | FY 2006 | FY 2007 FY 2008 FY 2009 | FY 2010
Performance Report and
Performance Plan Targets Actual | Actual | Actual | Actual | Actual | Actual | Target Actual Target | Target
Average
EFFICIENCY dollar valuc of
Measure tobacco
) seizures® N/A N/A N/A $6,353 | $82,752 | $86,652 | $30,000 $699.277 $30,000 | $50,000
Number of
OUTCOME defer}dants
Measure convicted
(Alcohol and
Tobacco) N/A N/A 72 50 98 0 50 92 50 50
N/A = Data unavailable
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for Outcomes

The ATF Alcohol and Tobacco diversion program addresses criminal activities that result in tax
evasion for profit and the funding of violent criminal and terrorist activities through the use of
revenues gained from smuggling alcohol and tobacco products. In terms of customer service,
ATF strives to maintain a high satisfaction rate among State and local jurisdictions as well as
international law enforcement agencies as it prevents tax revenue losses and stops illicit product
trafficking from one State to another or across international borders.

b. Strategies to Accomplish Outcomes

ATEF serves as the primary Federal law enforcement agency in the investigation of the diversion
of alcohol and tobacco products. Armed with investigative, technical, and scientific expertise,
ATF investigates and dismantles schemes involving tobacco products, and their diversion from
low tax jurisdictions to high tax jurisdictions.

ATEF will continue to partner with other Federal, State, local, tribal and international law
enforcement agencies to combat the illegal diversion of alcohol and contraband cigarette
trafficking. This objective will be accomplished by sharing intelligence and investigative
information and by providing comprehensive training to ATF partners to increase their
proficiency in identifying and investigating alcohol and tobacco criminal activity. ATF will train
its enforcement partners to maximize the use of Federal forfeiture statutes to divest criminal
groups of assets derived from diversion and trafficking activity. ATF’s presence in the alcohol
diversion and contraband cigarette trafficking arena assists State, local, tribal, and international
governments with recovering and reducing tax revenue losses resulting from this criminal
activity. ATF’s focus on the investigation of alcohol diversion and contraband cigarette
trafficking will remain an integral component of its enforcement efforts with an anticipated result
of a greater number of convictions and the collection and recovery of tax revenue and forfeiture
of proceeds of these crimes.

Crosscutting Activities

ATEF participates in multi-agency efforts such as the Framework Convention on Tobacco
Control, the Federation of Tax Administrators, and the Canada/U.S. working group to address
illicit alcohol diversion and contraband cigarette trafficking activity. In addition, ATF fosters
effective working relationships with alcohol and tobacco industry members as well as law
enforcement partnerships with members of the international law enforcement community.

Alcohol and Tobacco Information Technology
ATF is pursuing several information technology projects that will advance the investigation of
alcohol and tobacco diversion. For example, the Law Enforcement Information Sharing Program

(LEISP) project will reduce redundancy, make information in disparate systems accessible, and
create an infrastructure to share information efficiently and seamlessly with ATF’s Federal,
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State, and local law enforcement partners. LEISP enhances the ability of agents and 10Is to
share investigative information in order to link and solve complex alcohol and tobacco diversion
crimes.

¢. Results of Program Assessment Rating Tool (PART) Reviews

This program has not been reviewed under the PART.
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From:

To: Axelrod, Matthew (ODAG) (SMO); Burton, Faith (SMO); Gaston, Molly (SMO)
Subject: ISSA REPLY - ATF E-Mail Search

Matt/Faith/Molly:

| met with our technical folks this morning to discuss how we could conduct a search for documents and
communications responsive to item R in the subpoena (complaints/cancerns) The news for us is not good.

2220 COTILY

1) We have about 6 months of e-mail files online for all users.
2)  We will need to restore from offsite archived tape backups

(b) (7)(C)

Acting Chief of Staff
Office of the Director

0: 202-643 RN
®(b) (7)(C)

HQRoom 5§ 100
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Location: DD's Hoover's Office
Start: 2/26/2013 6:11 PM
End: 2/26/2013 6:11 PM

Show Time As: Tentative
Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees: [(JXEHI(®) Chait, W

Kenneth E.; McDermond, James E.; McMahon, William G.;
(b) (7)(C)

Resources: DD's Hoover's Office

When: Thursday, March 31, 2011 11:00 AM-11:30 AM (GMT-05:00) Eastern Time (US & Canada).

Where: DD's Hoaver's Office

Note: The GMT offset above does not reflect daylight saving time adjustments.

L VE TaVE PVE ZVE VR R TV Ve VE 3
From: Hoover, William J.
Sent: Thursday, March 31, 2011 10:26 AM
To:
iMeison, Kenneth E.; Chait, Mark R.; McDermond, James E.;
McMahon, William G.
Cc:
Subject: Re

Lef's meet at 11am re this. My office.
Thank youl!

Billy

William J. Hoover
Deputy Director

ATF8-001-001-00012704



Employee 3 4273

Bureau of Alcohol, Tobacco, Firearms & Explosives
Q) 202-648-8710

Fhkk TRk

NOTICE: This e-mail message and any attached files are intended solely for
the use of the addressee(s) named above in connection with official
business. This communication may contain Sensitive But Unciassified
information that may be statutorily or otherwise prohibited from being
released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the
Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of
Justice without express authorization is strictly prohibited.

From
To@%%elson, Kenneth E.; Hoover, William J.;

Chai : : McMahon, William G.
Cc

Sent: Thu Mar 31 09:56:09 2011
Subject: Fw

See below. Let me know how you would fike me to respond.

PR
nnnnnnn

NOTICE: This e-mail message and any attached files are intended solely for
the use of the addressee(s) named above in connection with official
business. This communication may contain Sensitive But Unclassified

imfmusmnntiom dHant saanus lha atntritavilisr av Atlaamasioa mumlaiiaidanl Fumma

nnauviIIatwvil llICll 1niay vco SiauisGi ily vi uulclvv'iac M1 uuluucu vl bclllu
released without appropriate approval. Any review, use, or dissemination
of this e-mail message and any attached file(s) in any form outside of the
Bureau of Aicohol, Tobacco, Firearms & Expiosives or the Department of
Justice without express authorization is strictly prohibited.
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From: Gaston, Molly (SMO)

To McDermond, James E.

Cc: Burton, Faith (SMO); Axelrod, Matthew (ODAG) (SMO) {{S)X€AI(®);
(SMO)

Sent: Thu Mar 31 09:36:17 2011
Subject

Jim andQXQAS.

| hope you are doing well. As you know, the State Department received a request from
Sen. Grassiey regarding AAG Breuer’s trips to Mexico and discussions of gun trafficking.

Many thanks,

Molly

Molly Gaston

Office of Legislative Affairs
U.S. Department of Justice

B () (1)(C) _JEl(b) (7)(C)

<<10 Mexico 4906.pdf>>
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Subject: Congressman Issa letter

Location: Main Building, Room 4236 {OPL Conf. Rm.)
Start: 2/26/2013 6:11 PM

End: 2/26/2013 6:11 PM

Show Time As: Tentative
Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendethhew (ODAG): Cunningham, Patrick (USAAZ) {(XRI(®)
(ATF); Burke, Dennis (USAAZ); Melson, Kenneth E. (ATF);
Hoover. William J. (ATF); Burton, Faith (SMO}; Gaston, Moily (SMO);

(b) (7)(C) (SMO); Schmaler. Tracy (SMO); Wilkinson, Monty (OAG);
(oonc) (DN

Optional Attendees: [()XCBI(®RUsrnz)

Resources: Main Building, Room 4236 (OPL Conf. Rm.)

When: Thursday, March 31, 2011 2:00 PM-3:00 PM (UTC-05:00) Eastern Time (US & Canada).
Where: Main Building, Room 4236 {OPL Conf. Rm.)

Note: The GMT offset above does not reflect daylight saving time adjustments.

EIOE 2% L BT T Tk DV T VT

b) (7)(E
NOTE: To participate by telephone, the dial in numberi (7)(E) pass code ) (NE)
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Subject: Congressman Issa letter

Location: ODAG -- Conf rm and call-in info to be provided
Start: 2/26/2013 6:11 PM

End: 2/26/2013 6:11 PM

Show Time As: Tentative

Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees: Axelrod. Matthew (ODAG); Cunningham, Patrick (USAAZ) {{XE8I(®)]
(ATF); Burke, Dennis (USAAZ); Melson, Kenneth E. (ATF);
iliam J. (ATF); Burton, Faith (SMO); Gaston, Molly (SMO);

SMO); Schmaler. Tr MO); Wilkinson, Monty (OAGC);
(ODAG); (ATF)

Resources: ODAG -- Conf rm and call-in info to be provided

When: Thursday, March 31, 2011 2:00 PM-3:00 PM (UTC-05:00) Eastern Time (US & Canada).
Where: ODAG -- Conf rm and call-in info to be provided

Note: The GMT offset above does not reflect daylight saving time adjustments.

E OVE AV AVE FAVE PAVE AVE PAVE VT AV 3
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Subject: OLA/ATF Discussion about Document Production
Location: Call-in below

Start: 4/29/2011 3:00 PM

End: 4/29/2011 4:00 PM

Show Time As: Tentative
Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees: Burfon. Faith (SMO): Axelrod. Matthew (ODAG): SMOY);
ATF); ATF);

Resources: Call-in below

=(b) (7)(E)

Codq{JNWDI\=9)
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Subject: CLA/ATF Discussion about Document

LocaiEraployee 3 Cal’-in below

QO+ A + YIDELSONT Y . > DM

oLall L) LU LJLO Ue.dla ol

End 2/26/2013 6:12 PM

Show Time As: Tentative

Recurrence: (none)

Masting Status: Not yet resnonded
Required Attendees: Burton, Faith

Paul P (5MO};

88 (D) (7)(E)

Axe_rod

Production

Matthew

4280

Colborn,
(USADC)
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Subject: Fast & Furious Meeting
Location: 2.S-100

Start: 4/13/2011 2:00 PM

End: 4/13/2011 3:00 PM
Show Time As: Busy

Meeting Status: Accepted

McMahon, William

Reqmred Attendees: rer, Willi . Chait, Mark R.;
Ford Larn W.; gerres Greo

Resources: 2.S-100

ATF8-001-001-00012882
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Subject: Re: Doc Redactions conf call
Start: 4/7/2011 4:30 PM
End: 4/7/2011 5:00 PM

Show Time As: Busy

Aecurrence: (none)

From: Gaston, Molly (SMO) (XIS}
Sent: Thursday, April 07, 2011 2:40 PM
To: (b) (7)(C)

Subject: Re: Doc Redactions

Great, will call you then

(o) (7)(C) (ATF)
Sent: Thursday, Aprii 07, 2011 01:32 PM
To: Gaston, Molly (SMO)

Subject: RE: Doc Redactions

| have conflicting meetings from 3 to 4:30. 4:307

(b) (7)(C)
Acting Chief of Staff
0: 202-648-SALAY
A(b) (7)(C)

HQ Room 5S 100

ATF8-001-001-00012891
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From: Gaston, Molly (SMO) [mailtc{)K{AI(%)]

Sent: Thursday. April 07, 2011 12:52 PM
To:
Subject: Re: Doc Redactions

Couid we do at 3? Thanks.

From:{(QKUA®] (ATF)
Sent: Thursday, April 07, 2011 11:01 AM
To: Gaston, Molly (SMO)

Subject: RE: Doc Redactions

Anytime between 1 and 3 is good for me.
(b) (7)(C)

Acting Chief of Staff

Office of the Director

0: 202-645 NER

<(b) (7)(C)

HQ Room 5 S 100

From: Gaston, Molly (SMO) [mailto (b) (7)(0)
Sent: Thursday, April 07, 2011 9:05 AM
ToI!JI@I@h

Subject: Doc Redactions

(b) (7)(C)

Thank you again for ali of the documents you have sent to us. Do you have time
today to go over the documents that we think we would allow Committee staff
access to (at DOJ) so that | can make sure that we're making all appropriate
redactions?

Thanks,

ATF8-001-001-00012892
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Molly

Molly Gaston

Office of Legislative Affairs
U.S. Department of Justice

office: (202) 305-9134 | Cell: ((JNHN®)

ATF8-001-001-00012893



Subiject: Updated: Call in re Gunrunner Talkers/One Pager for HI1l
use/dErmployee 3on. .. .. 4285

Location: Call in information is attached kelow.

e - )
AR /SID 2. N M
1/5/2011 3:00 M

As: Tenlalive

Recurrence: {(none)

Meeting Status: Not yet responded

via telephone, please call the fo_lowing number: 1-800
Y 777-777

ing from washington DC, area code 202,

when prompted for your conference

on your te’_ephone keypad

ATF8-001-001-00012903
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® Project Gunrunner, implemented in 2006 as ATF’s southwest border strategy, works in
conjunction with its domestic and international law enforcement partners to identify,
disrupt and dismantle the firearms trafficking infrastructure of criminal organizations
operating in Mexico and along the border.

¢ Though primarily a border strategy, Project Gunrunner has targeted and prosecuted
fircarms trafficking organizations in all parts of the United States, from Minnesota to
Florida to all our border states, where ATF tracing data and intelligence has provided
valuable leads in identilying individuals bent on providing guns to the cartels.

¢ Today, there are over 4,600 open Project Gunrunner investigations throughout the
United States looking into the firearm traffickers that bring such violence to Mexico.

¢ Since its 2006 inception, ATF’s Project Gunrunner investigations have seized in excess
of 10,000 firearms and 1.1 million rounds of ammunition destined for Mexico.

¢ In December 2009, ATF deployed Spanish eTrace, which allows our Mexican law
enforcement partners and other Spanish-speaking nations to enter information about
recovered crime guns into ATF’s National Tracing Center. eTrace allows law
enforcement representatives to electronically submit firearm trace requests, to retrieve
completed trace results and to query firearm trace-related data in a real-time environment.

* Project Gunrunner proves that valuable investigative information is obtained when all
crime guns are traced. Numerous illegal purchasers have been found and trafficking
networks investigated and prosecuted.

¢ Since 2009, ATF has tripled its Project Gunrunner personnel in Mexico which has
increased its capabilities for intelligence sharing and scene response. As a result, the
Government of Mexico is able to perfect additional cases and prosecute offenders.

¢ As part of ATF’s Project Gunrunner contributions within the Merida initiative, ATF
continues to train Government of Mexico officials in firearms and explosives
identification, firearms tracing procedures, post blast investigations, crisis negotiations,
and canine explosive training.

¢ ATF has partnered with the Government of Mexico to create the Combined Explosives
Investigation Team (CEIT). This team is a deployable, bi-national unit composed of
Mexican law enforcement officers, ATF Special Agents, and ATF Explosives
Enforcement Officers. The team responds to, and investigates, the rapidly increasing
number of incidents involving the use or recovery of improvised explosive devices
(IED’s) and Vehicle Bourne Improvised Explosive Devices (VBIED’s) in Mexico.

¢ ATF personnel attached to the CEIT’s are specialist Explosive Enforcement Officers

(EEQO’s), physically located in various U.S. consular offices throughout Mexico. This
allows broader coverage and a more rapid response wherever the scenes may be.

ATF8-001-001-00012904
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¢ ATF has partnered with Immigration and Customs Enforcement (ICE) and the
Government of Mexico to form the DC Arms Group. Based in Washington, DC, this
group is a multi-agency effort to coordinate strategic efforts of the participating agencies.

¢ Further Project Gunrunner statistics, FY 2006 — 2010 (only that information coded as
Project Gunrunner, not ATF as a whole):

o 2,451 defendants have been recommended for prosecution.

o 809 defendants are serving an average of 104 months in prison and an additional
260 are under the supervision of the court for an average of 39 months

o 300 defendants have been convicted and await their sentence.

o 1,573 defendants (64% of all defendants recommended for prosecution) faced
charges related to firearms trafficking.

o ATF conducted 11,745 firearms licensee compliance inspections.

o ATF Industry Operations Investigators (IOIs) identified 92,871 firearms that FFLs
could not locate in inventory or account for by sale or other disposition. By
working with industry members, 101s located either the firearms or records to
confirm the disposition of 76,436, or 82% of the missing firearms.

o ATF’s 101s reviewed over 1.75 million firearm transaction records to both
validate their correct and accurate completion as well as glean investigative leads
regarding patterns of purchases.

¢ The cornerstone of Project Gunrunner is intelligence-driven firearms trafficking
investigations. ATF gathers intelligence from FFL’s, ballistic and forensic analysis, and
tracing data, in addition to using traditional intelligence sources and methods. This
information is shared with our partners from DEA, ICE, CBP, and our Mexican
counterparts to form a multi-layered approach to disrupting firearms trafficking and drug-
related violence.

¢ Project Gunrunner’s objective is to deny Mexican drug cartels the “tools of the trade,”
which they employ to murder civilians, as well as political, military, and law enforcement
figures, in order to strengthen their grip on the lucrative drug and firearms routes into and
out of the United States. To this end, the Administration has looked to ATF to find
solutions to shut down the firearms trafficking organizations affiliated with the Mexican
cartels, and to reduce the violence associated with cartel activity on both sides of the
border.

¢ Based on its combined regulatory and criminal enforcement authorities, ATF has the
unique expertise required to investigate domestic and international weapons trafficking,

ATF8-001-001-00012905
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and the unparalleled capabilities and resources to develop actionable intelligence
regarding the illegal trafficking of firearms and explosives.

¢ In April 2009, ATF developed the Gun Runner Impact Team (GRIT) initiative as a
supplement to Project Gunrunner to aggressively target and disrupt groups and
organizations responsible for the trafficking of firearms to Mexico. The GRIT initiative,
designed to be intelligence driven and investigative in nature, focuses on investigating a
large number of firearms trafficking leads based on trace information from firearms
recovered in Mexico and information obtained from the inspection of Federal firearms
licensees (FFLs). GRITs deployments to Houston in 2009 and Phoenix in 2010 involved
surges in ATF personnel of 80-100 employees for 100-120 days.

Expansion:

¢ In 2009, ATF established new offices dedicated to Project Gunrunner firearms trafficking
investigations in McAllen, Texas, El Centro, California, and Las Cruces, New Mexico,
including a satellite office in Roswell, New Mexico. ATF also added new Gunrunner
teams in Phoenix and Houston and added 12 new industry operations investigators (IOIs)
to Southwest border offices. In addition, a total of four special agents were located in
consulate offices in Juarez and Tijuana, Mexico to provide investigative support to the
government of Mexico.

¢ These new Gunrunner offices are based both on ATF tracing and intelligence data, and
that of National Drug Intelligence Center (NDIC) data confirming Mexican cartel centers
of activity in the United States.

¢ Asof August 2010, ATF has 224 special agents, 165 IOIs and 32 support staff assigned
to Project Gunrunner in the four contigunous Southwest Border States. ATF is currently
staffing two new Gunrunner offices in El Paso, Texas and Tucson, Arizona, with plans
for 2011 to open new Gunrunner offices in Sierra Vista, Arizona and Brownsville, Texas.
Additional expansion plans for Mexico include the opening of three new offices located
in Hermosillo, Guadalajara and Mérida, as well as adding additional staff to the ATF
Mexico Country Office (MCO) in Mexico City.

¢ ATF has established an ES-1811, Country Attaché in Mexico City, Mexico. The SES-
level Attaché will work closely with the AD and DAD, Field Operations, the Chief of the
International Affairs Office, the Southwest border SACs, and others on matters pertaining
to Mexico. The Attaché will significantly assist in developing overall strategies, goals,
and objectives for ATF representation and operational activity in Mexico; conduct studies
of criminal activities; and develop criteria for measuring and evaluating
accomplishments, results, and effectiveness.

ATF8-001-001-00012906
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Deployment of eTrace in Mexico

¢ ¢Trace provides for the electronic exchange of crime gun incident-related data in a secure
Web-based environment. eTrace allows law enforcement officials to electronically
submit their trace requests to ATF, monitor the progress of traces, retrieve completed
trace results, and to query firearm race related data in a real-time environment.

¢ Over 50 countries around the world trace firearms through ATF, and approximately 30
countries utilize the full benefits of eTrace.

¢ In December 2009, ATF deployed a Spanish version of eTrace to Mexico. This will
improve Mexico’s law enforcement tracing results and will assist Mexican authorities in
developing investigative leads in their native language.

¢ In addition, eTrace will enable ATF and Mexican authorities to timely share intelligence
and investigative leads, and undertake joint action in the investigations of cross-border
firearms traffickers.

¢ ATF continues to work with the Government of Mexico to make firearms tracing in that
country more comprehensive, thereby ensuring the accurate tracing of all known
recovered/seized firearms.

ATF8-001-001-00012907



Subject: Conference call re:

LocaEroployee 3 Dok 55.105

LJo

Congressional Subpoena

4290

Start: 4/6/2021 39:30 AM
End: 4/6/2011 10:30 AM
Show Time MAs: Busy

Recurrence: {(none)

Masting Status: Accanted

Required Attendees:

Melson, Kenneth E.; Hoover, WillZam J.;(b)(7)03)

R.; Serres, Greg; Axelrod, Matthew (ODAG) (SMO);

=7

Colbozn,

Paul P (SMO)

Rescurces:

When: Wednesday, April U6, 2011 9:30 AM
where: DCR 55,105

19:30 AM {(GMT-05:00)

Eastern Time (US & Canada).

Note:; The GMT oZfset above does not reZlect daylight saving time adjustments,

Conference call in number will fo_low soon. Thank vou.

ATF8-001-001-00012908



Subiject: Congressman _ssa _etter

Loca&ﬂnﬁbyee3 Main Building, Room £236 (OPL Conf. Rm.) 4291
Start: 3/31/2011 2:00 PM

End: 3/31/201_ 3:00 PM

Show Time As: Busy

Recurrence: {ncne)

Meating Status: Accepted

Regquired Attendees: Axelrod, Matthew (ODAG) (SMO); Cunningham, Patrick (USAAZ);

(b) (7)(C) Burke, Dennis (USAAZ); Melson, Kenneth E.; Hoover, William J.;

{
Burteon, Falth (SMO); Gaston, Molly (SMO); Colborn, Paul P (SMO); Schmaler, Tracy (SMQ);
; Weinexr, Robert (ODAG) (SM );(b)(?)«:)
AR
(

Wilkinson, Monty {(OAG) (SMO); wei

OplLional AllLendees: Scheel, Ann (USAAZ)

Resources: Main Building, Room 4236 (OPL Conf. Rm.)

When: Thursday, March 3., 2011 2:00 PM-3:00 PM (UTC-05:00) Eastern Time (US & Canada).
wWhere: Main Bullding, Room 4236 {(OPL Conl. Rm.)

Note: The CMT oZfset above does not reZlect daylight saving time adjustments.

[PV PVE PV RV PV VL PVE R PV

NOTE: -0 participate by telephone, the dial in number is (b) (7)(E) ass code (7)(E)

ATF8-001-001-00012927



Employee 3 4304

Subject: Conference Call w/Ambassador Carlos Pacquale
Location: Acting Dir. off.

Start: 3/22/2011 12:00 PM

End: 3/22/2011 12:30 PM

Show Time As:  Tentative
Recurrence: (none)
Meeting Status:  Not yet responded

Required Attendees: Melson, Kenneth E.; Hoover, William J.; (7)(C)

Optional Attendees: ( b) (7)(C)

Resources: Acting Dir. off.

ATF8-001-001-00013008
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Subject: Discuss the Fast and Furious Briefing
Location: Director's Conference Room

Start: 3/21/2011 2:00 PM

End: 3/21/2011 3:00 PM

Show Time As: Busy
Recurrence: (none)
Meeting Status:  Organizer

Required Attendees: Hoover, William J.; McMahon, William G. {()XEAl(®3]

This is a pre-meet to discuss how we will present the briefing on Fast and Furious to Matt
Axelrod Tuesday morning.

ATF8-001-001-00013009
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Subject: Fw: gunrunner
Start: 3/3/2011 3:00 PM
End: 3/3/2011 4:00 PM

Show Time As: Busy

Recuirence: (none)

From: (b) (7)(C)

Sent: Ihursday, March 03, 2011 8:3/7/ AM
To: (b) (7)(C)

Subject: Fw: gunrunner

Me and you baby. See below.

dede e ek

NOTICE: This e-mail message and any attached files are intended solely for the use of the
addressee(s) named above in connection with official business. This communication may contain
Sensitive But Unclassified information that may be statutorily or otherwise prohibited from being
released without appropriate approval. Any review, use, or dissemination of this e-mail message
and any atiached file(s} in any form outside of the Bureau of Alcohol, Tobacco, Firearms &
Explosives or the Depariment of Justice without express authorization is strictly prohibited.

From: Sutton, Goodloe (Appropriations)
To:

Cc: Berry, Jessica (Appropriations)
Sent: Thu Mar 03 08:35:55 2011
Subject: gunrunner

(b) (7)(C)

Can we do after 3 p.m. today for Gunrunner? Jess would like to join as well.
Dependent upon Jess’s time, I'd like to cover effects of 10, CR rumblings, and
12. And I'd like to get a bit of a 101 to refresh on it. Since this may take more
time, we'll let jess tailor the itinerary so she doesn’t have to listen to what she
doesn’t need.

ATF8-001-001-00013045



Employee 3 4307

Holla....

ATF8-001-001-00013046
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Subject: 10 a.m. Conference Call re: Mexico
Location: DCR

Start: 2/25/2011 10:00 AM

End: 2/25/2011 11:00 AM

Show Time As: Busy

Recurrence: (none)

Meeting Status:  Accepted

Required Attendeesl,): Hoover, Wiliiam J.; Chait, Mark R.; McMahon, Wiiliam G.; Neweli, William
Optional Attendees: (b) (7)(C)

Resources: DCR

SNENNG
ety

(b) (7)(C) RS (b) (7)(C) onference call.

This conference is scheduled to begin on Fabirsary 88, 3011 &t W A8
This conference is scheduled to last for (£&) minutes. Dial in lines (]

Please do not disclose this information to any unauthorized parties, as the privacy of your
conference may be compromised.

ATF8-001-001-00013056
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SERVICE MANAGEMENT BRANCH

VOICE HELP DESK

202-643- |

%
7
st

Your Conference requests can now be access via ATF'S Intraweb Home page link.

AV § Teaaeaangees & Y adl G ariorans
AXY L URIENeNE LA hervnes

ATF8-001-001-00013057
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Subject: Mtg. re: Mexico City Updates
Location: DCR 5S.105

Start: 2/28/2011 10:30 AM

End: 2/28/2011 11:30 AM

Show Time As: Busy

Recurrence: (none)

Meeting Status:  Accepted

Required Attendees: Melison, Kenneth E.; Hoover, William J.;

ait, Mark R.;
McMahon, Wiliiam G.; Hoigate, Rick; Czarnopys, Greg P.; Ford, Larry W_;

e R

Resources: DCR 5S.105

ATF8-001-001-00013086
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Subject: Briefing on Grassley Letters
Location: Acting Dir. off.

Start: 2/11/2011 1:30 PM

End: 2/11/2011 2:00 PM

Show Time As: Busy
Recurrence: (none)

Meeting Status:  Accepted

Melson, Kenne .

Resources: Acting Dir. off.

ATF8-001-001-00013105
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Subject: Mexico City Visit Follow-up Meeting
Location: DCR 5S.105

Start: 2/16/2011 9:00 AM

End: 2/16/2011 9:30 AM

Show Time As:  Tentative
Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees: Chait, Mark R.; Melson, Kenneth E.; Hoover, William J
(b) (7)(C) McMahon, William G.;
Ford, Larry W.

Resources: DCR 5S.105

ATF8-001-001-00013107
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Subject: NEW TIME Meeting to Discuss Evidence Submitted to the Labs by the
Mexico Country Office

Location: Director's Conference Room

Start: 2/15/2011 3:30 PM

End: 2/15/2011 4:00 PM

Show Time As Busy

Recurrence: (none)

Meeting Status:  Organizer

Required Attendees: Melson, Kenneth E.; Hoover. William J.;: Holgate. Rick: Czarnopys. Greg
P.: McMahon. William G.

New Time — follows immediately after NIBIN discussion at 3:00

The Director has requested a meeting to discuss evidence submitted to the labs by the MCO

Please confirm availability.

ATF8-001-001-00013117
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Subject: Briefing on upcoming San Diego, CA & Mexico City, Mexico Trip
Location: DCR 5S.105

Start: 2/4/2011 3:00 PM

End: 2/4/2011 3:30 PM
Show Time As: Busy

Meeting Status: Accepted

Required Attendees: Hoover, William J.; Melson, Kenneth E.: Lauder, George H.; (b) (7)(C)

ATF8-001-001-00013119
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Subject: FW: Southwest Border Components meeting
Location: Room 5525, OLC's Conference Room

Start: 1/31/2011 10:00 AM

End: 1/31/2011 11:00 AM

Show Time As: Tentative
Recurrence: (none)
Meeting Status:  Not yet responded

Required Attendees: Johnston, Deborah A. (ODAG) (SMO)

Resources: Room 5525, OLC's Conference Room

Do vou know if Ken and for Billy plan on attending?

————— Original Appointment-----
FromWMo) izl n Behalf Of Johnston,

Deborah A. (ODAG)
Sent: Friday, January 28,2011 10:32 AM

A (ODAG) (SMO); Moran, Molly OAG)

(b) (7)(C) n ; Hoover, William J.; Chalt MarkR McMahon,
William G SRS
(b) (7)(C)
(b) (7)(C)
(b) (7)(C)
b) (7)(C)
(b) (7)(C)
(b) (
(b) (7)(C)
Subject: Southwest Border Components meeting
When: iVionday, january 31, 2011 10:00 Aivi-11:00 AM (GViT-05:00) Eastern Time (US &
Canada).

Where: Room 5525, OLC’s Conference Room

ATF8-001-001-00013128
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Note: Agenda Attached
[ g%

SOUTHWEST
BEORDER
COMPOMNENTS
MEETINGIAN
31Agenda.wpd

(7 kB)
<<SOUTHWEST BORDER COMPONENTS MEETINGJAN 31Agenda.wpd>>
r

Note: Call-in numbe Pass Code: [{KE)]

Poc: Deborah Johnston, Associate Deputy Attorney Generai

(b) (7)(C)

4316

ATF8-001-001-00013129
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Subject: FW: Southwest Border Components meeting
Location: Room 5525, OLC's Conference Room

Start: 1/31/2011 10:00 AM

End: 1/31/2011 11:00 AM

Show Time As: Tentative

Recurrence: (none)

Meeting Status:  Not yet responded

Required Attendees:
Hoover W|II|am (b

TB) (7C)

A(b) (7)(C)

mn ... [ ols ] sl o | B o L PN PP
Resouices: RO 000, ULL S LUI iference Rooi

Do you know if Ken and for Billy plan on attending?

Original Appointment-----
From{)XEAI(®)) EMO) [maitto On Behalf Of Johnston,
Deborah A. (ODAG)
Sent: Friday, January 28, 2011 10:32 AM

To: Johnston, Deborah A. (ODAG) (SMO);[(XEAI(®)
b 7)(C)

ATF8-001-001-00013131



Employee 3 4318

(b) (7)(C)
a(b) (7)(C)

(b) (7)(C)
Subject: Southwest Border Components meeting
When: Monday, January 31, 2011 10:00 AM-11:00 AM (GMT-05:00) Eastern Time (US &

Canada)

hea.

Where: Room 5525, OLC’s Conference Room

Note: Agenda Attached

SOUTHWEST
BORDER
COMPONENTS

MEETINGIAN
31Agenda,wpd
{7 ke)

<<SOUTHWEST BORDER COMPONENTS MEETINGJAN 31Agenda.wpd>>
Note: Call-in number: (6) Pass Code:m

Poc: Deborah Johnston, Associate Deputy Attorney General

(b) (7)(C)

ATF8-001-001-00013132
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SOUTHWEST BORDER COMPONENTS MEETING
JANUARY 31, 2011 10:00 A.M.
AGENDA

WELCOME

LAW ENFORCEMENT UPDATE (ATF, DEA, FBI, USMS)

MO SET FORFEITURE UPDATE
CHIEF OF AFMLS

ROLE OF THE GANG UNIT ON THE SW BORDER
(IXCAI(S I CTING CHIEF OF THE GANG UNIT

DISCUSSION OF CHALLENGES ON'
JAMES DINAN, ASSOCIATE DE

and OCDETF DIRECTOR

DISCUSSION OF POTENTIAL LEGISLATIVE PROPOSALS
(b) (7)(C) 2IMINAL DIVISION
(b) (7)(C) OFFICE OF LEGISLATIVE AFFAIRS

CLOSING

ATF8-001-001-00013133
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Subject: Discuss Fast & Furious
Location: DCR 5S.105

Start: 1/28/2011 2:30 PM
End: 1/28/2011 3:00 PM

Show Time As: Busy
Recurrence: (none)

Meeting Status:  Accepted

Required Attendees: Melson. Kenneth E.: Chait, Mark R. {(JXUAI(®;
McMahon, William G.; McDermond,

James E.
Optional Anendeebm_
Resources: DCR 5S.105

ATF8-001-001-00013134
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Subject: South West Border Kickoff ($37.5M Supplemental)
Location: 8-S-100

Start: 2/26/2013 6:13 PM

End: 2/26/2013 6:13 PM

Show Time As: Busy

Recurrence: (none)

Meeting Status:  Accepted

Required Attendees; (b) (7)(C)

\VIC A ql]
(b) (7)(C)
(b) (7)(C) Stinnett,
Melanie S.[(SXEA(®] Stucko, Audrey M.
(b) (7)(C) i
(b) (7)(C) McDermond, James
=R(b) (7)(C)

Resources: 8-S-100

Purpose: To establish/confirm cross-directorate communications and set expectations for the
SWB initiative. An updated meeting invite will be sent later with the agenda.

Please work through your respective Chiefs of Staff if there needs to be any changes to the list

of participants. | will make the changes and include them with the

ndated invite,

Thanks

ATF8-001-001-00013324
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Subject: Phoenix
Location: Director's Office

Start: 4/5/2011 2:00 PM
End: 4/5/2011 3:00 PM
Show Time As: Busy
Recurrence: (none)

Meeting Status: Organizer

Required Attendees: Hoover, William J.; Melson, Kenneth E.; Chait, Mark R.
Resources: Director's Office

ATF8-001-001-00013598
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From:
To: Stinnett, Melanie S.
Subject: RE: Request for ROI

This is why we need to do an updated extract from NFCRCE — there are more ROIsd they nead 1o have

From: Stinnett, Meianie S.
Sent: Wednesday, April 27, 2011 9:57 AM

-~

o we have the data regquestsd — and if 50, where can | fing it

EEE LR X

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But

Linclaccifiod infarmation that mav ha ctatutariluy ar atharwica nraohihitad fraom haine ralaacad withaut
SNIITWIMAII I IV TITAMIV I S TaN Illu, M Juslasnasw ll, W VRIIN VY ION. Fl NIIINIASW TRV "‘lllb T NI VIV

appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictiy prohibited.

e (b) (7)(C) Coprmo (C) ]
Sent: Wednesday, April 27, 2011 9:51 AM
Wil (b) (7)(C) @©g(b) (7)(C) (@©)

To: Stinnett, Melanie S.;

It does not appear that any post-arrest interviews of (b) (7)(C) h were in the NFORCE data that ATF
provided to the OIG.

Could you please provide those ROIs to us?
Thank you,
(b) (7)(C)

(b) (7)(C)

Senior Special Agent
U.S. Department of Justice, Office of the Inspector General
1425 New York Ave. NW Suite 13100

Washington, DC 20530

ATF8-001-001-00014309
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Desk:
Cell:
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Employee 3 4326

To: Axelrod, Matthew (ODAG) (SMO){{XEAI(®)] oover, William J.;
Melson, Kenneth E.

Cuithinat: DC. Dr\r\v\f\nnn tn Crvacolawy AIQ/11 lattar vra nnntante with CNAanAraco

\JUU’UU!- LI ] IIUD'J AWIR} IV Uiaooic O ITLLTT 1T vuiiauvio vwill ol IUIGQD

pAati:

The proposed letter is factually accurate,

(b) (7)(C)

Acting Chief of Staff

Gifice of the Director
. 202-648)
N
HG Room 5 5 100

From: Axelrod, Matthew (ODAG) [mailto: (7)(C)

Sent: Wednesday, April 27, 2011 2:12 PM
:mgﬂ Hoover, Wilkiam . Melson, Kenneth E..[()NEAI(®)
s @ ] C—-

n,
[ Y P P et
« RESPUIISE WL Ul bblcy ‘1/ 0/11 ICLLCI i€ COoina

WILII LUIIgIC‘ab

P

Here is a revised veision of a response to Senator Grassiey’s letter concerning contacts with
Congress. I've attached the incoming letter and the proposed attachments as well. Can you

f.AnA0s r

guys please iet me know whether you re OKaY with this and whether it's 100% racruany accurate?
Thanks.

7 (=]

Matt

<< Fiie: 2011-02-09 Chait e-maii whistiebiower. p(]T >> << Fiie: 2011-04-08 CEG to ATF (agent
contacts).pdf >> << File: grassley atf - contacts with congress 4-26-11.docx >> << File: ATF O
9000 1A Office of Public and Governmental Affairs.pdf >>

Matthew S. Axelrod
Associate Deputy Attorney General
Office of the Deputy Attorney General

U.S. Department of Justice

i (0) (7)(C)

Cell
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Employee 3 4327

From:

Subject:

Public Documents Referenced in the Office of The Inspector General’s Reports on Project Gunrunner
ATF website and ATF “Fact Sheet: Project Gunrunner” (September 2008).

Congressional Research Service, Mexico’s Drug-Related Violence, CRS Report R40582 (May 27,
2009).

U.S. Government Accountability Office, Firearms Trafficking: U.S. Efforts to Combat Arms Trafficking to
Mexico Face Planning and Coordination Challenges, GAO-09-709 (June 2009).

Department Fact Sheet: Department of Justice Efforts to Combat Mexican Drug Cartels (April 2, 2009).

U.S. Sentencing Commission, “An Overview of the United States Sentencing Commission” (June 2009),
www.ussc.gov/general /USSC_Overview 200906.pdf

Department of Justice press release, Justice Department Announces Success in Battle Against Firearms
Trafficking and Recovery Act Funds to Build on Project Gunrunner (October 1, 2009).

Pub. L. No. 111-5.

Pub. L. No. 111-230 was signed into law on August 13, 2010. The bill provided $600 million in emergency
supplemental appropriations for FY 2010 to secure the Southwest border and enhance federal border
protection, law enforcement, and counternarcotics activities. The $37.5 million allocated to ATF was part of
$196 million allocated to the Department.

Department of Justice Office of the Inspector General, Review of the Drug Enforcement Administration’s El
Paso Intelligence Center, Evaluation and Inspections Report I-2010-005

Testimonies Relevant To Project Gunrunner

1. “Law Enforcement Response to Mexican Drugs Cartel,” Panels I and II, Joint Hearing of the Crimes and
Drugs Subcommittee of the Senate Judiciary Committee and the Senate Caucus on Int’l Narcotics
Control, March 17, 2009

2.  William Hoover, Assistant Director for Field Operations, ATF, before the Committee on the Judiciary
Subcommittee on Crime and Drugs, U.S. Senate, concerning “Law Enforcement Responses to Mexican
Drug Cartels” (March 17, 2009)

3. U.S. House of Representatives, Committee on Appropriations Subcommittee on Commerce, Justice,
Science and Related Agencies, March 24, 2009

4. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Panels I and II, Senate
Homeland Security and Governmental Affairs Committee, March 25, 2009

5. “Southern Border Violence, Homeland Security Threats, Vulnerabilities,” Foreign Relations Committee,
March 30, 2009

6. “Examining Preparedness and Coordination Efforts of First Responders Along the Southwest Border,”
House Homeland Security, Subcommittee on Emergency Communications, Preparedness, March 31, 2009

7. “Department of Justice,” House Committee on Appropriations, April 23, 2009

8. “Escalating Violence in Mexico and the Southwest border as a Result of Mexican Drug Trade,” House
Judiciary, Subcommittee on Crime, May 6, 2009

9. “Southern Border Violence: State and Local Perspectives,” Senate Committee on Homeland Security,
April 20, 2009; “Rise of Mexican Drug Cartels and US National Security,” House Committee on
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Employee 3 4328
Oversight and Government Reform, July 9, 2009

10. “Combating Border Violence: The Role of Interagency Cooperation in Investigations,” House Homeland
Security, Subcommittee on Border, July 16, 2009

11. William McMahon, Deputy Assistant Director for Field Operations, ATF, before the Committee on
Homeland Security Subcommittee on Border, Maritime, and Global Counterterrorism, U.S. House of
Representatives, concerning “Combating Border Violence: The Role of Interagency Coordination in
Investigations” (July 16, 2009), homeland.house.gov/Hearings/index.asp?ID=205

Non Public Documents Referenced in the Office of the Inspector General
Reports on Project Gunrunner

The ATF Field Intelligence Group Supervisor’s Guide Book (September 2009) discusses the Field
Intelligence Group composition and member responsibilities.

ATF, Project Gunrunner Southwest Border Initiative Intelligence Collection Plan, Update FY 2010
(November 2009), 4.

We reviewed other Office of Strategic Intelligence and Information products, including maps illustrating
firearms trafficking corridors, analyses of gun source locations, and drug cartels’ weapons of choice.

ATF, 2008 Project Gunrunner Assessment, November 19, 2009.
ATF National Firearms Trafficking Enforcement Implementation Plan (June 25, 2009), 3.

For more information on potential indicators of trafficking by gun dealers, see Bruce Reinhart,
“Implementing a Firearms Trafficking Strategy — Prosecuting Corrupt Federal Firearms Licensees,” United
States Attorneys’ Bulletin (January 2002). U.S.

Assistant Director, Enforcement Programs and Services, ATF memorandum to all Special Agents in Charge
and all Directors, Industry Operations, Referrals of Information, February 22, 2005

ATF Industry Operations Handbook, Handbook 5030.2C (February 2008)
ATF, Field Intelligence Group Supervisor’s Guide Book (September 2009), Appendix.

ATF Order 3700.2A, “Criminal Enforcement Intelligence Program Standard Operating Policies and
Procedures” (October 2004)

ATF Order 3530.3, Organized Crime Drug Enforcement Task Force Program (July 2005)

Stuart G. Nash, Associate Deputy Attorney General and Director of OCDETF, memorandum to OCDETF
Regional Agency and AUSA Coordinators, Lead Task Force Attorneys, Executive Assistants, and
Washington Agency Representatives Group, Guidelines for Consideration of OCDETF Designation for
Firearms Trafficking Cases Related to Mexican Drug Cartels, April 27, 2009.

David W. Ogden, Deputy Attorney General, memorandum to heads of Department components and all
United States Attorneys, Strategy for Combating the Mexican Cartels, January 7, 2010.

Mark R. Chait, Assistant Director for Field Operations, memorandum to all Assistant Directors and Field
Operations Personnel, Project Gunrunner — A Cartel Focused Strategy, September 8, 2010, and ATF,
“Project Gunrunner — A Cartel Focused Strategy” (September 2010), 10.

ATF Order 3310.4B, Firearms Enforcement Program (February 1989)

The MOU between ICE and ATF was signed by the Acting Director of ATF and the Assistant Secretary of
ICE on June 30, 2009, updated from a previous version. The agreement was made in response to the GAO’s
report, Firearms Trafficking: U.S. Efforts to Combat Arms Trafficking to Mexico Face Planning and
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Employee 3 4329
Coordination Challenges, GAO-09-709 (June 2009).

There is a memorandum of understanding between ATF and the Mexico Attorney General’s office (including
the office’s intelligence unit, CENAPI) governing Mexico’s use of eTrace. The MOU does not state that
Mexican eTrace users are to be provided any less information than would U.S. law enforcement eTrace users.

Mark Kraft, “Firearms Trafficking 101 or Where do Crime Guns Come From?,” United States Attorneys’
12,07 3 432n £ Vmime oo = AN
puLienn \Jdlludly LUUL}.
9. . e e o . gt o s
Southwest Border Initiative: Project Gunrunner™ (June 2007), pp. 3-4.

23 “Efforts to Combat Firearms Trafficking to Mexico: Project Gunrunner,” March 17, 2009.

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0:202-64 8|S
&(b) (7)(C)

HQ Room 55 100
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Employee 3 4330

From:
Subject: Additional Congressional/Departmental Question Regarding ATF Investigations

In addition to the information requested to respond to the OIG and Congress, we have also been asked a slightly
different question by the House Committee on Oversight and Government Reform and DOJ regarding the practice
of allowing guns to “walk.”

So that we mav all be using the same definition of “walk” it is:

Allowing a gun to “WALK” means that ATF (an undercover agent, cooperating informant or defendant or other

cource working at the direction of the sovernment) nrovided a firearm(c) that wac in our dominion and caontrol
source working at the direction of the government) providea a firearmis) that was in our gominion and contro!

(e.g., a prop, undercover merchandise, operable or inoperable) to a suspect with the intention of allowing the
suspect to ieave with the firearm(s) and we had no intention of attempting the recovery of the firearm(s).

Key to the definition is that the firearms were in our dominion and control to begin with and that we had no
intention of attempting to recover them.

Some clarifying examples:

Buy/bust scenarios and controlled deliveries are not considered “walking guns.” (recovery intended and achieved)
Buy/bust scenarios and controlled deliveries where the guns are provided to the suspect, surveilied for an extended
period of time and subsequently recovered (e.g. an interstate trafficking scheme) are not considered “walking
guns.” (recovery intended and achieved)

Buy/bust scenarios that fail and the suspect “escapes with the guns” are not considered “walking guns.” (recovery
intended but failed)

Observing suspected or known straw purchasers buying guns and not stopping them is not considered “walking

guns.” (not in our dominion or control)

O a :USﬁeCt ana a
firearms and taking no further action to recover the firearms at the time they are provided to the suspect in order
to gain the suspect’s confidence, is walking guns. (in our control and recovery not intended)

In light of this definition and these examples, each field division must respond to this question.
Are there any instances in your field division where you have aliowed guns to walik?

Enr cach raco whore waoa allnwad
FOr eadh case wnere we aiecwed

Case Number

Moo Tialo
Ldase jiue

Current Case Status (Open/Closed)

There is no need to submit any case documents at this time.

You should exercise extraordinary diligence in searching for any cases wherein we walked guns as defined above.
We will be relying on your representations to disclose to the Department and the Congress how often and under

what circumstances this has occurred. We cannot be wrong

Negative replies are required.

(b) (7)(C)
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Employee 3
Acting Chief of Staff
Office of the Director

0:202-648
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Employee 3 4332

To: WIN(®)
Subject: RE: URGENT: update on Gunrunner

Project Gunrunner Teams are different from other ATF criminal enforcement groups in the
following w

Thesa groups are to be steffed with 10 special agents and a supervisor to facilitate surveillance
intensive investigations. dMost ATF offices have fawer than 7 agents assigned.

Thesa groups have hwo assigned industry Oparations Investigators to assist with the location,
review, and analysis of firearms industry records in c.;;mu;t of criminal investigations.

T:-r a0 ~ ha ve 5 Aeapdion
PRI O hl [# 1] A.J’ 4)( A ATINALLGY
variant data and information.

Thess groups are preferably attached to an QUDETF Strike Force,

(b) (7)(C)
Acting Chief of Staff
Cifice of the Director
: 202-648

et imballionme - : memmet amshoric <F rn
LS ¥4 I:H.(ZIHS‘ZZI:\.- e ENCC ST N\ .'Hx_}.!}.l\). BORIGALY 0 T e

HG Room 5 5 100

From: (DU NN

Sent: i 4:25 PM
To:

Subiect: FW: URGENT: update on Gunrunner

-y et NN et AR e R LR R L

Importance: High

Good Afternoon,

OMBE has asked for the following definition:

"what makes a Gunrunner team different from a regular ATF enforcement team?”

{ was referred to you for this response.

Would vou be able {o provide this response or could you refer me to the proper person?

Thank you.

(b) (7)(C)

SA\(b) (7)(C)
ATF - Resource Management Section

Ce imiee(b) (7)(C)
f : 12‘\}@, u-;?* 774585

,-\

ll\,‘\
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Employee 3 4333

(b) (7)(C)

From:

Sent: Tuesday, Aprii 05, 2011 1:35 PM
Tolﬁlﬁxﬁh

Cc: Michalic, Vivian B.
Subject: FW: URGENT: update on Gunrunner
Importance: High

(b) (7)(CFirne helow, need your help getting an answer 10, "what makes a Gunrunner team
different from a regular ATF enforcement team?" Please list the specific dif ferences so I
can get that back to OMB.

m for this one, “OMB also has a table that shows ATF has received $37 million to

ate for Gunrunner and they want us to explain why that doesn't fund 14 teams. As soon as
OMRB sends me the chart, T'll forward it to vou" Since they airsady have the annual
Gunrunner team costs {in the email attached below), it would seem to be pretty simple
math that 54m x 14 teams = $64m. And since 564m > $37m, QED. is there anything
more 1o it than that?

. NI ) (7)(C) . .
Vi respond back 2e ) (1P PR working on it

Thanks,
(b) (7)(C)

Chiaf, Financial Managerant Division/Deputy CFO
Bureau of Ak €0, Firesrms and £

otac
Office: (202) 642 (Rl ) (7€) £B:

EEE S

NOTICE: This e-mail message and any attached files are intended solely for the use
of the addressee(s) named above in connection with official business. This

onmmimanisation maoaw onnfain Cancitivoe Rt TTnoalagqifiad infarmatian that maw
LULTHUIILAUUIL 1A LULALl OUIIDIUYLU DUl UNUIamiiitu vl iauivi that ma .y

statutorily or otherwise prohibited from being released without appropriate
approval. Any review, use, or dissemination of this e-mail message and any
attached file(s) in any form outside of the Bureau of Aicohoi, Tobacco, Firearms &
Explosives or the Department of Justice without express authorization is strictly
prohibited.

Frommm [mailto:m_

Sent: 1 2011 11:57 AM

BTSNy i vy

ATF8-001-001-00014318



Employee 3 4334

MD); Michalic, Vivian B

Subiject: URGENT: update on Gunrunner
Importance: High

Update from OMB as of this morning...

(b) 5) Jim is trying to find a middle
ground and suggested that it may just be a branding issue and her asked, "what makes a
Gunrunner team different from a regular ATF enforcement team?"

ATF

I said to Jim that it didn't matter whether there is an additional cost for a Gunrunner team
versus a regular enforcement team because the fact is we did not receive the annualization
for more staff. We had to cut back somewhere. If more Gunrunner teams was such a

PR S TR oS P U DUU R S S R S N Sy [ I D IR A [ RS R U S o W e Vo U I TN R S
Pf'lUf'l IY 1Or ne Admuarnsiraniorn irer mey SNouild riave junaea inemin ine ry acvila UUUQCI.
OMB cannot force us to carve additional teams out of thin air because then we would be
forced to do this in all other circumstances.

I need to get back with Jim with our official response. OMB also has a table that shows

ATF has received $37 million to date for Gunrunner and they want us to explain why that
Aasen'+ ‘nnd 1A +oame Ac ennn nc ODMR conde mo +ho shant T fFanwand i+ 44 vars

VT o )yl TOISUNIO. 710 SUVIT U Wivie OIS 1S 11 Wil , & i jvinwilanv 1 v yvu.

<< Message: Cost for One Gunrunner Team >>
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Employee 3 4338

From: Stinnett, Melanie S.
Sent: Wednesday, April 27, 2011 12:35 PM

Subject: RE: Request for ROl (add'l info)

Thank you. 1 will let the G know that we will get them the transcript when it is available

Rk ok ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

n o o R l. Pt
nisosL l.lypU oitea.

Sent: Wednesday, April 27, 2011 12:35 PM
To: Stinnett, Melanie S.

/) (N©)

Subject: FW: Request for ROI (add'l info)

Per Phoem; ASAC \JeeGEe~ (7)(C) n 3/23/2011 and that report {transcript)

(b) (7)(C)

Chief, Firearms Qperations Division
A:!— k, Pocm i« .> 1‘9

This e-me
husiness, This commaunicanion ay o s3I l“lj(}rn!“l)()ﬂ Llh'iz iy Law ﬂ)ll('r(,(.’”l(.'ﬁr Sessini
f’\(?ﬂwpd})h() it may he statutorily or otherwise pra wribited .“‘ o5k heing A3 released withon! o J273)

il message wid any attache les are intended solely for the use of the addresse snection with offic

, For Gificial Use Only, and/or Conwrolied

ML apron el j‘i')’ FEVIEW, use, o

dissenmnaticn of this e-mail message and any attached fileis) in any form outside of ATF or the Departiment of Justi ce without express

of ; 1 i Lis
auiitorization is strictly profiibited,

R T

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without

appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tohacco, Firearms & Exnlosives or the Denartment of lustice

iee S0 PSS i =L == L L e 1 = =ApF = e L

without express authorization is strictly prohibited.

ATF8-001-001-00014336



From: Needles, James R.

Sent: Wednesday, April 27, 2011 12:32 PM
To

Subject: RE: Request for ROI

ves, he{()NEAI(®) it was recorded and needs o be transcribed.

bk

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval Any review, use, or dissemination of this e-mail message and any attached ﬁle(s)

From{QJUI(®)
Sent: Wednesday, April 27, 2011 7:50 AM
To: Needles, James R.

Subject: FW: Request for ROI
b) (7)(C)

Hime - Just for clarification — are there any other post-arrest interviews o ( -onducted that would

ke in other ROIs {or other reports) not vet completed?

(b) (7)(C)

Cluet, Firearms (‘)per tions Bivision

202,640 i c |

s 7 5 ot tord i1 Fyad 2507 toh e il e 17 / r 1 " iet s
DIRY EniretlE SHENSQEE ANt QY QUEQCHEH 1088 are DINEAGEGE NNV JO8 TRE NS¢ Of (00 QULredsees) ridined QUOve (i Connelil o witlt 2 ij!;l(ll

business. T iﬂs commEnication may confain information ma? is Law Enforcement Sensitive, For i)fizcml Use ﬁn!; (ma' or Conirolied
(Non-public) . » - 2y -

ithout anpro,
‘el

ARG

i message and any attached file(s) v any form ouiside of ATF o the Department of Justice without express

di ssemination of this e-mail
authoyrization 15 strictly prohibited

Wl X kK K

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with officiai business. This communication may contain Sensitive But
Unciassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From{QXYU
Sent: Wednesday, April 27, 2011 10:40 AM
To: Stinnett, Meianie S

o< i —

ATF8-001-001-00014337



Employee 3 4340
Subject: RE: Request for ROI

Attached is the requested RO 482, This RO was completed in NFORCE on 03/21/11.

(b) (7)(C)

Chisf, Firearms Operations Division
ATFHG - Pocmi 128

PR (X'l (b) (7)(C)

This e-mail m CSSage > aaridd ¢ any aita 'l.’_'(i'b,l’}!’(.’\' are intended solely IUI the use of the addresses

. This commaunicalion may conigin wiformation that is Law Enforcement Sensitive, For Gfficial l'.se ()n!; andior Controlled

51 named above in comsection with ’)l':l dad

{Nen-public} that may be siatutorily or otherwise profibited from being released withons appropriate approval. Any review. use, ov

4 coom T i ths sosvizes ] s > 10307 £1304 ! P33 vy fovamm ¢ s Ao Af AT e o Moy, ithn DVNPGEIRQ
dissenmnaticn of this e-mail message and any attached file(s) in any form outside of ATF or the Departient of Justice without express

aitiliorizaiion 18 sirictiy produbiied,

From: Stlnnett Melanie S.

Sent: Wednesday, April 27, 2011 9:57 AM
To:

Subject: FW: Request for ROL

o we have the data requsastad — and if 5o, where can | find it?

R R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with officiai business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached ﬁle(s)

in anv form outside of the Rureau of Alcohol Tobacceo, Firearms & Exnlosives or the Denartment of lug

n T ay IWT A WMLSIWIS W Rl A eau or / MWWIIWI) FWAMTRRRW) 1wl Y SR RAMIWSI TSRS W i A e iar srrr JUsSTIC

without express authorization is strictly prohibited.

tD

From:f OIG) [mallto (
2011 9:51 A

Sent: Wednesday, Apnl
. Ve | d

Subject: Request for ROI

Melanie,

ere in the NFORCE data that ATF

~
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Couid you piease provide those ROis to us?
Thank you,

(b) (7)(C)

.Q. on,mmpnt of Justice, Office of the Inspector General

1425 New York Ave. NW Suite 13100
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Employee 3 4341
Washington, DC 20530

£ (0) (1)(C)

Cell:
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Employee 3 4342
From{{QXU(®)
Sent: Wednesday, April 27, 2011 12:34 PM
To: Stinnett, Melanie S.
geb) (HC) |

Subject: FW: Request for ROI (add'l info)

Per Phoenix ASAC Needies(XU®) sn 3/23/2011 and that report (franscript)
is pending.

(b) (7)(C)

Chiet, Firearms Operations Division
ATFHQ - Room £.5.129

PoR© O COflll(b) (7)(C)

This e-mai! message and any attached flles are intended solely for the use of the addresseesi named above in connection with official
agriain information thet is Law Enforcement Nensitive, For Official Use Oﬁ.’], andioy Contralled

husiness, THIS compmpricaiion may

{Nen-publich viar may be statutori
dissenunation of this e-mail message and any atiached
¥

P {23000 3 e dai F
GF GHerywise proain,

P ¥ 4 2 e reloove: Vi S e ri] U o
ited from being refease Hhont appropriaie approval, Any rey

ew, use, or

3 1329 e/ AT . Ly 138y i nd Nactico with 1§ I O
s} i any fovim outside of ATEF or the Depariment of Justice without express

anthorization is \Nt(:(\ e ahibited,

ok ok ok &

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
naimed above in connection with official business. This communication inay contain Sensitive But
nclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

without express authorization is strictly prohibited.

From: Needles, James R.

Sent: Wednesday. April 27, 2011 12:32 PM
Tommﬁ

Subject: RE: Request for ROI

(.> ) (7)(C) it was recorded and needs o be transoribad.

¥Rk koK

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

I, L Lisa~d
1 nivitea.

Avimunns meskle i

ATF8-001-001-00014340



Sent: We!nesgay, ApriI !7, 2011 7:50 AM

To: Needles, James R.
Subject: FW: Request for ROI

fim - Just for clarification — are there any other post-arrest interviews o (b) (7)(C) conducted that would
he in other RQIs {or other rap ,ts} not vet completed?

(b) (7)(C)
Chigf, Firearms Qperations Division
ATFHG - Room 6.5.1128

Pl Ot (b) (7)(C)

THis e-mai! MEESAEE (i { any attached :'/( < are intended soleiv l()l the rise fJ,' e addresseeisi named above in comeciion with )l’.L il

TS 2 ¥ f o £ LAy L5 ¥ g ™y A5 JF T

!u NEFIESE, 2 )J‘.\ L.!III:IIRNHI»( (Hl( 3iF )Il(i'; v.u.nunu tt j(n nuau(.vn IIHH “) S0 £ I"(I.Y < E)IKC‘MI SXCTIOE Y x:, Pt ( l]/ o l(tl LISE \If.'l‘}-, GRGY \_!'HM’ il
;. S ot o ‘ 7T o 307 e b omes eo okl b 1o, . A N 13N i 1 g ' Iy .
{Newn-public) ihar may be statutorily or otherwise profiibiied fron be refeased without appropricie approval. Any review, ise, oi

) in any form outside of ATE or the Depariment of Justice without express

oe and any attached filefs
J

dissenunation of this e-mail mess
¥

authorizatici is stricily prohibited,

R ok gk %
AMATIAC. Thic el hemccmncn meal mass mdd b A d L mven ftabnia i ol alie L dle s tiom af bl mdddumconn 12\
NUITIVEL. 11D €7lnall mnmiessage aliu ainy dL ALTITU THED Al T HILEITUTU SUITTY TUT LT UdET Ul LTI aUuUi ©38Cd)

named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From{{QXHI(®)

Sent: Wednesday, April 27, 2011 10:40 AM
To: Stinnett, Melanie S.

Cc:

Subject: RE: Request for ROI

Attached is the requested RO 482. This RUI was completed in NFORCE on 03/21/11.

(b) (7)(C)

Chigi, Firearms Operations Division
ATFHQ - Room 65,129

ploXe ) O CXll(b) (7)(C)

Ivi o o.mail maceaoe mnd v attaebord filee are intendod eolehy tar tha t1ce AF the nddroccoole) nams vl
ny ewimnar! message and any aidached files are intended solelv for e use of the addressee(s) named above in comection willi 'h’h e

husiness. This communication way coniain information that is Law Enforcessent Sensitive, For Official Use Oaly, andior Consvalled

{Non-public) that may be statutorily or otherwise prohibited front bheing released withour appropriaie approval, Any review, use, or
1 of this e-mail message and any atached flle(s) in any jorn ouiside of -

18 "F:(ul FZ rohibited,

dissenineati {UF or the Departimeni of Justice without express

authoriza

From: Stinnett, Melanie S.

Sent: Wednesday, April 27, 2011 9:57 AM
Toliilﬁlﬁ_
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Employee 3 4344
Subject: FW: Request for ROI

o we have the data reguested — and i so, where can Hind it?

EE R R

NQTICE: Thic e-mail message 3 and any attached files are intended cnlol\l for the use of the addrescee(s)

eSS SRS tT TS G T s TS S LA - - ) = S -\

named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent e nes ay, prll 27 2011
l 1 .

Melanie,

It does not appear that any post-arrest interviews (b) (7)(C) ere in the NFORCE data that ATF

provided to the OIG.

Could vou nln::cp nrn\nrln those RQls to us?

Thank you,
(b) (7)(C)
(b) (7)(C)

Senior Special Agent
U.S. Department of Justice, Office of the Inspector General
1425 New York Ave. NW Suite 13100

Washington, DC 20530

(D) (7)(C)

ATF8-001-001-00014342



Employee 3 4345
From: (7)(C)
Sent: Wednesday, April 27, 2011 10:39 AM
To: Stinnett, Melanie S.
gel) (NC)
Subject: RE: Request for ROl
Attachments: FF 785115-10-0004 ROI 482.dot

Attached is the requested RO 482, This ROl was completed in NFORCE on 03/21/11.

(b) (7)(C)

Chief, Firearms Operations Division
ATEFHG - Roem 6.5.129

PR % (b) (7)(C)

1 s H

small message wid any aitached files are intended solely for the use of the addressee(si named above iy connection with ofjicial
For {Mfivied Use Ouly, andior Controfled

» fnr{ w392 0577 |

This communication m opiain informafion that iv Ly

{Non~public} that may be statutorily or otherwise profibited from being released withont approp
eintation of this e-mail messag

aithorizaiion is sirictly profiibiied,

aate approval. Any review. use, or

e1rey » st h ol (A ) o, oy . Y o O
e and anv attached fileis)h in any form outside of ATF or the Department of Justice without express

LR R R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with officiai business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From- Stmnett Melanle S .....
Sent: Wednesday, April 27, 2011 9:57 AM

To:

Subject: FW: Request for ROI

Do we have the dala reguastad — and if so, where can | find it?

ok dotobob
AMATIAE. Thic o cna?l cmmccmon = mames ached files are intended solelv for the use of the addressee <\
NUIICE: 1118 €-imail inéssage aind aiy attacneda fiies are intenaeda soiely 1or tne use of tne duun:aact:\ J

named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From{| (OIG) [mailto[{) KEAI(®))

ATF8-001-001-00014344



Employee 3 4346

Sent: Wednesday, April 27, 2011 9:51 AM
i " @elb) (7)(C)  @@(b) (7)(C) 9

B4(5) (7)(C)

Melanie,

It does not appear that any post-arrest interviews (b) (7)(C) ere in the NFORCE data that ATF
provided to the OIG.

Could you please provide those ROls to us?

Thank you,
(b) (7)(C)
(b) (7)(C)

Senior Special Agent
U.S. Department of Justice, Office of the Inspector General

1425 New York Ave. NW Suite 13100
Washington, DC 20530

=1(b) (7)(C)

Cell:

ATF8-001-001-00014345



U.S. Department of.]ustg\'e

Report of Investigation

Bureau of Alcohol, Tobacco, Firearms and Explosives

4347

Tnlli of Im:ﬂciii ijni

Investigation Number:

785115-10-0004

Report Number:

482

SUMMARY OF EVENT:

ARREST/INTERVIEW: On February 2, 2011, the United States Marshal Service (USMS) arrested(RN®)
n El Paso, Texas, (See attached USMS Report #1108-0120-2244-]J). Upon his arrest,

(b) (7)(C)

Alcohol, Tobacco, Firearms and Explosives (ATF) Special Agent:
conducted a recorded interview with]

Texas.

1. On Februar

2.2011. USMS Deputy United States Marshals (DUSM [(QXCOI(®]
in El Paso, Texas (see related USMS “Apprehension Report). [CIOKS)
was transported to the El Paso Detention Center, 601 east Overland Avenue, El Paso, Texas,

t the El Paso Detention Center, El Paso,

arrested

until his initial appearance before a Federal Southern District of Texas Magistrate Judge. While in

custody. ATF S/A’

cknoy
signing the form,

the number

2. ATES/A
(b) (7)(C)

ere there.

rovided by

t approximately 1015 hours,

ontacte
&deicc of Rights and Waiver” ATF Form 3200.4. [CUXCOI)

edoed he erstood his Miranda Rights by signing his name on the form. After
asked if he ¢ tite a telephone number down. S/A (b) (7)(C) e

identificd herself as ATF and asked{{QXUMI(®) if he knew why she and S/A
sponded, “yeah”. S/A [(SXEAI(®)
and initial appearance process he would be going t

en explained the booking

hrough but advised it may be delayed due to the
inclement weather. S/A[{()REAI(®IRhen advised mg-ml whatever information he
provided would be forwarded to the United States Attorney’s Office for consideration. S/A [(SJNEA(®))

further explained agents already had information regarding rticipation in violations
of federal fircarms laws. S/A{QKSI(GIMurther explained that if ovided
information regarding any violations of federal laws he or others were involved in, the Assistant United
States Attorney (AUSA) assigned to his case would consider that he is both accepting responsibility
his role in these acts and cooperating with agents in the investigation. S/A{{)KES(I MM dvised
(VXA 12t the AUSA ultimately makes the decision on how the information _he provided will affect
his prosecution. S/Al{)NEA(SI M ddcd. the agents merely relay the informatior@imm

provides to the AUSA and indicaie whether or not they believe he is being truthful or untruthfui. S/A

Prepared by: Title: Signature: Date:
MQ- Special Agent, Phoenix VII Field Office

Authorized by: Title: Signature: Date:
m Group Supervisor, Phoenix VII Field Office
Second leve! reviewer {opticnal): Title: Signature: Date:

-------

Special Ageni in Charge, Phoenix Field Division
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; e Investigation Number: Report Number:
@W-s 785115-10-0004 4348

(b) (7)(C) Ymareu(b) (7)(C) to be truthful and if at any time he does not want to answer a

()

)
(b) (5), (b) (7)(C)

were awaiting their trials. S/A [(JXCA(OIRcviscd that she could not make the
decision whether or not he would be released pending trial. stated he was willing to
hclﬁ in any way possible but did not want to remain in custody so he could be with his family. S/A

xplained tc (b) (7)(C) hat when considering release, the Magistrate Judge considers
the recommendation of both the pretrial services personnel and the United States Attorney’s Office. S/A
(b) (7)(C) toldmhat the AUSA would not make him any promises concerning his

release, and S/A ould be unable to make any recommendations to the AUSA until she
knew what level of cooperation he was willing to provide.

4. %skcd what he was charged with and how much time he would receive for each charge.
S/A dvischc had been charged with numerous charges to include
conspiracy, along with additional firearms and narcotics charges. sked S/A

(DX | hc would be sentenced to life imprisonment for any of the charges. S/A
advised him she did not believe any of the charges included a life sentence. S/ then

explained to hat he was being given an opportunity to provide information to S/A

egarding his knowledge of illegal activity however he was not guaranteed this same
opportunity at a later lime.mhan advised S/A ((QXUI®]hc was not a United States

citizen and asked her what will happen to his immigration status. S/A
(AP a1 she was not aware of any current legal proceedings regarding
immigration status and the Department of Homeland Security is ultimately responsible for any future

proceedings regarding his status in the United States.

5. (b) (7)(C) then told S/A (7)(C)  prior to his arrest,
t rne had advised him{{s) X))

2 (b) (7)(C) BEI(b) (7)(C) it was his decision
if he spoke with her or not. (b) (7)(C) then asked to see a copy of the indictment to see who the
government alleged was involved in the illegal acts. S/ w(b) (7)(C) she would
not provide him any additional information until rovided her whatever information he

had pertaining to the charges they had previously discussed. sked what the agents
wanted and both S/A’Eﬁlﬁ.anm‘cspondcd. “the truth”. S/A

pxplained to

(b) (7)(C) hat he and the other co-defendants were arrested pursuant to Federal arrest warrants
which required probable cause. ' al based on research he had conducted on-line,
subjects had been charged from “top to bottom™. yanted to know who else had been
indicted in order to provide the agents with involved subjects that the government was not aware of.

6. (QXI(®) again told S/A ((QXCAI(®] chat when he had previously talked to an attorney they had

advised him not to say anything unless they were present. S/A KON <1 (XS} hat it

was completely his choice and he could choose to do speak to her with a lawyer present if the opportunity

Page 2 of 13 ATF EF 3120.2 (10-2004)
For Official Use Only
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Titlo nf lavactinatinn: Investigation Number: Report Number:

(b) (7)(C) 3 785115-10-0004
were provided at a later

time. ((SXEOI(®) commented that he wasn’t sure if he felt safe talking
without his lawyer. S/A ((SKUSI(IRo!d (XIS hat it was her understanding that his attorney

worked out of the Phoenix, AZ area and it would take him approximately 5 hours to drive to their
location and it was completelv{{e}} 7)(C) choice if he wanted to have this interview with his
attorney present. b) (7)(C) hen asked when he would be transported back to Phoenix, AZ from
El Paso, Texas. 3 she was not sure when he would be transported
to Phoenix. S/A hat if he wanted an attorney it was within his rights
to have one and reminded him of the Miranda Rights statement she had read him earlier. S/A

also reminded him that he may not have an opportunity to discuss these matters with the agents in the
ruature.

7. Wmld (7)(C)
then asked S/A [(DXUI(®)

t was up to him to decide what he wanted to do, and (b) (7)(C)
s she could help make arrangements for him to see his family

prior to his trial. S/A{NA(®); MEI(b) (7)(C) e would contact the AUSA assigned to the
case but wanted to know what informatio{{S)K€AI{(®) wanted her to discuss him. (QKUWK®)]

(b) (7)(C) & S/ANAOIM: ¢ was concerned that if he confessed to evervthing he would spend the
rest of his life in jail. For the second time, s/AAI®) explained lommt if he
provided the agents with truthful information the AUSA would consider the information he provided as
aking responsibility for his actions and would take that into consideration.
Mf‘ she could, “take some charges away”. S/A_old

she did not have the authority to reduce his charges and asked him what information he wanted
hcr to convey to the AUSA. mxahnom S/Am_

involved lhdl the ovurnmgnt did not know aboul and added that, “he LOU]d blmg those pc.oph. down”.
(b) (7)(C) AR - the 12 ¢ o (b) (7)( )
ga(b) (7)(C) When S/A
as involved in firearms or narcotics trafficking.
hat he only got involved with narcotics because of
were only involved in firearms trafficking. advised S/A
eeded to be arrested soon or hc would flee the country because he had

exico. Sllsed she w USA and
rovided. [{ asked S/A tell the
ajon about drugs in Ph()unx Arizona as well as information about
ask Em-o provide specific details, [{SKUBI®)
nd had a lot of people working for him to take the firearms across
into Mexico but d1d not know by what means thcy were crossing the firearms. tated
() .( .(C S S idual that he described as having one arm.

‘you know he’s big right..
biggest one...he’s working for somebod K(b) (7)(C), (b) (7)(E)

(b) (7)(C), (b) (7)(E)

(b) (7)(C), (b) (7)(E)

property in both the
relay the mformanor
AUSA that he had a log ¢
(9) (7)(C) When S/A

.he’s not even the

8. S/ANUI®) (b) (7)(C) she would call the AUSA assigned to the case and advise him of
the information({s) NUAI(®D} as willing to provide but reminded him that the AUSA would not
make any guarantees. (b) (7)(C) Iso stated he would testify to the information as well.

9. Atapproximately 2245 hours, S/A[(S)NEBI{®stopped the recording to call the AUSA.

Page 3 of 13 ATF EF 3120.2 (10-2004)
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Titla ~f lnuactinatinn: Investigation Number: Report Nlamber:

(b) (7)(C) 785115-10-0004

10. At approximately 2300 th‘euelivaled the digital recording to continue the interview
withmy visedmhat she relayed the limited

information he provided to the AUSA and told the AUSA that based on information alggadv acauired |

the case she was able to corroborate the information he provided. S/A (b) (7)(C) oldw

if the AUSA decided to rccommcnd (7)(0) ruluaxu prior to trial, the information he provided

will allow the AUSA to determin{()EEAI(®)] ) oness to abide by the conditions set by the

courts for release. S/A(KEH(®)] udvisc (7)(C) hat the AUSA had given her the authority
to determine whether the information he provided was truthful and whether the quality of the information

met the standards required for the AUSA to consider any standards of release in which
would not be a flight risk. At the AUSA’s request, S/A eminde that the
final decision is made by the Federal Magistrate Judge. agreed to provide information

regarding his and others of federal violations of law to the agents.

I IWB “selling” firearms to other people and named([(JREA(®vho he
confirmed was s one of these 1nd1v1duals m-\dlcd that in 2009 he
started selling firearms after he lost his jo - : c dh nt opn ““B: 'gc com’ and bought and
sold a few firearms to a subject he knew 2 l(P) (T)(C)y paid cash for
the firearms and asked if he had any addilionul fircarms for sale. dmitted

was paying top dollar for the firearms and that is why he started buying and selling guns.

(OXCPI(®!icscribedHXT®L:s 2 short male who drove a big lifted silver truck with rims. According to

(b) (7)(C) he sold “alot” to tated that he continued to buy guns for

OXWN® , backpace until he realized. “all vou need to buy is really nothing”, you just have to sign.

n bac
(b) (7)(C) and he began recruiting urchasers to buy firearms
OXGEI oidcd him with

b) (7)(C) old S/A

/ to purchase the firearms that he never used his own money to purchase the firearms for
(b) (7)(C) ave the recruited purchasers the money and instructed them to meet
b) (7)(C) ! ransfer irearms i ir . (b) (7)(C) aid this activity continued with

(b) (7)(C), (b()(E)
(b) (7)(C), (b) (N)E)

12, hul 1d<.nufu,dafc,nmk he referred (o asl{oN N
bought numg e (b) (7)( )
£ ]

vehicle as «

(b) (7)(C) identified another male who purchased numerous firearms from him and identified him

as (b) (7)(C)
ati(b) (7)(C)

puu,hdsc firearms thlough hls recruited purchasers. ((SXEH(®) stated he was making $50.00 for
each firearn ) (7)( ) d the purchasers were making $100.00
per [irearm. (b) (7)(C) stated he was paid thousands of dollars for his role in recruiting these
purchasers often charging the third parties a “flat rate”. (b) (7)(C) stated once the firearms were
purchased they were either transferred by him to the third party or the purchasers would transfer them
directly. [{o})] (7)(C) described the purchased firearms as AK-47’s .50 calibers, “a lot of different
rifles”. (DKUY tated that eventually eventually contacted purchasers,

identified as later identified as irectly and

13]

had all given him money to

Page 4 of 13 ATF EF 3120.2 (10-2004)
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Titlo ~f lnvactinatinn: Investigation Number: Report Nlamber:

(b) (7)(C) 785115-10-0004

his money at the end of the night after the firearms were transferred to

estimated he brokered the purchase of approximgtely 200- eqr
QIS 2 10 for [DRGI)] Accorcing to

gave him the money to purchase the firearms up front then he or the straw purchasers would meet
somewhere to transfer the firearms to stated lived in the area of

(b) (7)(C)

14. (7)(C) old S/A{KCAI®M h:( a1l his friends nteered to purchase these firearms and
described one of them as a He added that his friends called
him every day asking if he had any work for them. (b) (7)(C) stated that when he was tired of
brokering the sales and transfer of the fircarms, his friends specifically (M asked him for his contacts
so they could continue to make money purchasing firearms. (b) (7)(C)
brokering the firearms deals around February or March of 2009 until [(KU(®] got him
involved again. Soon after he started brokering the deals again both his cousin (referring to (b) (7)(C)
(b) (7)(C )Tl (refen‘ing §)(b) (7)(C) were each caught (by law enforcement) with
fircarms. According to{{(SJXEAI(®) he firearms seized (by law enforcement) from [QAUA®)
and ere purchased forlCJXCMI®) dentified s the guy he got caught

with, referring to (ROI #292).

IM(0) (7)(C) stated the straw purchasers were making more money than he was and insisted they
were willing to straw purchase firearms. stated he continued to broker the firearms
transactions forMQ’until approximately June or July 2010. According to{{s)REAI(®) once
he stopped brokering the deals his cousin{(QRN®) provided fircarms t (I irectly without his

3emurnTlern
LIIYOULYCILIICLIL,

16. According (b) (7)(C) later identified (b) (7)(C) saw all his

friends making money purchasing firearms, and told him he wanted to purchase firearms {Qo
telling him no on several occasions because he knew eventually there would be problems (b) (7)(C)
(AP 1atcd he finally allowed (D@0 purchase firearms. While (b) (7)(C)

made money purchasing firearms for him, he regrets letting him get involved.

17. then began to talk to S/A ((XUNI(IRbout later identificd as SUEASY
ccalled delivering the firecarms to it various businesses to include

tattoo shops, stereo alarm shops.

18. (b) (7)(0) ontinued to identify subjects who either bought firearms from him or subjects he

brokered firearms transactions for including a subject he referred to as{S)REA®who received ll
firearms from him “here and there”. [{N{HI®) stated ((XEI®)i ved in the proximity 0
¢ hear

) : stated the last
ar. was still purchasing firearms.
ORWI®) |ater identified d%Mﬁ and

also provided information about
-d a9
According to he provided guns to both and their
boss tated tha{QJ@Iave the money for the firearms to the recruited straw
purchasers directly and would receive the firearms from the purchasers. After the transaction was
complete (7)(C) would receive payment from dmitted he often
never received his payment froanAccording t htal(b) (7)(C)

continued to acquire fircarms even after he had stopped brokering firearms transactions. Based on

Page 5 of 13 ATF EF 3120.2 (10-2004)
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Investigation Number: Report Number:

785115-10-0004

firearms seized from
passenger of the vehicle

uring a traffic stop on July 8, 2010, agents believe (b) (7)(C )R

19. As the interview continued, (b) (7)(C)
“crooked”. S/A

LRI\ () (7)(C) Tr&(b) (7)(C) was

ad previously identified (b) (7)(C) 1s a Federal Firearms Licensee and
stated that A new what he and the straw purchasers were
doing but continued to sell them fircarms. (RS ‘ecalled a conversation he had in front of
with a subject he called [QE@I®)(who he identified as driving B(b) (7)(C) ST

about the straw purchasing. Eww he specifically told
he had a friend that wanted to buy 20 AK’s to take to Mexico and aske f he could help him.

tol (b) (7)(C) to give his friend his OIS, i mber and he was goin

g to rip him off, meaning he
would sell his friend the AK’s at an inflated price with no questions asked. E!ﬁi@_slated this
took place back in 2009 when he first started brokering firearms transactions.

described ho ran his business (b) (7)( )
tated the last time he spoke to [{S)NEAI{®)old him he would not do

aunse ATF was on hig ¢ \cc"
I AL YWY A0 UL aaa “Loo .

if he ever transported firearms to anyone outside of the
told her he never drove the firearms to Mexico. (CUXUI(®)

d as having only one arm.
'ho identified themselves to

slatcd hc has piclurcs of bot}

~ (b) (7)(C)

Id him these people [{(S)NEAI(®))
b) (7)(C) REE ﬁghling “La Llll(,d in Juauz Mexico. “La Linea” has been identified through numerous
law enforcement sources as a faction of the Juarez Carte] (XIS ptated that (b) (7)(C)
would receive the money fr (b) (7)(C) and then give the money to
b) (7)(C) After thev received the money. (XU )(C) stated
they would purchase the fircarms r(b) (7)(C) ransported them from Phoenix, Arizona
to El Paso, Texas. (b) (7)(C) /as given instructions by (b) (7)(C here they were
i cati tated that

to take the firearms and they would deliver them to the provided location.
he often mctmhin Albuiucrauc._ New Mexico or Tucson, Arizona to get the money

for the firearms or to transfer the firearms. recalled receiving money in Albuquerque
3-4 times and once in Tucson, Arizona to pick up money. Initially (b) (7)(C) never asked where
the firearms were going but said he had an idea based on the number of firearms they were purchasing.
Eventually when the firearms were going to fight “La Linea”
he said he decided to look the other way because the guns weren’t staying in Phoenix and the Cartel
members were using the guns to kill each other. [()NTAUANINITAUR)

(b) (7)(C), (b) (7)(E)

3l(b) (7)(C) &N

killed in Mexico, he

otant Lallim o ¢l ~1 PRV Svew ~ommosh

o Qo eAo oihla F tha A oo
Stdrt Kining uic carici imcimoci's 1 SpOiisioI€ 101 uic ViOiCiiCe.
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Titlo ~f lnuactinatinn: Investigation Number: Report Nlamber:

(b) (7)(C) 785115-10-0004

also admitted to providing firearms to [{S)NEAI(®)) reviously identified
i8(b) (7)(C) a member of the Sinaloa Cartel, who was killed in August 2010.
(See ROI #292).

22.

pRII\(D) (7)(C) ¥ how many firearms he provided to subjects in the Phoenix,
stated he was involved in brokering transactions for at least a thousand
hen asked how many firearms he provided to subjects in the El Paso, Texas
area. (b) (7)(0) baid he was involved in brokering transactions for approximately 200 firearms
which included .50 calibers, and .308’s. stated the subjects in El Paso [(YXEAI(®))
(b) (7)(C) Bl requested military uniforms, vests. hile often received the orders
directly he stated there were times he would give the firecarms orders to

24. S/A (7)(0) asked ow much mone as making for delivering the

firearms from Phoenix, Arizona. stated made $2,000.00 per trip in addition
to the money he made purchasing the firearms for a total of around $10,000.00 per trip.

pRI\(D) (7)(C) MRKI(b) (7)(C) where they were purchasing the firearms. (b) (7)(C)
stated they purchased firearms from “J&G”, “Lone Wolf”, “Randali’s”, “Bilis”. “Scottsdaie Gun Club”,
and “Guns For All”. These places have been previously identified by S/A (7)(C) as Federal
Firearms Licensees.

26. S/A (7)(C) isked w long he had possession of the firearms before they were
transferred to the third party. stated he never kept the firearms for more than an hour

before the third party would take possession because the firearms were never for him. (b) (7)(C)
stated on most occasions the subjects who purchased the firearms would deliver them directly to the third
party. specifically remembered driving to J&G, in Prescott almost every day but
according to he followed the purchasers there, observed the purchase, and then
escorted the guns back to transfer them to the third party which in these instances were
(IXEBI(®statcd he never took possession of the firearms. described * as a
United States citizen who he believed original from recalled he may have
purchased one or two firearms from J&G or “Randall’s” and an AR 15 Eagle Arms from “Guns for All”

that he initially sold to[{(YXEAI(®) previously identified W
mmﬁtold S/A [DXI(®) and everyonc elsc he provided guns to

were United States citizens.

27. At this point in the interview, ‘(b) (7)(C) Kim® she would be providing him
numerous photographic lineups for his examination. S/A instructed 0

notify her if he recognized anyone in the photos. Below are the results of
examination of the photos,

fircarms. S/A{XAI®)]

a photograph of
ehasige (ireabys [rom him and taking them (o Mexico.
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Titlo nf lnvractinatinn: Investigation Number: Report Number:

(b) (7)(C) 785115-10-0004

(b) (7)(C) ccognized [{S)NEAI(®)]
is a photograph of{{NAI(®)] el (b) (7)(C) urchased
firearms for him but is now selling cocaine, marijuana and prescription drugs. (b) (7)(C)

stated as recently as a month ago he savsmm-‘nd noticed he was armed but that the VIN
(meaning the serial number) was scratched off. (b) (®) warned him to be careful
carrying a firearm because he was a felon and[{¢ old him that he was no longer doing

the gun thing but that he was selling weed. ( ) (7)(C) 1lso l()ld_dl ATF

had already contacted him.

is a subject yet to be identified 1n the tirearms tratficking organization.
described (7)(C) vho purchased guns for him.
;0 (7)C) e () (7)(C) sa
phOlOQId h of{{e)} (7)(C) ¢ was someone he had seen
(b) (7)(C) and was wanted by ATF. (b) (7)(C) stated he had seen
him at the shop located a{{$)K{BI(®)] and on other occasions he saw him as the passenger in

(b) (7)(C) YENEE

ccognize
is a photograph of stated he was

ind had purchased firearms.
recognized ({NENI(@3)
is a photograph of{{(JJI(®)
purchasing firearms for him, but after
continued to purchase fo{{d]

(7)(C)
nizccﬁ (7)(C)
1s a photograph ol

firearms which were seized by law enforcement were

vrarmaamalhawad AA13 \wr

TCHICITIOCICa AcC1iver

1
Mexico and describe

4~ tlan An ~

YGRS G
rcariis lll e lLSlULll\.L L 1ICvyCu wad ldl\lllE tIcli w

the §i
he 1cqlcanCL as a trailer.

| statedQASHurchased guns for him too.

is a photograph of (b) (7)(0) hind photograph
stated purchased a M
Il and gave noncy on the side. According to told
he was gom to send someone over to buy guns arrive, take possession of
the firearms and MWOUM ptmm side. W dlLdWst
supplying fircarms to subjects wh Iso distributed marijuana for.

l(b) (7)(C) recognized 1s indicated by his initial. Photograph
b) (7)(C) (IXEBI(®) s not involved in
any firearms purchases or transfers of firearms.[{JXS(®); stated he introduced him lo
(b) (7)(C) vho supplied (D) (7)(C)Sutimry

NOR(b) (7)(C)

is a phologldph B(b) (7)(C) S/A (DX I skcd 11 this was the same individual he

was referring to when he had previously mentioned the name -lunm_ the mluvm nd
m-:onfumui it was the same person. ( ) (7)(C) stated he andgi rgued

Page 8 of 13 ATF EF 3120.2 (10-2004)
For Official Use Only

ATF8-001-001-00014353



Investigation Number: Report Nlamber:

mm_ 785115-10-0004

becauseried {0 (b) (7)(0) ut of all the firearms deals and deal with lh(, lhnd
parties directly. (b) (7)(C) said that prior to their argument, AccoD; b

El Paso, Texas, 4-5 times picking up money from
also drove loads of firecarms to El Paso, Texas in a
followe uring these trips but never had possess
advisec urchased “a lot” of firearms.

30 pounds of marijuana which he would sell in 5 pound increments. recely
the drugs frommm_md would then deliver it to his occurred as recently

as one month ago.
. (7)(C) ecognized ({S)REAI(®D
s o phologm h of
(b ) (7 )(C) X

(b) (7)(C)
(b) (7)(C)

. [ (b) (7)(C)
)(C)

o ILCOQlH/Ld (

is a photograph Ji(b) (7)(C) advised she had
purchased firearms for him.
(b) (7)(C) recognized

is a photograph o

advised he had purchased [irearms for

a photograph of advised he had purchased f{irearms for him

(b) (7)(C) told S/, 7)(C had met (NI uring

urchased firearms for him as indicated

is a photograph of {(DXEAI(®) (b) (7)(C) " "'© yryems

person he has referenced throughout the interview in ldlrcncu to fircarms and narcotics
trafficking. (b) (7)(C) old S/A [{JXEAI(9) not onlv supplied ith

fircarms bu({e)NWAI(®Y! . (b) ( )( ) said s currently
involved in a large narcotics trafficking organization that involves the sale and distribution of

mcthamphetaminge and cocaine to include subjects he knew ag
pecifically recalled on one occasion

Page 9 of 13 ATF EF 3120.2 (10-2004)
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Investigation Number:

Report Number:
785115-10-0004 4356

house and loaded the firearms into a
ects conceal the firearms by removing

believed to be associates of{(QXHI®)

concealed compartment in a trailer. He observed the subj
firearms inside and then the subjects left with the trailer.

the rivets and sliding 20
(b) (7)(C) M) (1)(C) (b) (7)(C)
(b) (7)(C)

(b) (7)(C) if he knew any information about
(CXW®) a5 killed by a subject name (0) (7)(C) Y
(b) (7)(C) was involved in the murder of one of his family members. According to
(b) (7)(C) ight hand man and-ﬂd
(o) (7)(C ﬂ(b) WAI(®)).. . but the actual funeral took place in Caborca, Sonora, Mexico.
(b) (7)(C stated (hdl (7)(0) h](,dl(,lltmhdl if they did not
ake their territory. Shortly after, they found

rovide (b) (7)(C) he would t AR \
mﬂd him that that

(b) (7)(C) tated
(b) (7)(C) rdered .50 calibers and other firearms directlv from him at the funeral. According
(b) (N)(C). (b) (7)(E)

b) (7)(C), (b) (7)()

(b)Y (7)(C)
(b) (7)(C)
(b) (7)(C) _
(New York, Californy
member hc knows as (b

esidence is located near

s also involved in the interstate

s directly with a Cartel

of [{e)] (/)((,) arcotics from Sierra Vista and lakmg the narcotics
15-20 kilos per load. (b) (7)(C) y

(b)( )( ) stale
RIS 1d is still involved in narcotics trafficking. (b) (7)(C) stated that({(QNEA®End his
boss are “murderers” and he is able to bring down the entire organization. (b) (7)( )

e had J{NUI®)

stated that over the summer a subject he knew as
old S/A

who would pay $28,000/kilo of co rth Carolina.
Mim gave $43,000.00 t W) purchas 0s of drugs they took in a
hidden compartment to sell in Raleigh. North Carolina Watcd he only travelled
to North Carolina once butmad transported drugs for them on several occasions.

% h) (7)(C) and

called on one occasion

vanted him to go with the “arolina to murder some Jamaicans who had
pdlll(.lpdl(. he told

old him they killed

turn from North Carolina

715, ) 11, S
- g (o) (1)(Cl(b) (7)(C), (b) (7)(E)

(7)(C), () (7)(E)
4 R (b) (7)(C
b(7)(bC)7 gy TEOIDO) e (e

(b) (7)(C)

ATF EF 3120.2 (10-2004)
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Titla nf lnviactinatinn:

Investigation Number: Report Number:
) (7)(C) 785115-10-0004 4347
saw his “boss” lose $150,000.00 in horse races. According t
purchased firearms from him for

28. During the interview. at approximately midnight, at the request (b) (7)(C) detention officers
cscorch) the restroom and S/AMpmvidcd him with a bottle of water.
(O TF S/A (b) (7)(C)Ms®&(b) (7)(C) o describe

lvised he had a picture of him on his e-mail and provided S/A
is e-mail account and password to log on and obtain the picture. The e-mail information
S/A
¢ to lind the photographs.
During the search of his e inted out E-mails from FFL. “Guns for All™.
In addition{{)KCA(®))] my(b) (7)(C)

stated purchased guns for him. (b) (7)(C)

29. In an attempt to identif (b) (7)
b) (7)(C)

(b) (7)(C)
Mexico and that he was in charge of two teams of fifty people that were fighting with “La Linea” in
Juarez, Mexico.

30. cleaadyis (b) (7)(C) Hpnw
investigation seizure) belonged tc

identified him as the subject who was present |(b) (7)(C) residence at the time of his arrest.
stated the[(RE®)]ircarms were going to (b) (7)(C) ad purchased

as well.

firearms foi

31 (b) (7)(C) stated he had knowledge of a subject who was growing large amounts of marijuana in
the mountains of Arizona towards Buckeye, Arizona and had seen pictures of the area. m
had sold the subject his “quad” which he purchased from ()] to use to get the marijuana
fields. He also stated that the fields are guarded by subjects armed with AK-47"s.

32. (7)(C) old S/A[{XEBI(®on numerous occasions he did not know who actually purchased
the [irearms because the people he recruited would often recruit others to purchase the firearms.
QR 150 admitted there were an additional twenty subjects who Eurchascd fircarms for him that

were not included in the photographic lineups provided by S/A

33. ATF S/A(JXA( M han askcd (7)(C) bout his knowledge of any narcotics traffickin
organization specifically involving (b) (7)(C) initially thought (b) (7)(0)
but eventually started selling weed to him. [(SREAI(®)} received the weed from{{S)NEAI(®)]
which he provided tc until he introduced () XEAI(®)) According to [(QK{AI(®;
mwas looking 10 acquire weed for a subject named a fugitive who he described as a

ack maie. According to sed a fake name when he was arrested, (b) (7)(C)
bailed him out and he fled with 300-400 pounds o unpaid marijuana. [{S)NEAI(®)) stated
OIYIE ;< rosponsible for distributing narcotics to Flint, Michigan and was paying[(SKES(®$500.00 per
pound. (b) (7)(C) stated that the subjects involved in the distribution are all involved in a rap

music group called the (b) (7)(C) stated that ‘mnd ere buying
hundreds of pounds of Marijuana from{{s)NEAI(®) was responsible for shipping the Marijuana
who resided in Texas that was shipping the narcotics

through the mail. In addition.{{(NA(®)]
stated[QEGIONived in an (b) (7)(C)

to Flint, Michigan on a freight train. (b) (7)(C)
Page 11 of 13 ATF EF 3120.2 (10-2004)
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Titla nf Invactinatinn:

(b) (7)(C) 78511510-0004 renort N s

mnd was robbed of his drugs and money by hen
moved to anotiier apartment nea anda iinaily rented a nouse a { away
from{(SYREBI®in the area o ind they (mcaninE law enforcement) raided his house and took

(b) (7)(C) Because of the seized marijuana wes lot of money. According
to (b) (7)(C) as living at this residence as well. *It should be noted Peoria PD
executed a search warrant at this residence where quantities of marijuana were seized packaged for

shipment.* (See ROI #434). told S/A{(JXCAI(®IN that on one occasion.tricd
to kill ccause he thought had stolen 12 pounds of weed from him and they asked
fm@massismncc. They told [{)XTAI(®); ey wanted him to lure Wto
them and they showed him the trunk of a vehicle wrapped in plastic where they were going to torture and
kill him. stated also discussed killino(QNEA®bccausc he belicved

as involved in his arrest. According t (b) (7)(C) purchased the weed from an
undercover officer. [{)NEAI(®)) rovided (DX a quantity of weed to reimburse what was
lost so would not kill )(C) raded his truck for the weed in the hopes he

could buy his truck back but never received any money from told S/A
et (b) (7)(C) R getting his narcotics from
ho is in Mexico and needed someone to distribute the drugs in the United States.

34. ATF S/ askcd (7)(C) if he ever provided narcotics on behalf of
(b) (7)(C) stated that on one occasion when ad purchased approximately
0 pounds fron{{NEAR M Becausc[(REBI®)-ould only ship the marijuana in small quantilicsm

ask o hold onto 50 pounds of the marijuana at his house until he could get it
st c day ame and took the 50 pounds from him he was
arrested, see ROI #366. In addition, stated he lost a load of a couple hundred pounds to
from Tucson, AZ as well as others. (XS} stated (XS]

mrom
received the weed from eventually was forced to give his boat and
() <111 N () (| ()

(b) (7)(C) SR drugs at his
it (o) (7)(C)Y(b) (7)(C)

35. In addiy i ation provided above regarding the subjects he identified in the photographic
lineups ted he knew of additional subjects who were distributing large quantities of

narcotics. Included in these people was a subject he called (b) (7)(C) peuEyER(b) (7)(C)

had been kidnapped but stated the
(b) (7)(0) the kidnappers were actually largclinghﬁ_

(b) (7)C) @

B®(b) (7)(C)

thev store thousands of pounds of weed in the back of the facility near their can business, (see ROI #368).
m$lalcd he was at the facility yesterday when they brought in 2000 pounds but that it
would be gone by tomorrow for distribution.

36. S/ANN®)] sk (b) (7)(0) bout any shooting incidents he had knowledge of. (7)(C)

stated | vas involved in a shooting the same da (b) (7)(C) irearms were seized

Page 12 of 13 ATF EF 3120.2 (10-2004)
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Titla nf lnvactinatinn:

(b) (7)(C)

Investigation Number:

Report Number:
785115-10-0004 4359

law enforcement. (b) ( )(C) (b) (7)(E)

37Mkcd (7)(0) about the events that occurred in August 2010. According to
two vehicles pulled up near his residence.
(b 7 (C) all came outside armed. According tc
Q : oy l’\(\h an
A g

t thay chantinag at tha vahislac
1 lll\/lll uuu IlL/Q(.lll ﬁll\l\lllll; AL LIV Yyullivivo.,.

hey believed the subjects were

39. Due to an equipment malfunction the last 20) minutes of the interview are not recorded. The interview
was concluded at approximately 0145 hours.

United States Marshals Report
Copies of Photographic lincups
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Employee 3 4360
From: [(X{A1(®))
Sent: Thursday, April 21, 2011 7:19 PM
To (XS]
CC: Brandon, Thomas E.
Subject: April 21, 2011 - Current Status of Data Extraction for the Phoenix Field Division

(b) (7)(C)

Each employee in the Phoenix Field Division, with two exceptions, has now completed the data extraction
process. ((ONEONOY ~ 75 HE Enterprise Services 519-424-9333 ex (SRR ffice hdvised me
today that all but Academy sa'udentprev‘sousiy cleared by voul and new RAC
are complete. | spoke withday who advised his computer has been down and is currently in the
possession of Decision Cne to replace his hard drive and board,raf'y' arrived in our division, on Marc
132, 2011, He advisad he has not heen involved in any of pur cases yaet. Perhaps, he can be excluded from
this requirement? Please let me know if you approve or if you would like to continue untii jlcan get up
and running to work on the extraction? Kindly, advise[(YNEN® vour answer, as well.

Thank you.

special Agent((QXH®)

Division Operations Officer

U.S. Department of Justice - ATF

201 E. Washington Street - Suite 940
Phoenix, Arizona 85004-2428

MEFERLL

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approvai. Any review, use, or dissemination of this e-maii message and any attached fiie(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearims & Explosives or the Department of Justice
without express authorization is strictly prohibited.
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Employee 3 4363
From: (7)(C)
Sent;: / i
To:
Subject:

2:13 PM

ated to the OIG and House

tdo not have (O NES(OPR: <o nc familiar names.

EFRAFVAEY

NOTICE: This e-mail message and anv att ttached files are intended <nlplv for the use of the addressee ( ) named ahove in

connection with official business. This communication may contain Sensitive But Unclassified information that may be

e&afu'nrll
LRS AT e u' (&) HCTWIST PromiaiCl i1 O UCing 1

essage and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or

v or ctherwise nrohibited from heing released without annronriate annroval. Any review use or dissemination of
res SEO WK appropriatc approva:.. Any?’ v, USE, Or Gisseminauin ol

fe cactoal.. oLt ta
eit UI Jubtll.c WII.IIULI!. CAPIEDD dl-l!.llUl IldtlUll 1D SLILuUy pruinviteu.

Ela

From:{(X®);

Sent: Wednesday, April 13, 2011 8:24 PM

To: Durham, Phillip M.; Barrera, Hugo J.; Gant, Gregory K.; Stoop, Theresa R.; Thomas, Guy N.; Graham, Zebedee T.; Browning, Robert J.;
Richardson, Marvin G.; Webb, J. Dewey; Gleysteen, Mike P.; Brandon, Thomas E.; Torres, John A.; Vido, Paul J.; Turk, Ronald B.; Horace,
Matthew W.: Potter, Mark W.: Herkins, Stephen C.: Crenshaw, Kelvin N.; O'Brien, Virginia T.

Cc:

Subject: Re: E-mail recovery related to the OIG and House

| apologize to all for the disconnect in the list. please look it over for any of your subordinates. If you find any please have them connect to the
network. We'll try for an accurate list in the morning.

Acting Chief of Staff

ATF Office of the Director
O: 202-648
C:

EEEET TS

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above in
connection with officiai business. This communication may contain Sensitive But Unciassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination of
this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or
the Department of Justice without express authorization is strictly prohibited.

From: Durham, Phillip M.
To: Barrera, Hugo J.; M_ Gant, GregoryK Stoop, Theresa R.; Thomas, Guy N.; Graham, Zebedee T.; Browning,

(RS [ T R PR, s APk y R P i A D 14

Robeit J.; Richardson, Maivin G.; Webb, J. Dewey; Gieysteen, Mike P.; Brandon, Thomas E.; Toires, John A.; Vido, Paul J.; Turk, Ronaid B.;
Horace, Matthew W.; Potter, Mark W.; Herkins, Stephen C.; Crenshaw Kelvin N.; O'Brien, Virginia T.

Cc

Sent: Wed Apr 13 20:19:41 2011

Subject: Re: E-mail recovery related to the OIG and House

Aant rannanies cnmo nof tha namaao o
LU L TBLUYNLS SCIME O the hames unae

FEREFRFE

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above in
connection with official business. This communication may contain Sensitive But Unclassified information that may be

statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination of

ATF8-001-001-00014479



Employee 3 4364
this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or
the Department of Justice without express authorization is strictly prohibited.

From: Barrera, Hugo J.
To:Em_Gant Gregory K.; Stoop, Theresa R.; Thomas, Guy N.; Graham, Zebedee T.; Brownmg, Robert J.;

o o g o o ol o 4oy AITS e oo = ey

Richardson, Maivin G.; Webb, J. Dewey; uncy:u.ccn, Mike P.; Brandon, Thomas E.; Toires, John A.; Vido, Paui J.; Duiham, Pmiiip I.;
Ronald B.; Horace, Matthew W.: Potter, Mark W.: Herkins Stephen C.; Crenshaw, Kelvin N.; O'Brien, Virginia T.
Cc

Sent: Wed Apr 13 20:17:14 2011
Subject: Re: E-mail recovery related to the OIG and House

ms not in the Miami Field Division.

| did find his name in Quilook, as an investigator in the Houston Field Division.
Regards,
Hugo

Hugo J. Barrera
Speciai Agent in Charge
Miami Fieid Division

~E Al
l')ul cai U7 AICT

(305) 597-480

(b) (7)(C)

ERE g

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above in
connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination of
this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or
the Department of Justice without express authorization is strictly prohibited.

From:[QIW(S)
To: Gant, Gregory K.; Stoop, Theresa R.; Thomas, Guy N.; Graham, Zebedee T.; Browning, Robert J.; Richardson, Marvin G.; Webb, J.
Dewey; Gleysteen, Mike P.; Brandon, Thomas E.; Torres, John A.; Vido, Paul J.; Barrera, Hugo J.; Durham, Phillip M.; Turk, Ronald B.;
Horace, Matthew W.; Potter, Mark W.; Herkins, Stephen C.; Crenshaw, Kelvin N.; O'Brien, Virginia T.

Comde Wad A 12 17.99.N72 N1 1
STIHIL. VWCU AP 10 17.44.U0 £Vl

Subject: E-mail recovery related to the OIG and House

SACs:

The users listed below (all Phoenix GRIT participants) have not connected to the network to allow for the extraction of their e-mail in

response to the OIG and Congress. To be fair, they are likely unaware that we are capturing the e-mails of all GRIT participants. Could
each of you please assist us with getting your folks to simply connect their machine(s) to the network and login. The e-mail extraction
will occur automatically once they do. Thanks in advance

GRIT ATLANTA
GRIT ATLANTA
GRIT BALTIMORE

GRIT BOSTON

ATF8-001-001-00014480



Employee 3 4365

GRIT BOSTON
GRIT CHARLOTTE
GRIT COLUMBUS
GRIT DENVER

GRIT DENVER
GRIT HOUSTON
GRIT HOUSTON
GRIT HOUSTON
GRIT KANSAS CITY
GRIT KANSAS CITY
GRIT DETROIT
GRIT LOS ANGELES
GRIT LOUISVILLE
GRIT MIAMI
GRIT NEW ORLEANS
GRIT NEW ORLEANS
GRIT NEW ORLEANS
GRIT NEW YORK
GRIT NEWARK
GRIT PHILADELPHIA
GRIT PHILADELPHIA
GRIT SAN FRANCISCO
GRIT SAN FRANCISCO
GRIT SAN FRANCISCO
GRIT SEATTLE
GRIT SEATTLE
GRIT TAMPA
GRIT TAMPA

(b) (7)(C)

Acting Chief of Staff
Office of the Director
0:202-648

C:

HO Room 5S 100

E¥EEVAEY

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above in
connection with official business. This communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate approval. Any review, use, or dissemination of
this e-mail message and any attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or
the Department of Justice without express authorization is strictiy prohibited.
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Employee 3 4366

From: (b) (7)(C)

Sent: Wednesday. April 20, 2011 10:53 PM
() (1)C)
CC: Stinnett, Melanie S.; (7)(C)

Subject: RE: NFORCE questions

One maore note about the narratives from the event folder: If the user creatss an RO, than the corresponding
narrative is locked down and cannot be changed unless the RO is amendead., When we did the first extract of
narratives, all but 3 of the maost recent narratives had been generated into an RO{ at that time. What this means is

ail the narratives in the Ward document witl qo f‘lsHaranf ‘F‘\rn'\af l'\ ut chii Bava Hr\c. avact rn(‘na mation in
80 RIENT QT T GUIY LD (i W IND WWAJE WA SANINRAT I I, VIt SRIAN Y (’ A SAIE AL

contained in the reported RO form.

(b) (7)(C)

202 03 SR O e
(b) (7)(C)  [EBIHE

R R

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without

appropriate anproval, Any review, use, or dissemination of this e-mail message and any attached fllolc\

[ ViR S Wy Y P YY ) wmON) IS SN A ISSstpw S S SevSwiiv

in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

From {(QNUA(®)

Sent: Wednesday, April 20, 2011 10:27 PM
To

Cc: Stinnett, Melanie S.;{{)XEAI(®))
Subject: Re: NFORCE questions

ThanksTomorrow I'll see what they need or can work with given your confirmation. | don't like working from
"events" folder (except for the word searches) since it's not always a final report. The word search capability would be
heipful to them, but if they want signed copies as well, they'li have three versions of each ROI. A list showing
corresponding avent ID/RO! numbers might be of interest as a crosswalk. I'll let you know.

QIR o | can get with you next week on what INs are of interest.

ivision Chief Firearms Operations Division
202-64 &l (b) (7)(C) |

Ak H kK A

NOTICE: This e-maii message and any attached fiies are intended soieiy for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
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4367

tion of this e-mail message and any attached file(s)

form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice

without express authorization is strictly prohibited.

Issemina

te approval. Any review, use, or di

appropria

Employee 3

in any
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NFORCE

QEE6R8

22302

78511

4368
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OF & CORY OF THE GIEINa MgNatirg, oy ST dan gosat the Foarmm LNTMGTET QU N On S8y tata

2

&

5-10-0004

Initiation of Investigation regarding Suspected Firearms Traffickers

20Nn01
LUUIJ L

Open

110
117

OTHER (NON-EXPLOSIVE/FIRE)

955652
Initiation of Investigation regarding Suspected Firearms Traffickers
20N0Q1 119

PA VLV b N

INITIATION OF INVESTIGATION:On or about November 10, 2009, Aicohoi, Tobacco, Firearms and
Explosives (ATF) Special Agent(s) (S/A

initiated an investigation o

(b) (7)(C)

sus ected firearms trafficking. NARRATIVE:On or about November 10, 2009, ATF S/As
|n|t1ated an investigation into suspected firearms trafficking

WIWS

(b) (7)(C) Dn or about October 31, 2009, ATF{SXUI® eviewed numerous ATF Form

4473s, Firearm Transaction Records from (b) (7)(C)

conducted a guery of Arizona Motor Vehicle

(b) (7)(C)

(D) (7)(C)
(b) (7)(C)

ATF8-001-001-00014488
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(b) (7)(C)

(0) (7)(C)

955678
785115-10-0004

Multiple fireams purchases by suspected firearms trafficke (b) (7)(C)
20091119

Open
OTHER (NON-EXPLOSIVE/FIRE)

955678
Multiple fireams purchases by suspected firearms trafﬁcker (7)(0)
20091119

SUMMARY OF EVENT: Firearms Purchases: On November 9, 2009, Bureau of AIcohoI Tobacco
Firearms and Explosives (ATF) Special Agent (SA) ) (P.L.1 1 1-117),

(b) (3) (P.L. 111-117), (b) (7)(C)

ATF8-001-001-00014489



l(b) (3) (P.L. 111-117), (b) (7)(C)

(b) (3) (P.L. 111-117), (b) (7)(C)

(b) (3) (P.L. 111-117), (b) (7)(C)
will continue. ATTACHMENTS[{e) () (s W I By B e ')

(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)
(b) (3) (P.L. 111-117)

ATF8-001-001-00014490
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busisiess.  This commaunication may centain wformation that is Law Enforcement \wnu"- For Official Lse Ouly, and/or Controlied

/\nn-pig[s,’)() it may he statutorily or atfiers ise pr afiihited from being rel

" ictre apmm el Any

WELW, LSE, OF

s any forim oulside of ATE or the Depart ,71:/,,:‘ of Justice without express

dissenunaiion d' Ui s e-miaii messave and an v atiacl

authorization is strictly prohibited,

!u'l leis) iy

R K% Nk

NOTICE: This e-maii message and any attached fiies are intended soieiy for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached ﬁle(s)

in anv form gutside of the Rureau of I\lrnhnl Tobaceco, Firearms & Exnlosives or the Denartment of lustice
" u.l, 1EE VWA AL ISL =L ] ' LR =L =4 ) .ll‘“h’\r.v‘l'&‘ A Al ‘II“ u‘vul‘ ~ L .

without express authorization is strictly prohlblted.

o (d) (7)(C)
Sent: Wednesday, April 20,

(b) () |
2011 4:
To- (7)((:) (OIG)mStmnett Melanie S.

Sub]ect. RE. NFORCE questlons
(b) here. Perhaps I can clanify the NForce guestion.

You provided us with an NFORCE extract {See atiached “F&F Event Reports Extract from NFORCE as of
200103 17 i does not appear that the RO numibers aie mciuded i the extract. 1 ibe ROI numbers are
included in the NFORCE extract. could vou please let us know bow we might identify particular ROIs {ofte
one report will reference ancther and it would be helptul to Emd the referenced report}. Could you please
also provide ns with an more recent NFORCE extract? (1 gather from the title that the above NFORCE

gxtract was ran on 3/1/2010H)

We waould also fike all of the ROIs for F&F o electronic format (see attached “ROT 4867 as an example). It
may be important for us to identify the author as well as the au;}m»mu su;mvma:-r for particular ROfs. Please
tet us koow it vou have them i electronic format (and whether they bave been OCURd, mndexed, or otherwise
lnaded into a Concordance-like database).

Thanks,

(b) (7)(C)

From: Stinnett Melanie S. {{JXEAI

To: 0IG)
Cc (ATF)
Sent: Wed Apr 20 15:18:33 2011
Subject: NFORCE questions

(b) (7)(C)

Wh%i (7)(C) is on leave, he has been reading his e-mails. Here is his respense {though he does

gualify it with the statement that he is not an NForce gury. Alse, he is not sure exactly what you are looking at,

ATF8-001-001-00014491
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actual NForce or copied forms/data). So here goes:

NForce, which contains a wide variety of data that be useful, contains an “"evenis” folder for each investigation, which is
basically a listing of reported investigative events, such as "Surveillance of John Doe on 04/20/11." If you "select" the
event from the list, then double click on the big yellow field below the event summary (synopsis caption in repoit), the
repoii narrative (whether a draft or finai version nas been piepared) will open up for reading or printing. in this format,
the assigned "ROI number"” does NOT appear, even if finalized. To see a Report of Investigation (RQI) in final form, you
miust access Forms Expiorer {on top line tocl bar) within the specific case, which wili dispiay an outiine of aili forms
created by type in folders, including ROIs. When you expand the ROI folder, this list will display all finalized ROis,
inciuding the RO number, synopsis capiion (iike mentioned above), who created the form and when it was finalized.
Printing from this section takes a little bit longer since it includes the form package and the narrative, but it's best
because it's a “final form" document with the ROI number included. Note that review/approval signatures and dates are

nat insloasad in A Arnna
TIUL ienaaou i 1N Uivo,

Hopefully this helﬁs. if not, please advise andRER will get the necessary answers for ask an NForce manager to

assist. Also, aid to feel free to call him anytime this week. His cell number i{{$)KECAI(®I Il (assuming he has a

cell signal).

Melanie

Ze(b) (7)(C) EeEnE(b) (7)(C)

Sent: Wednesday, April 20, 2011 11:16 AM

To: Stinnett, Melanie S.

Subject: RE: potential field activities when you visit Phoenix

MNext week will be ok.

Thanks,
(b) (7)(C)

From: Stinnett, Melanie S. [mailto[{KI(®)

Sent: Wednesday, April 20, 2011 11:14 AM

Subject: Kt: potentiai fieid activities when you visit Phoenix

Not a proiders. Thanks for lethng me know. Also, | think (b) (7)(C) who you mat last week, would ba tha
person who can answer the guastions vou had on NFORCE, However, he is out this week on leave,  if he contacts

you early next week is that sufficiant, or do you need me to find someons sise?

From { XIS 0:6) [mailt mm_
Sent: Wednesday, April 20, 2011 11:1

- i

Tae Chinmmard: Mal C
1V OLUITIHITLL, IMICialic o.

Subject: RE: potential field activities when you visit Phoenix
Meianie,

it would ba next wesk before we coultd confirm the achivities,

From: Stinnett, Melanie S. [ma|lto ) (7)( )
Sent: Tuesday, April 19, 2011 4:57 FM
To:mmh

ATF8-001-001-00014492



Employee 3

(b) (7)(C)

| wanted to suggest some activities that might be useful for you when you make your visits to the Phoenix Field
Division. ATF is willing to arrange the activities below if vou are interested:

LIINTA Dol ~
niviIA priciing

Helicopter ride along the border {with CBP). The ride will be along the western part of the Southwest

Border between the US and Mexico and will include the area over Nogales and the Tohono O’dham Indian
Reservation

Visit to a local gun show, with an ATF agent escorting you through the gun show.
Visit to a major federal firearms licensee (not related to the Fast and Furious investigation)

ou are interested in any or all of the above so that we can coordinate. We will need notice of at
ore you pian to visit the field

Atvieimm
Uivisiorn.

Melanie

ATF8-001-001-00014493
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From:{XEAI(®)

Sent: Wednesday. April 20, 2011 10:30 PM
L) (HC) |

Subject: Fw: NFORCE questions
Attachments: ROl 486.pdf; F&F Event Reports Extract from NFORCE as of 201103 _1.docx

Fyi

Division Chief Firearms Operations Division
202-648 sE(b) (7)(C)

NN ok vk ok ok

NOTICE: This e-mail message and anv attached files are intended solely for the use of the addressee(s)
named above in connection with official business. This communication may contain Sensitive But
Unciassified information that may be statutoriiy or otherwise prohibited from being reieased without
appropriate approvai. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of AIcohoI Tobacco, Firearms & Explosives or the Department of Justice

OIG)

PIG) _ Stinnett, Melanie S.

: 0IG)
Sent: Wed Apr 20 16:06:10 2011
Subject: RE: NFORCE questions

( ) (7)(C) Yerhaps 1 can clanify the NForce guestion.

You provided us with an NFORCE exiract (See attached “F&F BEvent Reports Extract fromn NFO as of
201103 17} It does not spgba. that the ROI numbers are included in the extract. 1f the ROl nuw 1b rs ar

inchuded in the NFORCE exiract. could vou nleacse let ne know how we micht identifv narticular ROIc \iinr‘.
L L €XIract, could vou pleasge let us Xxnow how W mignt 1ideniily particniar RUMs {oren

ORCE

one report will reference ancther and it would be helptul to find the referenced report). Could vou p;ez::n.
also provide us with an more recent NFORCE extract? {1 gather from the title that the above NFORCE

LI Y

R T T T T e T N I}
CALLAUL WUd U LHL 0/ /0Lt

We would also like all of the ROIs for F&F in electronic tormat (see attached “ROL1 4867 as an example). It
may be important for us to dentity the author as well as the approving supervisor for particular ROts. Please
fet us know if vou have them in electronic format (and whether they have been OCR’d, indexed, or otherwise
loaded into a Concordance-like database).

Fhanks,

ATF8-001-001-00014494
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From: Stinnett, Melanie S. (b) (7)(C)
L3 (0) (7)(C) OIG)
[0 g(b) (7)(C) ATF)
Sent: Wed Apr 20 15:18:33 2011
Subject: NFORCE questions

leff:

Whii (7)(0) s on leave, he has been reading his e-mails. Here is his response {though he does

qualify it with the statement that he is not an NForce guru. Also, he is not sure exactly what you are looking at,
actual NForce or copied forms/data). So here goes:

NForce, which contains a wide variety of data that be useful, contains an "events” folder for each investigation, which is
basically a listing of reported investigative events, such as "Surveillance of John Doe on 04/20/11." If you "select” the
event from the list, then double click on the bia vellow field below the event summary (synopsis caption in report), the
report narrative (whether a draft or final version has been prepared) will open up for reading or printing. In this format,
the assigned "ROI number” does NOT appear, even if finalized. To see a Report of investigation (RO} in final form, you
must access Forms Explorer (on top line tool bar) within the specific case, which will display an outline of all forms
created by type in folders, including ROIs. When you expand the ROI foider, this list will display all finalized ROls,
inciuding the ROI number, synopsis caption (like mentioned above), who created the form and when it was finalized.
Printing from this section takes a little bit longer since it includes the form package and the narrative, but it's best
because it's a "final form”™ document with the ROI number inciuded. Note that review/approval signatures and dates are
not included in NForce.

Hopefully this helps. If not, please advise and (7)) vill get the necessary answers for ask an NForce manager to
assist. Aisomaid to feel free to call him anytime this week. His cell number is{{QXEAI(®)] assuming he has a
cell signal).

Melanie

From:MOm) [mailto{{)NEAI(®))
Sent: Wednesday, April 20, 2011 11:16 AM

To: Stinnett, Melanie S.
Subject: RE: potential field activities when you visit Phoenix

Mext week wili be ok,

From: Stinnett, Melanie S. [mailto{{JK
il 20, 2011 11:14 AM

Seni: I
To OIG)

Subject: RE: potential field activities when you visit Phoenix

Not a profdem. Thanks for lsthing me know. Also, | thin 8(b) (7)(C) vho vou mat last week, would be the

person who can answer the guastions vou had on NFORCE, However, he is out this week on lsave.  if he contacts

anr o~ Fem o oo e s e >

Camey boy snamned savnals io damd oy ol almaad A A cimes manAd can b S . o omisa P
PO T Y PITAL VWUTN i LITaL OUWTHIGIT L, OF L Yol TITTG 11T L0 11 S idon i <o

) (N(C)  ISOYEE(b) (7)(C)

Sent: Wednesday, April 20, 2011 11:12 AM

To: Stinnett, Melanie S.

Subject: RE: potential field activities when you visit Phoenix

ATF8-001-001-00014495
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4376
dMelanie,

e would be next weak before we could confirm the ackiv

RS,

From: Stinnett, Melanie S. [mailto:(JXCAI(®;

Sent: T April 19, 2011 4:57 PM '
To @) 7)C)  @eNb) (7)(C) [©e)
Cc: Hoover, William J. (ATF); [()XE€A(®)! (A

Subject: potential field activities when you visit Phoenix
(b) (7)(C)

| wanted to suggest some activities that might be useful for you when you make your visits to the Phoenix Fieid
Division. ATF is willing to arrange the activities below if you are interested:

HIDTA Briefing
Helicopter ride along the border (with CBP). The ride will be along the western part of the Southwest

Border between the US and Mexico and will inciude the area over Nogaies and the Tohono O'dham indian
Reservation

Visit to a local gun show, with an ATF agent escorting you through the gun show.

Visit to a major federal firearms licensee (not related to the Fast and Furious investigation)

Let me know if you are interested in any or all of the above so that we can coordinate. We will need notice of at
least a week hefore you plan to visit the field division.

you P2ial cil Ut

ivielanie

ATF8-001-001-00014496
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R(b) (7)(C) @tey(b) (7)(C)
Sent: Wednesday, April 20, 2011 3:48 PM
TO‘W

CC: Stinnett, Melanie S.; Holgate, Rick; (7)(C) Serres, Greg
Subject: RE: ATF input

Will de.

P have an interview in the marning, but it should be over by about 12:30 or 100, Vil give you a cail then and let you
know 'm on my way {+/- 20 minutes travel time),

Thanks,

D) ()C) e (b) (7)(C)

Sent: Wednesday, April 20, 2011 3:45 PM

R(b) (7)C) 189

Cc: Stinnett, Melanie S. (ATF); Holgate, Rick (ATF) (JXA(®)] ATF); Serres,
Greg (ATF)

Cuhiact: DFE: ATF in it

M L an

(

b) (7)(C)

Come see me. My office is 6N553. My cell is (NI

See vou tomorrow.

(b) (7)(C)

(b) (7)(C)
A TSMD

ATF, ITSML
202-648

----- QOriginal Mecssage-----

From: EEE-)IG) peann (o) (7)(C)

Sent: Wednesday, April 20, 2011 02:36 PM Eastern Standard Time

To:
Stinnett. Melanie S.: Holgate. 3% (b) (7)(C) Serres, Greg

Cc:
Subject: RE: ATF input

That’s good news.

It"’s no problem for me to pick up the drive tomorrow afternoon. If you give me a room number and a good time to come over, I'll see
you then.

Thanks,

ATF8-001-001-00015014
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©) (7)(C) ovee

From{{QNU Erenes(b) (7)(C)

Senl:Weneav. April 20,2011 11:44 AM

el (b) (7)(C) 9}

Cc: Stinnett, Melanie S. (ATF): Holgate, Rick (ATF) (b) (7)(0) . (ATF): Serres, Greg
(ATF)

Subiect: ATF input

ATF will have our initial input in response to the OIG letter of 8 April 2011, “Request for E-mail Communications Related to an
Office of the Inspector General Review of Certain Firearms Trafficking Investigations™ ready for delivery tomorrow morning.

I estimate that this initial response will have in excess of 80% of the data requested. We have pulled PSTs fromeach users !oca!
machines and network shares and are also working in the data center to restore from backup tapes. all available emails going back to
October 2009. The collection of the PSTs is over 95% complete, and we are working diligently on the tape restores w h.c take more
time and are over 85% complete for the past year and about 60% complete back to Oc lober 2009. We will of course provide the
remaining r"am once the restores are conlple'.ed n‘zpn.ro‘..n.z...! 2 weeks, Regretfully, as we go farther back in time, we get to older

Logistically. we are putting this data onto an external encrypted hard drive. This drive has a USB token attached to it that contains the
encryption master key. During transport. we will remove the key and convey it separately. Would you like me to have the drive
delivered to you, of would you prefer to have somcone cone to ATF and pick it up?

(b) (7)(C)

Deputy Chief

IT Systems Managemeni Division
Office of Science and Technology

Bureau of Alcohiol, Tobacco, Firearms & Explosives

ATF8-001-001-00015015
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202-648 (office)

(b) (7)(C)e=

seofestetoksiok

NOTICE: This e-mail message and any attached files are infended solely for the use of the addressee(s) named above in connection
with official business. This communication may contain Sensitive But Unclassified information that may be statutorily or otherwise
prohibited from being released without appropriate approval. Any review, use. or dissemination of this e-mail message and any
attached file(s) in any form outside of the Burecau of Alcohol, Tobacco, Fircarms & Explosives or the Department of Justice without
express authorization is strictly prohibited.

How am I doing? We'd appreciate your feedback. Please send an email to ISD_Support with comments or suggestions.

(b) (7)(C)
ATF, ITSMD

202-648

ATF8-001-001-00015016
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Subject: RE: ATF input

See you tomorrow.

TAXKKAX

NOTICE: This e-mail message and any
use of Lhe addressee(s) named above
communication may contalin Sensitive
statutorily or otherwise prohibited

attached file(s) in any form outside of the Bureau of Alcohol,
, Explosives or the Department of Justice without express authorization

,,,,, O[* JE
From
Sent Wednesday, April 20, 2011 02:36

lb) (7)C)

Cc: Stinnett, Melanie S.; Holgate, Rick; (b) (7)((:)

(b) (7)(C) Serres, Greg

Subject: RE: ATF input

That’s good news.

Thanks,

(b) (7)(C)

3:44:55

connectlon with official

(016) [mailto {{NCA®I)

PM Eastern Standard

give m

a room number and a good Lime Lo come

4383

for the
buslness.

This

from being released without appropriate
approval. Any review, use, or dissemination any
Firearms

[l

ATF8-001-001-00015017
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e (D) (7)(C)
Sent: Wednesday,
To:
Cc: innett, Me
(b) (7)(C)

Subject: ATF input

EEESERE D) (71)(C)

April 20, 2011 11:44 AM

(0IG)
Serres, Greg (ATF

anie S.

(b) (7)(C)

ATF will have cur initial input in response to the OIG letter of 8 April 2011,
“Request for E-mail Communications Related to an Oifice of the Inspector General
Review of Certain Firearms Trafficking Investigations” ready for delivery

tomorrow morning.

I estimate that this initial response will have in excess of 80% of the data
requested. We have pulled PSTs from each users local machines and network shares
and are also working in the data center to restore from backup tapes, all
available emails going back to October 2009. The collection of the PSTs 1s over
95% complete, and we are working diligently on the tape restores which take more
time and are over 85% complete for the past year and about 60% complete back to
October 2009. We will of course provide the remaining data once the restores are
completed in approximately 2 weeks. Regretfully, as we go farther back in time,
we get to older tapes running on older equipment that just takes longer to
complete.

Logistically, we are putting this data onto an external encrypted hard drive.
This drive has a USB token attached to it that contains the encryption master
key. During transport, we will remove the key and convey it separately. Would
you like me to have the drive delivered to you, of would you prefer to have
someone come tc ATF and pick it up?

Thank you.

(b) (7)(C)

(b) (7)(C)

IT Systems Management Division

Office of Science and Technology

ATF8-001-001-00015018
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Bureau of Alcchol, Tobacco, Firearms & Explosives
Room 6N553
99 New York Ave, NE

Washington, DC 20226
202648 R0 (cffice)

(b) (7)(C) C==8

x ok wk ok ok ok

NOTICE: This e-mail message and any attached files are intended solely for the
use of the addressee(s) named above in connection with official business. This
communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate
approval. Any review, use, or dissemination of this e-mail message and any
attached file(s) in any form outside cof the Bureau of Alcohol, Tobacco, Firearms
& Explosives or the Department of Justice without express authorization is
strictly prohibited.

How am I doing? We'd appreciate your feedback. Please send an email to
ISD_Support with comments or suggestions.

(b) (7)(C)

ATE, ITSMD

202—648-@

ATF8-001-001-00015019
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T (b) (7)(C) @red(b) (7)(C)
Sent: Wednesday, April 20, 2011 2:33 PM
Tomm“

CC: Stinnett, Melanie S.; Holgate, Rick; (b) (7)(C) Serres, Greg
Subject: RE: ATF input

That's good news,

tt's no prohiem for me to pick up the drive tomarrow afternonn. i vou give me a room number and a good tima to
come over, Pl see you than.

Thanks,

From :[mailtow

Sent: Wednesday, April 20, 2011
Tc ‘0IG)

Cc: Stinnett, Melanie S. (ATF); Holgate, Rick (ATF); [(YXEA(®)) ATF); Serres,
Greg (ATF)

Cuhiact: ATF innut

Subject: ATF input

(b) (7)(C)

ATF will have our initial input in response to the OIG letter of 8 April 2011. “Request for E-mail Communications Related to an
Office of the Inspector General Review of Certain Firearms Trafficking Investigations™ ready for delivery tomorrow morning,

[ estimate that this initial response will have in excess of 80% of the data requested. We have pulled PSTs from each users local
machines and network shares and are also working in the data center to restore from backup tapes. all available emails going back to
October 2009. The collection of the PSTs is over 95% complete, and we are working diligently on the tape restores which take more
time and are over 83% compiete for the past year and about 60% compiete back to October 2009, We will of course provide the
remaining data once the restores are completed in approximately 2 weeks. Regretfully, as we go farther back in time, we get to older
tapes running on oider equipment that just takes ionger to compiete.

Logistically, we are putting this data onto an external encrypted hard drive. This drive has a USB token attached to it that contains the
encryption master key. During transport, we will remove the kev and convey it separately. Would you like me to have the drive
delivered to you, of would you prefer to have someone come to ATF and pick it up?

Thank you.

ATF8-001-001-00015021
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Deputy Chief

IT Systems Management Division

Office of Science and Technology

Bureau of Alcohol, Tobacco, Fircarms & Explosives
Room 6N553

99 New York Ave, NE

Washington, DC 20226

202-643 QR ffice)
(b) (7)(C) €=

e

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s) named above in connection

with official bixiness. This commumication mav contain Sensitive But Unclassified information that mav be statitorily or otherwise

vvalal ULNCIar UUSIN0LS. 1105 CONNIRBRLAUUI Ay CULRAI SUIDIUVE DU ULLIASSIUICU HIRUIIAUUN WAl 1Ay UL SwWaiaUiiny U QUi ist

prohibited from being released without appropriate approval. Any review, use, or dissemination of this e-mail message and any
attached file(c) in anv form outcide of the Rurean of Alcohol Tobacco. Firearnk & Ewnlagiveg or the Denartment of Tustice witho

QUAVAICL LA aas Qay AULA ULoaUe Ul Wie 2laLau Ul FUlULUL, AUUVAWLU, D ALGEINS (X DAAUSIVOS UL U UL PQILIIR IR UL JUSULT SV AU out

express authorization is strictly prohibited.

How am I doing? We'd appreciate your feedback. Please send an enil to ISD_Support with comments or suggestions.

(b) (7)(C)
ATF, ITSMD

2()2-648W
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From:(b)(?)«:

Sent: Wednes ril 20, 2011 11:43:53 AM
innett, Melanie S.; Holgate, Rick;(b)(7)«:)
(b) (N©) ]

7
, Serres, Greg

Subject: ATF input

(b) (7)(C)

ATEF will have ocur initial iInput in response to the OILG letter of 8§ April 2011,
“Request for E-mail Comnmunications Related to an Office of the Inspec G
Review of Certain Firearms Trafficking Investigations” ready for delivery

tomorrow morning.

I estimate that this initial response will have in excess of 80% of the data
requested. We have pulled PSTs from each users local machines and network shares
and are also working in the data center to restore from backup tapes, all
available emails going back to October 2009. The collection of the PSTs is over
95% complete, and we are working diligently on the tape restores which take more
time and are over 85% complete for the past year and about 60% complete back to
October 2009. We will of course provide the remaining data once the restores are
completed in approximately 2 weeks. Regretfully, as we go farther back in Lime,
we get to older tapes running on older equipment that just takes longer to
complete.

Logistically, we are putting this data onto an external encrypted hard drive.
This drive has a USB token attached to it that contains the encryption master
key. During transport, we will remove the key and convey it separately. Would
you like me to have the drive delivered to you, of would you prefer to have
someone come to ATF and pick it up?

Thank you.

(b) (7)(C)

(b) (7)(C)

Deputy Chief
IT Systems Management DIvision
Office of Science and Technology

Bureau of Alcochol, Tobacco, Firearms & Explosives
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Room 6N553
99 New York Ave, NE

Washington, DC 20226

202645 (R (ccrice)
(b) (7)(C) e

EE i

NOTICE: This e-mail message and any attached files are intended solely for the

use of the addressee(s) named above in connectlon with official business. This
communication may contain Sensitive But Unclassified information that may be
statutorily or otherwise prohibited from being released without appropriate

approval. Any review, use, or dissemination of this e-mail message and any
attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms
& Explosives or the Department of Justice without express authorization is
strictly prohibited.

KAXKKKARK

NOTICE: This e-mail message and any attached flles are intended solely for the
use of the addressee(s) named above in connection with official business. This
communication may contalin Sensitive But Unclassiflied information that may be
statutorily or otherwise prohibited from being released without appropriate
approval. Any review, use, or dissemination of this e-mail message and any
attached file(s) in any form outside of the Bureau of Alcohol, Tobacco, Firearms
& Explosives or the Department of Justice without express authorization is
strictly prohibited.

How am I doing? We'd appreciate your feedback. Please send an email to
ISD_Support with comments or suggestions.

(b) (7)(C)

ATF, LTSMD

202—648-@
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1. Documents and communications relating to the genesis of Project Gunrunner
and Operation Fast and Furious, and any memoranda or reports involving any
changes to either program at or near the time of the release of the Department of
Justice (DOJ) Office of the Inspector General report about Project Gunrunner in
November 2010.

2. Documents and communications relating to complaints or objections by ATF
agents about: (I) encouraging, sanctioning, or otherwise allowing FELs to sell
firearms to known or suspected straw buyers, (2) failure to maintain surveillance
on known or suspected straw buyers, (3) failure to maintain operational control
over weapons purchased by known or suspected straw buyers, or (4) letting known
or suspected straw buyers with American guns enter Mexico.
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PRESERVATION DIRECTIVE FOR RECORDS
RELATED TO ATF OPERATION FAST AND FURIOUS

This is in reference to the Office of the Inspector General’s review of ATF’s firearms trafficking
investigation known as Operation Fast and Furious. The requirements of this preservation directive
are in addition to the requirements of Assistant Director Stinnett’s request for documents and
information.

Pursuant to ATF Order 1340.4, please identify and preserve any relevant documents and
materials within your custody which may be relevant to this matter. Relevant documents and

materials include all records and evidence, including electronic files and email, relating in any
way to Operation Fast and Furious. This requires a search of relevant documents and materials
under your control and/or maintained by the Phoenix Field Division or ATF Headquarters that may
include, but are not limited to, the following: Reports, any formal and informal documents (e.g.,
memoranda, hand written notes), correspondence, telephone log entries, e-mail, word processing
documents, internet usage files, systems manuals, and network access information. In addition,
please identify and preserve all property (i.e., firearms and ammunition) in ATF custody relating to
the firearms trafficking investigation.

Please note that relevant documents and materials may include not only hard-copy documents, but
all electronically-stored information (“ESI”) created, received, and/or maintained by ATF on
computer systems and elsewhere. Sources of information may include hard-copy files, computer
hard drives, removable media (e.g. CDs, DVDs), laptop computers, PDAs, BlackBerry devices,
telephones and pagers. All ESI should be preserved in its originally-created or “native” format.
Please keep in mind that this is not an exhaustive list of date types or sources.

At this time, please —

¢ Identify and preserve all documents and materials which may be relevant to Operation
Fast and Furious. The relevant time period would begin October 1, 2009 until the
present.

If you have any documents or materials that fall within this directive, please place the hard copies in
a separate file marked “PRESERVATION OF DOCUMENTS FOR OPERATION FAST AND
FURIOUS.” Retain the file in a place where you can readily locate it upon request. E-mails should
be retained in a PRESERVATION folder on Outlook, and Word and other documents in electronic
format (e.g., PowerPoint, Excel, Adobe Acrobat) should be identified and moved to a separate
PRESERVATION folder in your personal library.

e Assign a point of contact (POC) from the following in order to coordinate the
preservation of relevant documents and materials:
o Phoenix Field Division
o Office of the Director
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Office of Field Operations

Office of Enforcement Programs and Services

Office of Public and Governmental Affairs

Office of Strategic Intelligence and Information

Office of Professional Responsibility and Security Operations
Office of Management

Office of Science and Technology

Office of Professional Responsibility and Security Operations
Office of Chief Counsel

Office of Training and Professional Development

c o 0 0 0o 0O 0O O O O

Please provide the POC’s name to Assistant Director Melanie Stinnett by COB
on Friday April 1, 2011.

The POC is to ensure that all persons who may have information or a need to know about this
directive are appropriately notified and instructed on their responsibility in a timely fashion. Also,
the POC has the responsibility to notify Assistant Director Stinnett if (1) any additional ESI related
to this investigation is discovered; (2) personnel involved in this directive are leaving the division,
office, directorate or ATF; (3) the division, office or directorate will perform imminent data
destruction; (4) the directorate will replace or discard equipment preserving ESI in this matter.

Of particular importance will be ensuring that no ESI is erased through routine destruction. If any
ESI relating to Operation Fast and Furious has been purged as a result of routine destruction (i.e.,
the aging process, separation from employment, etc) please, to the extent possible, find the dates of
such purge and the information which would have been subject to destruction.

Please note that the failure to comply with this directive and/or the failure to maintain records,
documents and information could negatively impact the Bureau, therefore please err on the side of
retaining documents and information. Employees who fail to comply with their duties as outlined
above will be subject to disciplinary action up to and including removal. Please note that this
directive is in effect until you are notified that the hold has been terminated.

Thank you for your attention to this matter. If you have any questions concerning this directive,
please contact Assistant Director Melanie Stinnett.
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PRESERVATION DIRECTIVE FOR RECORDS
RELATED TO ATF OPERATION FAST AND FURIOUS

This is in reference to the Office of the Inspector General’s review of ATF’s firearms trafficking
investigation known as Operation Fast and Furious. The requirements of this preservation directive
are in addition to the requirements of Assistant Director Stinnett’s request for documents and
information.

Pursuant to ATF Order 1340.4, please identify and preserve any relevant documents and
materials within your custody which may be relevant to this matter. Relevant documents and

materials include all records and evidence, including electronic files and email, relating in any
way to Operation Fast and Furious. This requires a search of relevant documents and materials
under your control and/or maintained by the Phoenix Field Division or ATF Headquarters that may
include, but are not limited to, the following: Reports, any formal and informal documents (e.g.,
memoranda, hand written notes), correspondence, telephone log entries, e-mail, word processing
documents, internet usage files, systems manuals, and network access information. In addition,
please identify and preserve all property (i.e., firearms and ammunition) in ATF custody relating to
the firearms trafficking investigation.

Please note that relevant documents and materials may include not only hard-copy documents, but
all electronically-stored information (“ESI”) created, received, and/or maintained by ATF on
computer systems and elsewhere. Sources of information may include hard-copy files, computer
hard drives, removable media (e.g. CDs, DVDs), laptop computers, PDAs, BlackBerry devices,
telephones and pagers. All ESI should be preserved in its originally-created or “native” format.
Please keep in mind that this is not an exhaustive list of date types or sources.

At this time, please —

¢ Identify and preserve all documents and materials which may be relevant to Operation
Fast and Furious. The relevant time period would begin October 1, 2009 until the
present.

If you have any documents or materials that fall within this directive, please place the hard copies in
a separate file marked “PRESERVATION OF DOCUMENTS FOR OPERATION FAST AND
FURIOUS.” Retain the file in a place where you can readily locate it upon request. E-mails should
be retained in a PRESERVATION folder on Outlook, and Word and other documents in electronic
format (e.g., PowerPoint, Excel, Adobe Acrobat) should be identified and moved to a separate
PRESERVATION folder in your personal library.

e Assign a point of contact (POC) from the following in order to coordinate the
preservation of relevant documents and materials:
o Phoenix Field Division
o Office of the Director
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Office of Field Operations

Office of Enforcement Programs and Services

Office of Public and Governmental Affairs

Office of Strategic Intelligence and Information

Office of Professional Responsibility and Security Operations
Office of Management

Office of Science and Technology

Office of Professional Responsibility and Security Operations
Office of Chief Counsel

Office of Training and Professional Development

c o 0 0 0o 0O 0O O O O

Please provide the POC’s name to Assistant Director Melanie Stinnett by COB
on Friday April 1, 2011.

The POC is to ensure that all persons who may have information or a need to know about this
directive are appropriately notified and instructed on their responsibility in a timely fashion. Also,
the POC has the responsibility to notify Assistant Director Stinnett if (1) any additional ESI related
to this investigation is discovered; (2) personnel involved in this directive are leaving the division,
office, directorate or ATF; (3) the division, office or directorate will perform imminent data
destruction; (4) the directorate will replace or discard equipment preserving ESI in this matter.

Of particular importance will be ensuring that no ESI is erased through routine destruction. If any
ESI relating to Operation Fast and Furious has been purged as a result of routine destruction (i.e.,
the aging process, separation from employment, etc) please, to the extent possible, find the dates of
such purge and the information which would have been subject to destruction.

Please note that the failure to comply with this directive and/or the failure to maintain records,
documents and information could negatively impact the Bureau, therefore please err on the side of
retaining documents and information. Employees who fail to comply with their duties as outlined
above will be subject to disciplinary action up to and including removal. Please note that this
directive is in effect until you are notified that the hold has been terminated.

Thank you for your attention to this matter. If you have any questions concerning this directive,
please contact Assistant Director Melanie Stinnett.
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1. Documents and communications relating to the genesis of Project Gunrunner
and Operation Fast and Furious, and any memoranda or reports involving any
changes to either program at or near the time of the release of the Department of
Justice (DOJ) Office of the Inspector General report about Project Gunrunner in
November 2010.

2. Documents and communications relating to complaints or objections by ATF
agents about: (I) encouraging, sanctioning, or otherwise allowing FELs to sell
firearms to known or suspected straw buyers, (2) failure to maintain surveillance
on known or suspected straw buyers, (3) failure to maintain operational control
over weapons purchased by known or suspected straw buyers, or (4) letting known
or suspected straw buyers with American guns enter Mexico.
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From: Needles, James R.

Senj- Lroday i 22 AM

To

Subject: FW: 785115-10-0020 Isaias Fernandez

FYi

22T T

NOTICE: This e-mail message and anv attached &les are intended solelv for the Al tlan mddunccnn <\
NOTICE: This e-imail ineéss5age aind aiiy atiacned fies are intenaed soiely 1oi the use of tne aaai caacc \S)

named above in connection with official business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
appropriate approval. Any review, use, or dissemination of this e-mail message and any attached file(s)
in any form outside of the Bureau of Alcohol, Tobacco, Firearms & Explosives or the Department of Justice
without express authorization is strictly prohibited.

Sent: Thursday, March 31, 2011 2:01 PM

To: Needles, James R.
Subject: FW: 785115-10-0020 Isaias Fernandez

kb % kK ok

NOTICE: This e-mail message and any attached files are intended solely for the use of the addressee(s)
named above in connection with officiai business. This communication may contain Sensitive But
Unclassified information that may be statutorily or otherwise prohibited from being released without
approprlate approval. Any review, use, or dissemination of this e-mail message and any attached flle(s)

1 v Anteida aftha Diivanin af Alrahal Tahacsa Civ e Q. Cunlacivae Aartha Nanavimant ~Af Liick
lll ally VI VMiwIvC v ‘llc wuICcau v Hlbvl'vl' Ivwvasww, 1 ll Cul llla o hl\"'v;lvca v ‘llc ucr’al LITICIIL VI JuoLw l

without express authorization is strictly prohibited.

ﬂ)

Sept: 24,2010 2:13 PM
To
Subject: RE: 785115-10-0020 Isaias Fernandez

(b) (7)(C)

| too believe this to be a great case with a tremendous amount of potential. Although we have discussed much of
this, | wanted to take the time to ensure that it was all addressed.

| apologize for the NFORCE issues. Unfortunately, | allowed the quick pace at which the investigation took off,
compiled with the hurdles of often having GRIT members utlllzmg my station, to Ieave me playing catch-up. Again,
my apologies and trust that | will do all thg
direct contact has been made between DP
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“an AUSA won't be able to approve of letting firearms "walk™ in furtherance of
your investigation without first briefing the US Attorney and Criminal Chief.”

I aiﬁr‘eciate your help and guidance on this,

(b) (7)(C) Special Agent / ATF - Phoenix Group VI

3010 N 2nd ST, Suite #301
Phoenix, AZ 85012
ax: (602) 605-6500/ C

Sent: We!nes!aii Mai 19, 2010 3:47 PM

First let me say that this is great case and worthy of your investigative efforts. However, at your

aarlicct ~Anuan: \AZ ad tn enasalk ranardina thie In raviawina tha ~raca in Nl_LEArca thara ara
CAalncol vuilivel "cl '\.’G VVU I'GG\J w OPGCAI\ Icualull M ll "0 \.:GIOG III 1evicyvin Is ll IC LAQOT HTINTT VILOC Ui adilre

several concerns | have. Additionally, | note that there are several well written reports that have not
been generated. Piease generate, print, sign, and turn into me these reports ASAP. Aiso i note there
is a audio recording that was made, yet under “Property in ATF Custody” there is nothing listed. Which
brings up the “Electronic Surveillance” issue. Please see the below cut-n-pasted order regarding
approvai/notification and entry of Electronic Surveiiiance.

ELECTRONIC SURVEILLANCE. The Electronic Surveillance folder keeps a record of each subject
monitored during an ATF investigation. This critical information is used not only for investigative
purposes, but also so that ATF can respond to Freedom of Information Act (FOIA) requests as

required by law. Multiple surveillance subjects can be entered into one Electronic Survelllance Event

1icin~ tha ralatinnchin ol fantiira  ldanmtifu tha nrimmans cirihinst AfF tha indarcant anAd thanm ~AlhAancna
Uiy LIS ITIQLIVIIDHIMY WAV 1ITAUIT. IVTIHIUTY LIS plinialy suvjcutL Srune i RTILCPL Al U IS LIIVUOT

additional subjects from the Persons folder to relate to the event as a person under surveillance.

~ Tha ATE nr\v\rr\unl au Jknrlh: Fr\r consenst nl Mnn“nn N ie Aalanatad +a tha raeanantiun /\ N
a. HiiIc /A arJ 1vUvdal auu ivi |k VI CULIoTHioual 1ivinwwvain Is 19 uUc Icsqlc\.‘ wurc ICQ'JC\.A T N\AAUIOO
The approval may be made verbally and remains in effect for the life of the investigation.

RAC/GS approvai of eiectronic surveiiiance must be noted in the Management Log and shouid
be entered by the supervisor.

b. Notification of consensuai monitoring shouid be made to the United States (U.S.) Attorney’s
Office for the Federal judicial district having jurisdiction over the investigation prior to monitoring
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any subject. The notification may be made verbally and remains in effect for the life of the
investigation.

C. Non-consensual monitoring shall be handled in accordance with ATF orders and Federal laws
governing such conduct. Non-consensual monitoring is also required to be reported in the
Electronic Surveillance folder.

d. The RAC/GS shall ensure that all electronic interceptions are entered into N-Force within 5

hiicinace dave An ROl ic alen rantiirad t0 dociument tha avaent in which thae alactranic
NV v UUJU- AL AN I v IVHHII NV AW VUM TN L B I N VRPTIL H FVT I O N v VI v

monitoring occurred. All tapes, disks, or other media used to monitor the surveillance shall be
entered as Electronic Intercept property into the Property in ATF Custody folder.

| appreciate your efforts on this case but we need to comply with the ATF Orders and Reguiations as weii.
ATF Orders; 3530.2 Electronic Surveillance, 3400.1B Property Taken into Bureau Custody, 3111.1 Use of
N-Force, and 3270.10C Law Enforcement Investigative Reports.

ATF8-001-001-00018589



Employee 3 o _ » 6692

Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE), Drug Enforcement
Administration (DEA), Internal Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496.

DlllLL ULIUULI 200,}‘ ATF and ihe oiher pdllllblb lisied above.frave been lllVL\lladllIlg a firearm
trafficking organization that is being funded by the Sinaloa drug trafficking organization (DTO),
a narcotics trafficking organization well known for vielent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mexico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of lhls organization is dddrcsslng violations of Federal Laws to include Firearms,

Narcotics. Monev Lannderine. and Cons
Narcotics, Viency Launderir 1g, and S

Agents believe that the Phoenix-based fircarm trafficking group is actively purchasing fircarms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
firearms are then being trafficked into Mexico using false compartments in various vehicles
through various international-Ports of Entry in Arizona and Texas.

b) (7)(E)

Through these
gatwu techniques agents have been able to identify a large numb“ of additional co-
nirators and ]15r|ml the I”(‘DJI activities of this firearms traffic km organization hv seizing

c
consp and disr 1e illegal ac es of this firearms trafficking organizatio zing
nurerous firearms and narcotics. To date, over lhlee hundred llreann.s and over fifty pounds of
marijuana have been recovered by agenis in addition io the numerous firearms and narcoiic
seizures in Mexico related to this investigation.

ATF8-001-001-00025033



Employee 3 o _ _ o 6693

U\’Ll lll(.« [)dbl \LVlel \VLL«KS dhblll\ lll LU[I'UIILI[UII Wllll Ul(.« lllVLbllhdllVL Pd[lllLI dll(l lll\, UIlllL«U
St‘][‘,g A([orngv Q ﬂfﬁm‘ (l TQAﬂ\ h,wn been nrenarine for the indictment of 42 individnalg in thig

On December 3™ SAC Newell and ASAC Needles met with USA Burke, Chief of Criminal
Cunningham and the lead AUSA for this case and discussed all these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization
has subsided significantly since early October of this year. This 1s due to several factors not the
least of which are the many proactive measures taken by the agents assigned to Phoenix Group
VII. It should also be noted that throughout the course of the investigation numerous seizures

worns made hu athar CStata 10,
yyuwiw 1 I v 1

and Fadaral law anfarpamant qnnnr-n‘u nt tho dirostinn
Hianaw II) ARARRANY . AN L vaivia G 1 AL

(e 1 “yy R R e S R RS A ll&\/ll\/ 5] “u i AR SR
Phoenix Group VII in order to ensure the seized firearms did not reach their intended destination
but also to ensure the leadership of this firearms trafficking organization was not “tipped off” to
the proactive measures taken while ihe larger conspiracy case was being prepared for the USAO.

e
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Lisi of Defendanis Referred io USAQ for Prosecuiion:

(b) (5), (b) (7)(C)
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Proposed Charges:
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

Case Background

The Phoenix Group VII Field Office is leading an investigation entitled “Operation Fast &
Furious™ in conjunction with Immigration and Customs Enforcement (ICE). Drug Enforcement
Administration (DEA), Internali Revenue Service (IRS) and the Phoenix Police Department
(PPD). This operation was approved as an OCDETF case by the Southwest Region as SW-AZP-
0496.

Since October 2009, ATF and the other partners listed above have been investigating a firearm
4 o~es o - 4t 1 s 1 o Iy 1 11 1 [ oM 1 1 4 oer o1 - 0t SN
irafficking organizaiion ihat is being {funded by ihe Sinaloa drug irafficking organizaiion (DTO),
a narcotics trafficking organization wcll known for violent criminal activity in Mexico. This
organization is also involved in trafficking fircarms to Mexico, and smuggling cocaine and
marijuana into southern Arizona to be distributed throughout the United States. The OCDETF
investigation of this organization is addressing violations of Federal Laws to include Firearms,
Narcotics, Money Laundering, and Conspiracy Laws.

Agents believe that the Phoenix-based firearm trafficking group is actively purchasing firearms
through “straw” purchasers using narcotics proceeds. From October 2009 to October 2010 agents
have documented that this organization spent approximately 1.25 million dollars in cash at
various Phoenix area Federal Firearms Licensees to acquire in excess of 1,900 firearms. The
fircarms are then being trafficked into Mexico using false compartments in various vehicles
through various international Ports of Entry in Arizona and Texas.

o)\ )E)

hrough these
investigative techniques agents have been able to identify a large number of additional co-
conspirators and disrupt the illegal activities of this firearms trafficking organization by seizing
numerous firearms and narcotics. To date, over three hundred firearms and over fifty pounds of

marijuana have been recovered by agents in addition to the numerous firearms and narcotic
seizures in Mexico relaied io ihis invesiigaiion.

Over the past several weeks agents, in conjunction with the investigative partners and the United
States Attorney’s Office (USAQ) have been preparing for the indictment of 42 individuals in this

investigation. (b) (5), (b) (7)(/—\)

(b) (5), (B) (7)(A)
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D) (5), (b) (7)(A

On December 3™ SAC Newell and ASAC Needles met with USA Burke, Chief of Criminal
Cunningham and icad the AUSA for this case and discussed all these matters.

It should be further noted that firearms purchasing and trafficking activity by this organization
has subsided significantly since early October of this year. This is due to several factors not the

least of which are proactive measures taken by the agents assigned to Phoenix Group VII.

T :coé¢ ~F
/AL UL

(b) (5), (b) (7)(C)

2
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Phoenix Group VII (OCDETF Strike Force/Gunrunner)
ATF Investigation 785115-10-0004
Operation: Fast & Furious, OCDETF No. SW-AZP-0496

(RPN PORRpiere o |

(S
ou ICIIICllla

On December 15/16, 2010, after the shooting death of U.S. Border Patrol Agent Brian Terry near
Rio Rico, Arizona (approx 25 miles north of Nogales) Southern Arizona law enforcement
officers/agents responded and conducted a search of the area. This search resulted in the arrest
of four individuals. One of them, Manuel Osorio Arellances DOB: 8-4-76, was shot in the
exchange of gunfire and is believed to be the individual who shot and killed Agent Terry but that

L VEAL fSAgl

has not bu,n confirmed. A fifth suspect is still believed to be at large

In addition and during the scarch of the arca two RomArm/Cugir, Model GP WASR 10,
7.62x39mm AK-47 rifles, serial numbers 1983AH3977 and 1971CZ3775 were recovered near
the scene of the shooting. An Urgent fircarms trace requested by ATF agents on-scene
determined that these firearms were in ATF’s National Tracing Center’s Suspect Gun Database
due to their association to an ATF led OCDETF investigation out the Phoenix OCDETF Strike

Force. This investioation, entitled “Fast and Furious”. due to the verv guick manner in which a

i vivw, A a115 aaay FULEGLIULL, Vil G L GBIV WD 4 MUY WU v L) YUaLA GGUauvI L yvaauaviaa @

complex firearms lmfhckmg organization acquired several hundred firearms was initiated in

October 2009 and is being conducted in conjunction with ICE/HSI, IRS, DEA and the Phoenix
Police Department.

(b (3) (P.L. 111-117), (b) (7)(C)

(b) (3) (P.L. 111-117), (b) (7)(C)
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2y ™. 1 .15 AT,  acchciad 1 ~ N TTQAAQ 141 1 : D1
On December 15, 2010, ATF agents, assisied vy ICE, the USMS and ithe Phoenix Police

Department located (XN ind subsequently interviewed and arrested him on charges
stemming from his falsifying ATF F 4473s by using a false address during his purchase of four
(4) fircarms on June 12. 2010. and another four (4) fircarms on Junc 15. 2010. During his

ANTN

y Interviewing the current residents of t

1S was confirme
verification via utility systems queries.

aqadaress

(b) (7)(C) as held overnight and ATF agents have prepared a Federal criminal complaint
for him based on violations of Federal firecarms laws specifically of Title 18, United State Code,

Sections 924(a)(1)(A).
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Phoenix Press Conference Key Messages and Talking Points:
(Some will be specific to Fast and Furious and some will address all the cases)

Key Messages:

Since the second GRIT initiative ended in August, 2009 the Phoenix Field Division has
continued to proactively address firearms trafficking to Mexico in support of ATF’s Project Gun
Runner

These investigations demonstrate the commitment on the part of ATF and its Federal, State,
Local, Tribal and International partners to address the criminal activity involved in the
trafficking of firearms to Mexico

These investigations address the key goals of ATF’s Southwest border firearms trafficking
strategy which are:

o Prevent violent crime
o Ensure the safety of the communities situated along the Southwest Border

o Disrupt and dismantle the firearms trafficking networks responsible for the
diversion of firearms from lawful commerce and into the hands of the Mexican
Drug Trafficking Organizations (DTOs)

These investigations all involved tireless effort on the part of ATF employees using a wide
variety of investigative methods to fully identify those responsible for trafficking firearms to
Mexico

ATF’s firearms tracing system, eTrace, played a key role in assisting in identifying the
individuals involved in violating Federal firearms laws in these investigations

In all of these cases a large number of certain types of rifles, such as AR and AK variants with
detachable magazines were purchased by straw purchasers as part of complex firearms
trafficking organizations and then recovered in violent crimes in Mexico, according to ATF trace
data, investigative experience, and Mexican law enforcement official reports

Substantiates the fact that Mexican DTOs and other associated criminal groups operating along
the SWB are actively pursuing “weapons of choice” in U.S. commercial firearms market

These cases demonstrate the ongoing trafficking of firearms by Mexican DTOs and other
associated groups operating in Arizona and the need for the reporting of multiple sales for certain
types of rifles in order to ferret out those intent on providing firearms to these criminal groups
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Taiking Points:

(Using the “Ws” method - you can change if you desire)

What:

Who:

Proactive investigations focused on eliminating the entire firearms trafficking network,
not just the straw purchasers

ATF led firearms trafficking investigations into several firearms trafficking networks
based in metro Phoenix

Some initiated as early as October, 2009

OCDETF Strike Force effort.

Multi-agency (ICE, IRS, DEA, Phoenix PD)

Almost exclusively "weapons of choice” which we have openly discussed many times
before

Alleged violations of Federal firearms laws by individuals involved in the illegal
acquisition and transfer of firearms, money laundering. etc (the USAQ will cover specific
charges per case in more detail). Thus we should only state what is in the indictment
when it comes to numbers of firearms. The indictment for Fast and Furious will not have
the total number of firearms trafficked. Note: We have seized 352 firearms here in the

1Q1% AL QAR ANy WAL SR a1t 10 1Al Lasc

U.S. in our effort to stop the traffickine while still mnking the Inrggr case, and about 250
1

have been seized in Mexico. We will update the numbers again next week.

Metro Phoenix area based complex firearms trafficking organizations

For Fast and Furious:

How:

(b) (7)(C)

Firearms primarily destined for Sinaloa DTO (based on traces, seizures in Mexico and
other investigative data gathered during investigations

A large group of straw purchasers (UGS cre used extensively to spread out purchases
and evade detection (another time to address Multiple Sale on Long Guns issue)

Trafficking organizations used a large number of straw purchasers to spread out sales
Shows straw purchases and the use of straw purchasers is still a major issue (lack of
criminal history, need money, unlimited resource, et

(¢]
~—

Thieantmao traea mrsenlhacad ad mrssmmasensa RT o 2 dhhn e N ey
Iediin welT purtlidas>cu dt Nuiicioud 1S o ulc mcuu dica
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- Firearms were trafficked to Mexico in a variety of ways but mainly in small loads using
vehicles crossing into Mexico via POEs

For Internal ATF Use Only:

D) (5
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Office of the Deputy Attorney General

The Deputy Attorney General Washington, D.C. 20530

January 7, 2010

MEMORANDUM FOR HEADS OF DEPARTMENT COMPONENTS
ALL UNITED STATES ATTORNEYS

FROM: David W. Ogden S 2> W9, %“

Deputy Attorney General

SUBIJECT: Strategy for Combating the Mexican Cartels

I am pleased to provide you with a copy of the Department of Justice Strategy for
Combating the Mexican Cartels (the “Cartel Strategy™), which was approved by the Attorney
General earlier this week.

The Cartel Strategy is a product of the Department’s Southwest Border Strategy Group,
which I chair, and which has been meeting for the last several months. The Strategy Group is
vice-chaired by the Assistant Attorney General for the Criminal Division, and includes the heads
of: ATF, BOP, DEA, EOUSA, FBI, OCDETF, USMS, as well as the Chair of the AGAC and
the U.S. Attorneys from the five Southwest Border Districts. The Cartel Strategy resulted from
an active dialogue among, and significant input from, the components represented on the
Strategy Group.

The Cartel Strategy is premised on the notion that a large share of the violence, drug-
trafficking, corruption, and other criminal activity occurring along the Southwest Border is
perpetrated by a relatively small number of hierarchical criminal organizations. The Strategy
Group believes that the most effective mechanism to attack those organizations is the use of
intelligence-based, prosecutor-led multi-agency task forces, that simultaneously attack all levels
of, and all criminal activities of, the operations of the organizations. The Cartel Strategy sets
forth a blueprint for accomplishing this with the resources of the Department of Justice. By
design, the Cartel Strategy is consistent with the National Drug Control Strategy and the National
Southwest Border Counternarcotics Strategy, both of which guide the larger interagency efforts,
and both of which DOJ played a significant role in drafting.

The Cartel Strategy is not a radical deparfure from efforts that are already underway in the
Department. To the contrary, the Cartel Strategy articulates those basic principles that already
inform the Department’s most successful efforts against the cartels. It is anticipated that the
Cartel Strategy will serve as a guidepost toward what types of activities the Department should
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Memorandum for Component Heads and United States Attorneys Page 2
Subject: Strategy for Combating Mexican Cartels

pursue going forward. The Department will measure future initiatives in this area by reference to
their ability to further the principles and objectives set forth in the Strategy. Furthermore, the
document will help advise those outside the Department — our non-DOJ partners in federal law
enforcement, our state and local partners, and policy-makers at all levels of government — how it
is that the Department of Justice intends to confront this pervasive challenge.

It is important to note that, although the Cartel Strategy was developed under the auspices
of the Southwest Border Strategy Group, the Strategy contemplates vigorous enforcement
activity by law enforcement agents and prosecutors, not just at the Southwest Border, but in
every jurisdiction. As you are all well aware, the criminal activities perpetrated by the Mexican
cartels are not confined to the Southwest Border, but rather extend throughout our country, and
internationally. Effective implementation of our strategy to attack all elements of the cartels
comprehensively and simultaneously requires that we attack them vigorously in whatever locale
they may be found.

I would like to express my deep appreciation for the active involvement of all the
components of the Department in the effort against the Mexican drug cartels. As a result of your
hard work, talent, and dedication, we have already struck many hard blows against them. Iam
confident that, going forward, and with the courageous assistance of our partners in Mexico, we
will be on the proper path toward achieving even greater successes in disrupting and dismantling
these dangerous criminal enterprises.

Attachment
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DEPARTMENT OF JUSTICE STRATEGY FOR COMBATING THE MEXICAN
CARTELS

It is a priority of the Department of Justice to disrupt and dismantle the Mexican
drug cartels, bring to justice their leadership, and stem the growing violence and
associated criminal activity perpetrated by the cartels, both along the Southwest Border
and throughout the Nation. In order to maximize the efficacy of its limited resources,
which are spread through numerous components of the Department, it is necessary that
the Department deploy those resources pursuant to a single, coherent strategic plan,
under a single coordinating body, the Southwest Border Strategy Group.

An essential aspect of the DOJ plan must be ensuring a productive partnership
with the government of Mexico, as well as with our state, local, and tribal law
enforcement counterparts. Equally important, we must avoid wasteful overlap and
duplication of efforts with the activities of our other federal partners, particularly the law
enforcement agencies at the Department of Homeland Security.

The following document sets forth the policy considerations that will guide the
Department in this process.

The Strategy

The Department will implement its Strategy for Combating the Mexican Cartels
under the supervision of the newly-created Southwest Border Strategy Group. The
Strategy is intended to be consistent with the Administration’s overarching National
Southwest Border Counternarcotics Strategy.

The Department’s strategy will be executed through the proven mechanism of
prosecutor-led, intelligence-driven multi-agency task forces, with the Organized Crime
Drug Enforcement Task Forces (OCDETF) Program serving the primary coordinating
function. Multiple OCDETF investigations should continue to be linked together at a
national level in coordination with the Special Operations Division (SOD), resulting in
nationwide takedowns coordinated by SOD, on the model of Project Reckoning,
Operation Xcellerator, and Project Coronado.

The DOJ Strategy’s key objectives are to:
. Increase the safety and security of U.S. citizens throughout the United States by
enforcing violations of federal law that have a particular nexus to the threats

posed by the Mexican Cartels, i.e. drug trafficking, money laundering and bulk
cash smuggling, firearms trafficking, and corruption.

. Reduce the flow of narcotics and other contraband entering the United States.

. Reduce the flow of illegal weapons, ammunition, explosives, and currency exiting
the United States and entering Mexico.
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. Strengthen Mexico’s operational capacities and enhance its law enforcement
institutions.
. Increase bilateral cooperation between Mexico and the United States on fugitive

capture and extradition activities.

. Increase intelligence and information sharing among law enforcement agencies in
the United States and with Mexico to achieve focused targeting of the most

significant criminal organizations.

. Improve case building through interagency coordinaﬁon, leveraging the expertise
and authority of each investigative and prosecutorial agency.

. Maximize the effectiveness of prosecution by locating, arresting, extraditing, and
trying all levels, including most importantly the leadership, of these criminal
organizations, and disrupting and dismantling the organizations’ domestic
transportation and distribution cells.

. Coordinate enhanced enforcement initiatives to address “downstream™ impacts on
judicial security, court and detention operations, prison management and fugitive
apprehension.

Division of Responsibilities with DHS

Addressing the Southwest Border threat has two basic elements: policing the
actual border to interdict and deter the illegal crossing of undocumented persons or
contraband goods, and confronting the large criminal organizations operating
simultaneously on both sides of the border.

Given its statutory mission and the resources it can bring to bear at the border,
DHS clearly bears primary responsibility for the policing function at the border. DOJ
fully supports DHS in that endeavor by sharing relevant intelligence and by prosecuting
the most egregious offenders DHS arrests in the course of its policing function. The
Department of Justice prosecutes tens of thousands of these reactive law enforcement
cases in federal court every year.

However, the root cause of the explosion of violence just south of our border is
the conflicts within and among a limited number of sophisticated, transnational criminal
organizations. These hierarchical, Mexico-based cartels are responsible for smuggling
into the United States most of our nation’s illegal drug supply. While the cartels’
primary business is drug trafficking, they also sponsor a panoply of other crimes that
support their illegal operations. These other crimes include extortion, torture, murder,
corruption of public officials, sheltering of wanted fugitives, kidnapping and human
smuggling, laundering of illicit criminal proceeds through the existing financial systcm
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and through bulk cash smuggling, and the illegal acquisition, trafficking, and use of
firearms and explosives.

It is in taking down these organized, multi-faceted criminal enterprises that DOJ
plays the primary role and brings to bear its special expertise. DOJ’s success in this
endeavor assists, in turn, DHS in the performance of its policing and enforcement
function, by disrupting the operations of the cartels, thereby decreasing the pressure on
the border. For its part, DHS, and in particular ICE, provides invaluable assistance to the
attack on these criminal organizations, by bringing to bear its unique expertise on cross-
border transit of contraband.

Border policing and interdiction, and the resulting prosecutions, are key elements
of the U.S. government’s overall border security strategy. However, the investigation,
apprehension, extradition, and prosecution of key cartel leaders and their associates, and
the deprivation through forfeiture of their ill-gotten gains, is the most effective means by
which we can move past merely addressing the symptoms of our problems along the
Southwest Border and attack, instead, the underlying causes.

Depioyment of Resources

The Department’s view — based on its decades of experience in investigating,
prosecuting, and dismantling organized criminal groups, such as the Mafia, international
terrorist groups, and domestic and transnational gangs — is that the best way to fight large
scale criminal organizations is through prosecutor-led, intelligence-driven, multi-agency
task forces that blend the strengths, resources, and expertise of the complete spectrum of
federal, state, local, and international investigative and prosecutorial agencies. Through
their participation in such task forces, the Department’s prosecutors, together with its
component law enforcement agencies ~ DEA, ATF, FBI, and USMS — give the
Department the capacity to carry out the full range of activities necessary to succeed
against these orgamzations.

The Department has embraced a model to achieve these comprehensive goals that
is proactive, in which we develop priority targets through the extensive use of
intelligence. This intelligence is obtained from law enforcement sources, as well as
through the careful and disciplined use of classified information from intelligence
community agencies to provide unclassified leads. Sharing information, we build cases,
coordinating long-term, extensive investigations to identify all the tentacles of a
particular organization. Through sustained coordination of these operations, we are able
to execute a coordinated enforcement action, arresting as many high-level members of
the organization as possible, disrupting and dismantling the domestic transportation and
distribution cells of the organization, and seizing as many of the organization’s assets as
possible, whether those assets be in the form of bank accounts, real property, cash, drugs,
or weapons. Finally, we prosecute the leaders of the cartels and their principal
facilitators, locating, arresting, and extraditing them from abroad as necessary. In this
effort, we coordinate closely with our Mexican counterparts to achieve the goal:
destruction or weakening of the drug cartels to the point that they no longer pose a viable
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threat to U.S. interests and can be dealt with by Mexican law enforcement in conjunction
with a strengthened judicial system and an improved legal framework for fighting
organized crime.

In most places, along the border and throughout the country, OCDETF provides
an effective mechanism for law enforcement agencies from within DOJ, from elsewhere
in the federal government (including DHS and Treasury), and state and local law
enforcement, to combine with federal prosecutors to form a “virtual task force” for the
purpose of investigating and prosecuting a particular high-value drug trafficking
organization. In certain key locales, OCDETF has established actual, brick-and-mortar
Co-Located Strike Forces, for the pursuit of the highest level traffickers of drugs, guns,
and money. For instance, the San Diego Major Mexican Traffickers Task Force has been
responsible for coordinating the U.S. government's successful efforts against the
Arellano-Felix Organization. The Houston OCDETF Strike Force has directed our most
damaging blows against the Gulf Cartel. And in the first several months of its existence,
the Arizona OCDETF Strike Force has been responsible for the indictment of a leader
and other members of a major Mexican cartel and the seizure of millions of dollars in

cartel assets.

The Department will use the OCDETF Strike Force concept to target all the
organized crime activities of the drug cartels — not just those crimes directly related to the
drug trade. By further leveraging and coordinating the investigative expertise and
jurisdiction of law enforcement agencies outside the drug enforcement area, the
Department will task the Strike Forces to disrupt and dismantle every area of the cartels’
infrastructure and undermine their ability to operate successfully in any illegal activity.

On a local level, each Strike Force co-locates law enforcement resources that are
supplemented by one or more on-site Assistant United States Attorneys. Retaining the
current Strike Force structure, specifically the co-location and intensive and early
prosecutorial involvement, ensures that the Department capitalizes upon the proven
synergy of these Strike Forces to maximize the effectiveness of long-term investigations
of these organizations. The synergy created by co-locating the diverse expertise of
federal, state, local, and tribal law enforcement agencies with prosecutors from the U.S.
Attorney's Office, has had demonstrable success against major criminal organizations
operating throughout the country. It is for this reason that the Attorney General and
Deputy Attorney General should have the flexibility to call upon and leverage the
resources of the already successful multi-agency task forces around the country,
including the OCDETF Strike Forces, HIDTA Task Forces, DEA task force groups, FBI
Safe Streets Task Forces, and VCITs, drawing upon the expertise of all of the agencies
that contribute to them.

In those locations where they currently exist, DOJ will make the OCDETF Co-
Located Strike Forces the focal point for interagency efforts against the Mexican criminal
organizations.' Elsewhere along the border, and throughout the nation, DOJ will seek to

' OCDETF Co-Located Strike Forces are currently located in San Diego, Phoenix, El Paso, Houston (with
satellites in Laredo and McAllen), Tampa, San Juan, Atlanta, New York, and Boston,

4
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replicate, to the extent possible, the OCDETF Strike Force model, in particular the
characteristics of interagency cooperation, information sharing, and strategic,
intelligence-based targeting that have been embodied in these Strike Forces.

Supplementing the regional operations of the prosecutor-led, intelligence-driven
multi-agency task forces with a comprehensive national policy and coordination body,
the Southwest Border Strategy Group, run out of the Office of the Deputy Attorney
General, will give the Department a unified and comprehensive vehicle through which
the United States government can disrupt the influence of the cartels. This unified and
coordinated approach to law enforcement is not only the best way to use the formidable
resources of the United States government, but also the most effective way to decrease
the influence of these violent criminal enterprises while enhancing the public safety.

While the prosecutor-led, intelligence-driven, multi-agency task force model is a
key component of the Department’s strategy, it will not be the only component. We must
also recognize and support the important daily work performed by our investigators and
prosecutors in stopping and seizing the massive amounts of narcotics, firearms, and bulk
cash that flow across the border in both directions. These more reactive narcotics cases
are important to the overall cartel strategy, because in the process we are seizing millions
of pounds of drugs, thousands of firearms, and millions of dollars in bulk cash as they
enter and exit the country. In addition, these commodity-focused cases yield significant
intelligence that is then fed into the Special Operations Division (SOD), the OCDETF
Fusion Center (OFC), and the El Paso Intelligence Center (EPIC) for use in supporting
more proactive, intelligence-driven investigations that are designed to attack all of the
cartels’ diverse lines of illegal business. Therefore, the Department’s Strategy for
Combating the Mexican Cartels must include an assessment of the resource needs of all
our components, and a plan for how they intend to achieve the stated goals of the
Strategy in light of the specific cartel activity impacting their jurisdictions.

Intelligence

Law enforcement agencies must have the ability to access, link, and interpret
voluminous intelligence information from as wide a community as possible. We use this
shared information to identify and target the most significant organizations, so that we
can achieve the greatest impact with our finite resources. We also use shared information
to develop coordinated, multi-jurisdictional investigations of those high-impact targets,
making sure that investigations are mutually reinforcing, without duplicating or
jeopardizing other investigations targeting overlapping organizations.

Several multi-agency endeavors are particularly important to the provision of
tactical intelligence and operational support in targeting the largest and most dangerous
Mexican cartels.

The Attorney General’s Consolidated Priority Organization Target (CPOT) List
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The CPOT list of international “Most Wanted” drug kingpins will be used to help
focus our critical resources on the greatest threats from the Mexican cartels. Of the 59
worldwide organizations currently on the list, 25 of them are Mexico-based. DOJ will
also work in partnership with the Secretary of the Treasury to impose sanctions against
Mexican drug trafficking organizations pursuant to the President’s authority under the
Foreign Narcotics Kingpin Designation Act.

The El Paso Intelligence Center (EPIC)

- EPIC is a DEA-led multi-agency organization that provides case-specific tactical
intelligence, focusing specifically on the Southwest Border. The ATF Firearms
Intelligence Analysis Team is a specialized component of EPIC that serves as a central
point of analysis and repository for all Southwest Border firearms-related intelligence.
FBI recently created the Southwest Intelligence Group (SWIG), a clearinghouse of all
FBI activities involving Mexico, and it is in the process of moving that clearinghouse to
EPIC. EPIC houses the National Seizure System, which collects and maintains data on
seizures of drugs, guns, and money by Jaw enforcement agencies throughout the nation.

The Special Operations Division (SQD)

SOD is a DEA-led multi-agency coordination center that targets the
communication devices the criminal organizations’ leaders use to communicate with
each other. SOD actively supports multi-jurisdictional, multi-national, and multi-agency
electronic surveillance investigations, coordinating overlapping investigations and
ensuring that tactical and operational intelligence is shared between law enforcement

agencies.

-The OCDETF Fusion Center (OFC)

The OFC is a comprehensive, multi-agency data center containing drug and
related financial data from DEA, ATF, FBI, ICE, CBP, IRS, USMS, EPIC, the US.
Coast Guard, the Financial Crimes Enforcement Network, the State Department’s Bureau
of Consular Affairs, and other key agencies. It conducts cross-agency and cross-
jurisdictional integration and analyses to create comprehensive pictures of targeted
organizations and to pass usable leads through SOD to participants in the field.

Current Areas of Focus

Pursuant to the principles articulated above, DOJ is pursuing initiatives in the
following areas:

1. Ramping up Establishment and Use of Vetted Units in Mexico

'An important aspect of case building in Mexico involves U.S. cooperation with
specially vetted Mexican law enforcement units. DOJ law enforcement agents work in
an advisory capacity to develop elite vetted units of Mexican federal police officers,
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training them to conduct law enforcement operations that lead to the discovery and
seizure of drugs, guns, explosives, money, and documentary evidence to support bilateral
investigations and prosecutions. The Mexican units also arrest active members of the
cartels, who may eventually become either cooperating witnesses, defendants, or both.
These units are essential to our operations. In order to properly leverage and support
these crucial operations, the Department must expand their number, to include more drug
trafficking units, a firearms trafficking unit, a money-laundering/financial unit, and a
fugitive apprehension unit.

2. Continued Focus on Attacking Cartel Finances

A particular point of emphasis in recent years has been the dismantlement of the
financial infrastructure of the drug trafficking organizations. These efforts have been
hampered by the fact that financial cases are complex and time-consuming, and the pool
of experienced financial investigators is finite. Since the curtailment of IRS involvement
in drug investigations in 2005, ATF, DEA, FBI, and USMS have hired additional
financial investigators and forfeiture specialists. OCDETF has established the Financial
Investigative Contractor (FIC) Program to bring additional experienced financial
investigators to bear on the largest cartels, and has buttressed the analytical and
document exploitation capabilities of its Co-Located Strike Forces in San Diego,
Phoenix, El Paso, Houston, and Atlanta. DEA has implemented Financial Investigation
Teams (FITs) in its field divisions to target the financial assets of drug traffickers.
Analysts and attorneys in the U.S. Attorney’s Offices and in the Department’s Asset
Forfeiture and Money Laundering Section have also stepped up their efforts to assist in
prosecuting money laundering activities of all types. In addition, Southwest Region
federal agencies are working with state and local law enforcement agencies on an
OCDETF bulk currency initiative that targets the highest level drug cartels and their
transportation routes in the Southwest. These efforts must be supported and expanded.

3. Attacking the Southbound Flow of Firearms

Addressing the flow of weapons into Mexico from the United States is also a
primary focus of our efforts. ATF’s intelligence has shown that the prevalence of
firearms and explosives trafficking into Mexico has a direct nexus to the cartels’ national
domestic drug distribution network. Thus, given the national scope of this issue, merely
seizing firearms through interdiction will not stop firearms trafficking to Mexico. We
must identify, investigate, and eliminate the sources of illegally trafficked firearms and
the networks that transport them. Since 2006, Project Gunrunner has been ATF’s
comprehensive strategy to combat firearms-related violence perpetrated by the drug
cartels along the Southwest Border. Increasingly close collaboration between ATF and
the efforts of the multi-agency drug task forces along the border, including, most
particularly, the OCDETF co-located Strike Forces, ensures that scarce ATF resources
are directed at the most important targets. Additionally, DOJ is sponsoring and hosting
U.S./Mexico bilateral working groups focusing on joint efforts to combat arms
trafficking, and is ensuring that U.S. Attorneys Offices around the country are
coordinating on firearms trafficking cases.
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4, Increased Focus on Locating and Apprehending Fugitives

Similarly, investigating and indicting traffickers will not dismantle the cartels
unless the targets are actually located, arrested, and brought to justice. Even when
charged in U.S. courts, cartel fugitives will continue their illegal operations while taking
refuge outside our borders, primarily in Mexico or Colombia. With virtually limitless
resources at their command, they are able to deploy the most technically advanced =~
equipment to avoid detection and further their criminal enterprises. Thus, an important
component of the overall Strategy is the location, apprehension and extradition of
fugitives with the priority being the top leadership of the cartels. The USMS is the U.S.
government’s primary agency for apprehending fugitives. Through its regional fugitive
task forces, district-based violent offender task forces, and Technical Operations Group,
the USMS works with state and local police agencies on both sides of the border to locate
and arrest offenders who have committed drug crimes or drug-related crimes of violence
in the United States and subsequently fled abroad, as well as those who have been
charged in the United States but remain resident in other countries. These units,
particularly when co-located within the OCDETF Strike Forces or similar multi-agency
institutions, place a high priority on apprehending cartel-related fugitives, both
domestically and internationally. It is critical that the Department maintain its
commitment to support and expand these international fugitive apprehension efforts.

5. Expanded Use of the Extradition Process

During the past three years, Mexico has extradited fugitives to the United States
in unprecedented numbers. Many were significant cartel Jeaders, including Jeaders of the
notorious Tijuana and Gulf Cartels. To build on these successes, and to handle more
effectively the growing number of cases involving extraditions and securing foreign
evidence from Mexico in cartel-level drug cases, the Department is establishing a new,
dedicated Mexican OCDETF unit in the Criminal Division’s Office of International
Affairs (OTA). We anticipate that this unit will work proactively with, among others, the
U.S. Attorney’s Offices and the USMS, to prioritize fugitives and defendants in Mexico,
ensuring that the time-consuming and resource-intensive extradition process is brought to
bear against the most significant cartel leaders.

6. Continued Pursuit of Corrupt Public Officials Who Facilitate the Drug Trade

NDIC’s 2009 National Drug Threat Assessment estimates that Mexican and
Colombian cartels generate, remove, and launder between $18 billion and $39 billion in
wholesale drug proceeds annually. With access to such vast sums of money, it is not
surprising that the cartels are able to facilitate their illegal objectives through
intimidation, extortion, and corruption of public officials and law enforcement officers on
both sides of the border. The FBI’s expertise in complex, sensitive public corruption
investigations is a key component of the Department’s overall anti-cartel Strategy. Using
intelligence from the OFC, the SWIG, and FBI’s own comprehensive intelligence
networks, its agents work with experienced U.S. prosecutors, as well as their foreign
counterparts, to root out public corruption that undermines our nation’s defenses and the
rule of law along the Southwest Border. It is imperative that the Department’s Strategy
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support these efforts to vigorously investigate and prosecute corruption, and to seek
substantial prison terms for persons convicted of these crimes. Aggressive and effective
prosecutions, followed by long sentences, send a clear message that these crimes will not
be tolerated and that those engaging in them do so at their peril.

7. Merida

It is crucial to this Strategy that the Department continue its role under the Merida
Initiative in working with our Mexican counterparts to enhance and strengthen Mexico’s
operational capacities to effectively combat the power of the cartels. This involves a
broad range of capacity building and rule of law issues, including such topics as
prosecutorial capacity building, evidence collection, fugitive apprehenston, extradition,
asset forfeiture, police professionalization, judicial security, witness protection, prison
management, and corrections strategies. These efforts are crucial as a means of putting
Mexico in the position to handle investigation and prosecution of these organizations as a
domestic criminal matter.

This last pillar of the Strategy seeks to take full advantage of the substantial
Department assets stationed in Mexico, including the Department’s Rule of Law Attaches
(Resident Legal Advisors, Intermittent Legal Advisors, Law Enforcement Advisors) and
Prosecutorial Attaches, and each law enforcement component’s resources stationed
throughout Mexico. These vital positions will help facilitate the Department’s Mexican
Cartel Strategy by delivering crucial training to our law enforcement counterparts,
lending investigative expertise and intelligence support to Mexican operations, helping
bolster civil institution building in Mexico, training Mexican prosecutors on best
practices and trial techniques, and assisting the Mexican judicial system in promoting the
rule of law. Additionally, the Department will actively participate in Embassy initiatives
such as the GC Armas Policy Committee.
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Office of the Deputy Attorney General

The Deputy Atorney General Washingion, P.C. 20530

January 7, 2010

MEMORANDUM FOR HEADS OF DEPARTMENT COMPONENTS
ALL UNITED STATES ATTORNEYS

FROM: David W. Ogden \ 2t a W, %r-‘

Deputy Attorney General

SUBJECT: trat for Combating the Mexican Cartels

1 am pleased to provide you with a copy of the Department of Justice Strategy for
Combating the Mexican Cartels (the “Cartel Strategy™), which was approved by the Attorney
General earlier this week.

The Cartel Strategy is a product of the Department’s Southwest Border Strategy Group,
which 1 chair, and which has been meeting for the last several months. The Strategy Group is
vice-chaired by the Assistant Attorney General for the Criminal Division, and includes the heads
of: ATF, BOP, DEA, EOUSA, FBI, OCDETF, USMS, as well as the Chair of the AGAC and
the U.S. Attorneys from the five Southwest Border Districts. The Cartel Strategy resulted from
an active dialogue among, and significant input from, the components represented on the
Strategy Group.

The Cartel Strategy is premised on the notion that a large share of the violence, drug-
trafficking, corruption, and other criminal activity occurring along the Southwest Border is
perpetrated by a relatively small number of hierarchical criminal organizations, The Strategy
Group believes that the most effective mechanism to attack those organizations is the use of
intelligence-based, prosccutor-led multi-agency task forces, that simultaneously attack all levels
of, and all criminal activities of, the operations of the organizations. The Cartel Strategy scts
forth a blueprint for accomplishing this with the resources of the Department of Justice. By
design, the Cartel Strategy is consistent with the National Drug Control Strategy and the National
Southwest Border Counternarcotics Strategy, both of which guide the larger interagency cfforts,
and both of which DOJ played a significant role in drafting.

The Cartel Strategy is not a radical deparfure from efforts that are already underway in the
Department. To the contrary, the Cartel Strategy articulates those basic principles that already
inform the Department’s most successful efforts against the cartels. It is anticipated that the
Cartel Strategy will serve as a guidepost toward what types of activities the Department should
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pursue going forward. The Department will measure future initiatives in this area by reference to
their ability to further the principles and objectives set forth in the Strategy. Furthermore, the
document will help advise those outside the Department — our non-DOJ partners in federal law
enforcement, our state and local partners, and policy-makers at all levels of government — how it
is that the Department of Justice intends to confront this pervasive challenge.

It is important to note that, although the Cartel Strategy was developed under the auspices
of the Southwest Border Strategy Group, the Strategy contemplates vigorous enforcement
activity by law enforcement agents and prosecutors, not just at the Southwest Border, but in
every jurisdiction. As you are all well aware, the criminal activities perpetrated by the Mexican
cartels are not confined to the Southwest Border, but rather extend throughout our country, and
internationally. Effective implementation of our strategy to attack all elements of the cartels
comprehensively and simultaneously requires that we attack them vigorously in whatever locale
they may be found.

I would like to express my deep appreciation for the active involvement of all the
components of the Department in the effort against the Mexican drug cartels. As a result of your
hard work, talent, and dedication, we have already struck many hard blows against them. Tam
confident that, going forward, and with the courageous assistance of our partners in Mexico, we
will be on the proper path toward achieving even greater successes in disrupting and dismantling
these dangerous criminal enterprises.

Attachment
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DEPARTMENT OF JUSTICE STRATEGY FOR COMBATING THE MEXICAN
CARTELS

It is a priority of the Department of Justice to disrupt and dismantle the Mexican
drug cartels, bring to justice their leadership, and stem the growing violence and
associated criminal activity perpetrated by the cartels, both along the Southwest Border
and throughout the Nation. In order to maximize the efficacy of its limited resources,
which are spread through numerolis components of the Department, it is necessary that
the Department deploy those resources pursuant to a single, coherent strategic plan,
under a single coordinating body, the Southwest Border Strategy Group.

An essential aspect of the DOJ plan must be ensuring a productive partnership
with the government of Mexico, as well as with our state, local, and tribal law
enforcement counterparts. Equally important, we must avoid wasteful overlap and
duplication of efforts with the activities of our other federal partners, particularly the law
enforcement agencies at the Department of Homeland Security.

The following document sets forth the policy considerations that will guide the
Department in this process. '

The Strategy

The Department will implement its Strategy for Combating the Mexican Cartels
under the supervision of the newly-created Southwest Border Strategy Group. The
Strategy is intended to be consistent with the Administration’s overarching National
Southwest Border Counternarcotics Strategy.

The Department’s strategy will be executed through the proven mechanism of
prosecutor-led, intelligence-driven multi-agency task forces, with the Organized Crime
Drug Enforcement Task Forces (OCDETF) Program serving the primary coordinating
function. Multiple OCDETF investigations should continue to be linked together at a
national level in coordination with the Special Operations Division (SOD), resulting in
nationwide takedowns coordinated by SOD, on the model of Project Reckoning,
Operation Xcellerator, and Project Coronado.

The DOJ Strategy’s key objectives are to:
. Increase the safety and security of U.S. citizens throughout the United States by
enforcing violations of federal law that have a particular nexus to the threats

posed by the Mexican Cartels, i.e. drug trafficking, money laundering and bulk
cash smuggling, firearms trafficking, and corruption.

. Reduce the flow of narcotics and other contraband entering the United States,

. Reduce the flow of illegal weapons, ammunition, explosives, and currency exiting
the United States and entering Mexico.
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. Strengthen Mexico’s operational capacities and enhance its law enforcement
institutions.
. Increase bilateral cooperation between Mexico and the United States on fugitive

capture and extradition activities.

. Increase intelligence and information sharing among law enforcement agencies in
the United States and with Mexico to achieve focused targeting of the most
significant criminal organizations.

. Improve case building through interagency coordination, leveraging the expertise
and authority of each investigative and prosecutorial agency.

. Maximize the effectiveness of prosecution by locating, arresting, extraditing, and
trying all levels, including most importantly the leadership, of these criminal
organizations, and disrupting and dismantling the organizations’ domestic
transportation and distribution cells.

. Coordinate enhanced enforcement initiatives to address “downstream” impacts on
judicial security, court and detention operations, prison management and fugitive
apprehension.

Division of Responsibilities with DHS

Addressing the Southwest Border threat has two basic elements: policing the
actual border to interdict and deter the illegal crossing of undocumented persons or
contraband goods, and confronting the large criminal organizations operating
simultaneously on both sides of the border.

Given its statutory mission and the resources it can bring to bear at the border,
DHS clearly bears primary responsibility for the policing function at the border. DOJ
fully supports DHS in that endeavor by sharing relevant intelligence and by prosecuting
the most egregious offenders DHS arrests in the course of'its policing function. The
Department of Justice prosecutes tens of thousands of these reactive law enforcement
cases in federal court every year.

However, the root cause of the explosion of violence just south of our border is
the conflicts within and among a limited number of sophisticated, transnational criminal
organizations. These hierarchical, Mexico-based cartels are responsible for smuggling
into the United States most of our nation’s illegal drug supply. While the cartels’
primary business is drug trafficking, they also sponsor a panoply of other crimes that
support their illegal operations. These other crimes include extortion, torture, murder,
corruption of public officials, sheltering of wanted fugitives, kidnapping and human
smuggling, laundering of illicit criminal proceeds through the existing financial system
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and through bulk cash smuggling, and the illegal acquisition, trafficking, and use of
firearms and explosives.

It is in taking down these organized, multi-faceted criminal enterprises that DOJ
plays the primary role and brings to bear its special expertise. DOJ’s success in this
endeavor assists, in turn, DHS in the performance of'its policing and enforcement
function, by disrupting the operations of the cartels, thereby decreasing the pressure on
the border. For its part, DHS, and in particular ICE, provides invaluable assistance to the
attack on these criminal organizations, by bringing to bear its unique expertise on cross-
border transit of contraband.

Border policing and interdiction, and the resulting prosecutions, are key elements
of the U.S. government’s overall border security strategy. However, the investigation,
apprehension, extradition, and prosecution of key cartel leaders and their associates, and
the deprivation through forfeiture of their ill-gotten gains, is the most effective means by
which we can move past merely addressing the symptoms of our problems along the
Southwest Border and attack, instead, the underlying causes.

Deployment of Resources

The Department’s view — based on its decades of experience in investigating,
prosecuting, and dismantling organized criminal groups, such as the Mafia, international
terrorist groups, and domestic and transnational gangs — is that the best way to fight large
scale criminal organizations is through prosecutor-led, intelligence-driven, multi-agency
task forces that blend the strengths, resources, and expertise of the complete spectrum of
federal, state, local, and international investigative and prosecutorial agencies. Through
their participation in such task forces, the Department’s prosecutors, together with its
component law enforcement agencies — DEA, ATF, FBI, and USMS - give the
Department the capacity to carry out the full range of activities necessary to succeed
against these organizations.

The Department has embraced a model to achieve these comprehensive goals that
is proactive, in which we develop priority targets through the extensive use of
intelligence. This intelligence is obtained from law enforcement sources, as well as
through the careful and disciplined use of classified information from intelligence
community agencies to provide unclassified leads. Sharing information, we build cases,
coordinating long-term, extensive investigations to identify all the tentacles of a
particular organization. Through sustained coordination of these operations, we are able
to execute a coordinated enforcement action, arresting as many high-level members of
the organization as possible, disrupting and dismantling the domestic transportation and
distribution cells of the organization, and seizing as many of the organization’s assets as
possible, whether those assets be in the form of bank accounts, real property, cash, drugs,
or weapons. Finally, we prosecute the leaders of the cartels and their principal
facilitators, locating, arresting, and extraditing them from abroad as necessary. In this
effort, we coordinate closely with our Mexican counterparts to achieve the goal:
destruction or weakening of the drug cartels to the point that they no longer pose a viable
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threat to U.S. interests and can be dealt with by Mexican law enforcement in conjunction
with a strengthened judicial system and an improved legal framework for fighting
organized crime.

In most places, along the border and throughout the country, OCDETF provides
an effective mechanism for law enforcement agencies from within DOJ, from elsewhere
in the federal government (including DHS and Treasury), and state and local law
enforcement, to combine with federal prosecutors to form a “virtual task force” for the
purpose of investigating and prosecuting a particular high-value drug trafficking
organization. In certain key locales, OCDETF has established actual, brick-and-mortar
Co-Located Strike Forces, for the pursuit of the highest level traffickers of drugs, guns,
and money. For instance, the San Diego Major Mexican Traffickers Task Force has been
responsible for coordinating the U.S. government's successful efforts against the
Arellano-Felix Organization. The Houston OCDETF Strike Force has directed our most
damaging blows against the Gulf Cartel. And in the first several months of its existence,
the Arizona OCDETF Strike Force has been responsible for the indictment of a leader
and other members of a major Mexican cartel and the seizure of millions of dollars in
cartel assets.

The Department will use the OCDETF Strike Force concept to target all the
organized crime activities of the drug cartels — not just those crimes directly related to the
drug trade. By further leveraging and coordinating the investigative expertise and
jurisdiction of law enforcement agencies outside the drug enforcement area, the
Department will task the Strike Forces to disrupt and dismantle every area of the cartels’
infrastructure and undermine their ability to operate successfully in any illegal activity.

On a local level, each Strike Force co-locates law enforcement resources that are
supplemented by one or more on-site Assistant United States Attorneys. Retaining the
current Strike Force structure, specifically the co-location and intensive and early
prosecutorial involvement, ensures that the Department capitalizes upon the proven
synergy of these Strike Forces to maximize the effectiveness of long-term investigations
of these organizations. The synergy created by co-locating the diverse expertise of
federal, state, local, and tribal law enforcement agencies with prosecutors from the U.S.
Attorney's Office, has had demonstrable success against major criminal organizations
operating throughout the country. It is for this reason that the Attorney General and
Deputy Attorney General should have the flexibility to call upon and leverage the
resources of the already successful multi-agency task forces around the country,
including the OCDETF Strike Forces, HIDTA Task Forces, DEA task force groups, FBI
Safe Streets Task Forces, and VCITs, drawing upon the expertise of all of the agencies
that contribute to them.

In those locations where they currently exist, DOJ will make the OCDETF Co-
Located Strike Forces the focal point for interagency efforts against the Mexican criminal
organizations.! Elsewhere along the border, and throughout the nation, DOJ will seek to

' OCDETF Co-Located Strike Forces are currently located in San Diego, Phoenix, E1 Paso, Houston (with
satellites in Laredo and McAllen), Tampa, San Juan, Atlanta, New York, and Boston.

4
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replicate, to the extent possible, the OCDETF Strike Force model, in particular the
characteristics of interagency cooperation, information sharing, and strategic,
intelligence-based targeting that have been embodied in these Strike Forces.

Supplementing the regional operations of the prosecutor-led, intelligence-driven
multi-agency task forces with a comprehensive national policy and coordination body,
the Southwest Border Strategy Group, run out of the Office of the Deputy Attorney
General, will give the Department a unified and comprehensive vehicle through which
the United States government can disrupt the influence of the cartels. This unified and
coordinated approach to law enforcement is not only the best way to use the formidable
resources of the United States government, but also the most effective way to decrease
the influence of these violent criminal enterprises while enhancing the public safety.

While the prosecutor-led, intelligence-driven, multi-agency task force model is a
key component of the Department’s strategy, it will not be the only component. We must
also recognize and support the important daily work performed by our investigators and
prosecutors in stopping and seizing the massive amounts of narcotics, firearms, and bulk
cash that flow across the border in both directions. These more reactive narcotics cases
are important to the overall cartel strategy, because in the process we are seizing millions
of pounds of drugs, thousands of firearms, and millions of dollars in bulk cash as they
enter and exit the country. In addition, these commodity-focused cases yield significant
intelligence that is then fed into the Special Operations Division (SOD), the OCDETF
Fusion Center (OFC), and the El Paso Intelligence Center (EPIC) for use in supporting
more proactive, intelligence-driven investigations that are designed to attack all of the
cartels’ diverse lines of illegal business. Therefore, the Department’s Strategy for
Combating the Mexican Cartels must include an assessment of the resource needs of all
our components, and a plan for how they intend to achieve the stated goals of the
Strategy in light of the specific cartel activity impacting their jurisdictions.

Intelligence

Law enforcement agencies must have the ability to access, link, and interpret
voluminous intelligence information from as wide a community as possible. We use this
shared information to identify and target the most significant organizations, so that we
can achieve the greatest impact with our finite resources. We also use shared information
to develop coordinated, multi-jurisdictional investigations of those high-impact targets,
making sure that investigations are mutually reinforcing, without duplicating or
jeopardizing other investigations targeting overlapping organizations.

Several multi-agency endeavors are particularly important to the provision of
tactical intelligence and operational support in targeting the largest and most dangerous
Mexican cartels.

The Attorney General’s Consolidated Priority Organization Target (CPOT) List
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The CPOT list of international “Most Wanted” drug kingpins will be used to help
focus our critical resources on the greatest threats from the Mexican cartels. Of the 59
worldwide organizations currently on the list, 25 of them are Mexico-based. DOJ will
also work in partnership with the Secretary of the Treasury to impose sanctions against
Mexican drug trafficking organizations pursuant to the President’s authority under the
Foreign Narcotics Kingpin Designation Act.

The El Paso Intelligence Center (EPIC)

= EPIC is a DEA-led multi-agency organization that provides case-specific tactical
intelligence, focusing specifically on the Southwest Border. The ATF Firearms
Intelligence Analysis Team is a specialized component of EPIC that serves as a central
point of analysis and repository for all Southwest Border firearms-related intelligence.
FBI recently created the Southwest Intelligence Group (SWIG), a clearinghouse of all
FBI activities involving Mexico, and it is in the process of moving that clearinghouse to
EPIC. EPIC houses the National Seizure System, which collects and maintains data on
seizures of drugs, guns, and money by law enforcement agencies throughout the nation.

The Special Operations Division (SQD)

SOD is a DEA-led multi-agency coordination center that targets the
communication devices the criminal organizations’ Jeaders use to communicate with
each other. SOD actively supports muiti-jurisdictional, multi-national, and multi-agency
electronic surveillance investigations, coordinating overlapping investigations and
ensuring that tactical and operational intelligence is shared between law enforcement

agencies.

‘The QCDETF Fusion Center (OFC)

The OFC is a comprehensive, multi-agency data center containing drug and
related financial data from DEA, ATF, FBI, ICE, CBP, IRS, USMS, EPIC, the U.S.
Coast Guard, the Financial Crimes Enforcement Network, the State Department’s Bureau
of Consular Affairs, and other key agencies. It conducts cross-agency and cross-
jurisdictional integration and analyses to create comprehensive pictures of targeted
organizations and to pass usable leads through SOD to participants in the freld.

Current Areas of Focus

Pursuant to the principles articulated above, DOJ is pursuing initiatives in the
following areas:

1. Ramping up Establishment and Use of Vetted Units in Mexico

An important aspect of case building in Mexico involves U.S. cooperation with
specially vetted Mexican law enforcement units. DOJ law enforcement agents work in
an advisory capacity to develop elite vetted units of Mexican federal police officers,
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training them to conduct law enforcement operations that lead to the discovery and
seizure of drugs, guns, explosives, money, and documentary evidence to support bilateral
investigations and prosecutions. The Mexican units also arrest active members of the
cartels, who may eventually become either cooperating witnesses, defendants, or both.
These units are essential to our operations. In order to properly leverage and support
these crucial operations, the Department must expand their number, to include more drug
trafficking units, a firearms trafficking unit, a money-laundering/financial unit, and a
fugitive apprehension unit.

2. Continued Focus on Attacking Cartel Finances

A particular point of emphasis in recent years has been the dismantlement of the
financial infrastructure of the drug trafficking organizations. These efforts have been
hampered by the fact that financial cases are complex and time-consuming, and the pool
of experienced financial investigators is finite. Since the curtailment of IRS involvement
in drug investigations in 2005, ATF, DEA, FBI, and USMS have hired additional
financial investigators and forfeiture specialists. OCDETF has established the Financial
Investigative Contractor (FIC) Program to bring additional experienced financial
investigators to bear on the largest cartels, and has buttressed the analytical and
document exploitation capabilities of its Co-Located Strike Forces i San Diego,
Phoenix, E!l Paso, Houston, and Atlanta. DEA has implemented Financial Investigation
Teams (FITs) in its field divisions to target the financial assets of drug traffickers.
Analysts and attorneys in the U.S. Attorney’s Offices and in the Department’s Asset
Forfeiture and Money Laundering Section have also stepped up their efforts to assist in
prosecuting money laundering activities of all types. In addition, Southwest Region
federal agencies are working with state and local law enforcement agencies on an
OCDETF bulk currency initiative that targets the highest level drug cartels and their
transportation routes in the Southwest. These efforts must be supported and expanded.

3. Attacking the Southbound Flow of Firearms

Addressing the flow of weapons into Mexico from the United States is also a
primary focus of our efforts. ATF’s intelligence has shown that the prevalence of
firearms and explosives trafficking into Mexico has a direct nexus to the cartels’ national
domestic drug distribution network. Thus, given the national scope of this i1ssue, merely
seizing firearms through interdiction will not stop firearms trafficking to Mexico. We
must identify, investigate, and eliminate the sources of illegally trafficked firearms and
the networks that transport them. Since 2006, Project Gunrunner has been ATF’s
comprehensive strategy to combat firearms-related violence perpetrated by the drug
cartels along the Southwest Border. Increasingly close collaboration between ATF and
the efforts of the multi-agency drug task forces along the border, including, most
particularly, the OCDETF co-located Strike Forces, ensures that scarce ATF resources
are directed at the most important targets. Additionally, DOJ is sponsoring and hosting
U.S./Mexico bilateral working groups focusing on joint efforts to combat arms
trafficking, and is ensuring that U.S. Attorneys Offices around the country are
coordinating on firearms trafficking cases.
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4, Increased Focus on Locating and Apprehending Fugitives

Similarly, investigating and indicting traffickers will not dismantle the cartels
uniess the targets are actually located, arrested, and brought to justice. Even when
charged in U.S. courts, cartel fugitives will continue their illegal operations while taking
refuge outside our borders, primarily in Mexico or Colombia. With virtually limitless
resources at their command, they are able to deploy the most technically advanced ~
equipment to avoid detection and further their criminal enterprises. Thus, an important
component of the overall Strategy is the location, apprehension and extradition of
fugitives with the priority being the top leadership of the cartels. The USMS is the U.S.
government’s primary agency for apprehending fugitives. Through its regional fugitive
task forces, district-based violent offender task forces, and Technical Operations Group,
the USMS works with state and Jocal police agencies on both sides of the border to locate
and arrest offenders who have committed drug crimes or drug-related crimes of violence
in the United States and subsequently fled abroad, as well as those who have been
charged in the United States but remain resident in other countries. These units,
particularly when co-located within the OCDETF Strike Forces or similar multi-agency
institutions, place a high priority on apprehending cartel-related fugitives, both
domestically and internationally. It is critical that the Department maintain its
commitment to support and expand these international fugitive apprehension efforts,

5. Expanded Use of the Extradition Process

During the past three years, Mexico has extradited fugitives to the United States
in unprecedented numbers. Many were significant cartel leaders, including leaders of the
notorious Tijuana and Gulf Cartels. To build on these successes, and to handle more
effectively the growing number of cases involving extraditions and securing foreign
evidence from Mexico in cartel-level drug cases, the Department is establishing a new,
dedicated Mexican OCDETF unit in the Criminal Division’s Office of International
Affairs (OIA). We anticipate that this unit will work proactively with, among others, the
U.S. Attorney’s Offices and the USMS, to prioritize fugitives and defendants in Mexico,
ensuring that the time-consuming and resource-intensive extradition process is brought to
bear against the most significant cartel leaders.

6. Continued Pursuit of Corrupt Public Officials Who Facilitate the Drug Trade

NDIC’s 2009 National Drug Threat Assessment estimates that Mexican and
Colombian cartels generate, remove, and launder between $18 bitlion and $39 billion in
wholesale drug proceeds annually, With access to such vast sums of money, it is not
surprising that the cartels are able to facilitate their illegal objectives through
intimidation, extortion, and corruption of public officials and law enforcement officers on
both sides of the border. The FBI’s expertise in complex, sensitive public corruption
investigations is a key component of the Department’s overall anti-cartel Strategy. Using
intelligence from the OFC, the SWIG, and FBI’s own comprehensive intelligence
networks, its agents work with experienced U.S. prosecutors, as well as their foreign
counterparts, to root out public corruption that undermines our nation’s defenses and the
rule of law along the Southwest Border. It is imperative that the Department’s Strategy
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support these efforts to vigorously investigate and prosecute corruption, and to seek
substantial prison terms for persons convicted of these crimes. Aggressive and effective
prosecutions, followed by long sentences, send a clear message that these crimes will not
be tolerated and that those engaging in them do so at their peril.

7. Merida

It is crucial to this Strategy that the Department continue its role under the Merida
Initiative in working with our Mexican counterparts to enhance and strengthen Mexico’s
operational capacities to effectively combat the power of the cartels. This involves a
broad range of capacity building and rule of law issues, including such topics as
prosecutorial capacity building, evidence collection, fugitive apprehension, extradition,
asset forfeiture, police professionalization, judicial security, witness protection, prison
management, and corrections strategies. These efforts are crucial as a means of putting
Mexico in the position to handle investigation and prosecution of these organizations as a
domestic criminal matter.

This last pillar of the Strategy seeks to take full advantage of the substantial
Department assets stationed in Mexico, including the Department’s Rule of Law Attaches
(Restdent Legal Advisors, Intermittent Legal Advisors, Law Enforcement Advisors) and
Prosecutorial Attaches, and each law enforcement component’s resources stationed
throughout Mexico. These vital positions will help facilitate the Department’s Mexican
Cartel Strategy by delivering crucial training to our law enforcement counterparts,
lending investigative expertise and intelligence support to Mexican operations, helping
bolster civil institution building in Mexico, training Mexican prosecutors on best
practices and trial techniques, and assisting the Mexican judicial system in promoting the
rule of law. Additionally, the Department will actively participate in Embassy initiatives
such as the GC Armas Policy Committee.
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Myjes, Tenia (JMD)

.
From: McKay, Shiriey A (SMO)
Sent: Thuraday, March 70, 2071 921 AM
jo: DOJExecSec (JMD)
Cc: Teison, Kimbery G (MDY, Wetlis, Barbara A {(JMD}
Subject: FW. Lefter to Generai Holder
Attachments: 3.9.11 HJC Gunrunner Letier.ndf
imporiance: High

£is log the attached dir. Thanks.

From: Agrast, Mark O, (5MO)

Sent: Wednesday, Maych G3, 2011 7:13 PM

To: McKay, Shirley A (SMQ); Kralovae, Jamie (JMD)

Cc: Weien, Ror {SMOJ; Burion, Fasith (SMO3; Gaslon, Molly {SMO?
Subject: FW: Lelter to General Helder

Shiley/1amie,
Please log in and assign.

Mark

From: Lynch, Carofine [madte:Caraline. L yneh@mail.nouse.cov]
Sent: Wednesday, March 09, 2011 5:30 PM

To: Agrast, Mark D. (8MO0)

Cc: Hertling, Richard; Jezierski, Crystal

Subject: Latter 1o General Holder

Glark — attached please find a letter to General Molder, Thanks.

Carvlize G T yaed

Chicl Majority Counsel

Subecemmttee cn Crime, Terronism & Homeland Secuity
tHouse Committee on Judiciary ‘
5-376 Raybusn House Offee Bullding

Washington, D.C. 20515

(202) 22357127

(202) 223.3672 fax)
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Case Title:
Date: 03/18/2011
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regarding (b) (5)



Employee 4

2060

From{(NCHI(®)

Sent: Wednesday, March 23, 2011 5:42 PM
T

Subject: Fw: Draft response to HIC Chairman Smith's letter of 3/9/11 re Gunrunner/ Fast & Furious
allegations - for comment asap. Thanks. FB

Attachments: smith gunrunner clean.docx

%Dimsion (whief Firearms Operations Division
202-64 El(b) (7)(C)

il 0) (D(C)
To: McMahon, William G.

Sent: Tue Mar 22 12:51:14 2011
Subject: Fw: Draft response to HIC Chairman Smith's letter of 3/9/11 re Gunrunner/ Fast & Furious allegations - for
comment asap. Thanks. FB

(b) (7)(C)
Chief, Firearnms Operations Division

PUXIE (o) (/) Ch(b) (7)(C)

From: i )

To: McDermond, James E. mwover, William J.; Melson, Kenneth E.
Cc: Gaston, Molly (SMO); Burke, Dennis (USAAZY} P (CRM) ; Cunningham, Patrick (USAAZ)
Sent: Tue Mar 22 11:57:09 2011

Subject: Draft response to HIC Chairman Smith's letter of 3/9/11 re Gunrunner/ Fast & Furious allegations - for
comment asap. Thanks. FB

<<smith gunrunner clean.docx>>



Troom: Emﬁ'@&f@? 410hn n,

sent: “hursday, Mazch 17, 2021 7:79:19 FM 2096
o3 McMahon, William 5.

Sub jecl.:

Sir hnswer to koth qussticns aZter asking each group 1s rnagative.

iD

F S S

NOTTCR: This e-mai message and any al lached MNies are inlended solely Taor Lhe use o Lhe
Aaddressea{s) named akhove in connection with officia’l businsss. “his communication may
contaln Sensltive But Unclasslfied InZcrmation that may ke statutorily or ctherwiss
prehibited from being relzased without appropriate approval., Any rev.ew, use, oF
dlssem_nalion ol Lhis e-mall m 1ge and any dallached Zlle(s) in any [orwm culside ol Lhe

Zureau oI Alcohol, Tokacco, Flrszarms & Exp_osives or the Departnent cf Justice without
express authorizaticn s stricotly prohibited.
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Myies, Tonia (JMD)

34

From; McKay, Shirley A {(SMO)

Sent: Thursday, March 10, 2011 9:21 AM

To: DOJExecSec {(JMD)

ol Tolson, Kimbedy G {(IMD); Weills, Barbara A (JMD}
Subject: Fw: Letter to Generat Holder

Attachments: 3.9.11 HJC Gunrunner Letter pdf

imporfance: High

Pis log the attached lr. Thanks.

From: Agrast, Mark D, (SMO)

Sent: Wednesday, March 09, 2011 7:13 PM

To: McKay, Shirtey A {SMO); Kralovee, Jamie (IMD)

Cc: Weich, Ran (SMO); Burton, Faith {SMO); Gaston, Molly (SMO}
Subject: FW: Letter to General Holder

Shirley/iamie,
Please log in and assign.

Mark

From: Lynch, Carofine [mailte:Carcline. Lynch@mail.nouse.aov]
Sent: Wednesday, March 09, 2011 5:30 PM

To: Agrast, Mark D. (SMOQ)

€c: Hertling, Richard; Jezierski, Crystal

Subject: Letter to General Holder

Blark — attached please find a letter to General Molder. Thanks.

Carvfine G Lyncl:

Chict Majority Counsel

Sabcommittee on Crime, Terrorism & Homeland Sccurity
flouse Committee on Judiciary

B3-370 Rayburn House Office Building

Waslungton, D.C. 20515

(202) 225.5727

(202) 225.3672 (fax)





